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Paper 1D: 25

Unleashing the Power of Strategic Communication:
A Shield Fortifying National Security

NHD de Silva™®

YClinical psychologist and Research Fellow, Si Lanka
#< nhddesilva@gmail.com>

Abstract— This research paper explores the role of strategic
communication as a defence mechanism in the context of
national security in Sri Lanka. The paper aims to analyse the
significance of strategic communication in shaping public
opinion, countering threats, and achieving policy objectivesin
the country. It examines the various strategies and challenges
associated  with  implementing  effective  strategic
communication practices. Through a review of existing
literature, case studies, and expert opinions, this research
paper provides valuable insights. This research paper focuses
on two fundamental research questions as below. What is the
significance of strategic communication in shaping public
opinion, countering threats, and achieving policy objectives
within the specific national security landscape of Sri Lanka?
What are the strategies employed and challenges faced in the
implementation of effective strategic communication practices
in the Si Lankan context? The research objectives are
twofold, to analyse the significance of strategic
communication in shaping public opinion, countering threats,
and achieving policy objectives in i Lanka's national
security context. And to examine the strategies employed and
challenges faced in the implementation of effective strategic
communication practicesin the specific socio-political context
of Si Lanka. By addressing these research questions and
objectives, the study intends to provide valuable insights into
the application of strategic communication as a defence
mechanism. This research paper has explored how strategic
communication strengthens national security in Sri Lanka by
shaping public opinion, countering threats, and achieving
policy objectives. It has identified strategies and challenges
specific to Sri Lanka.

Keywords— strategic communication, national security,
Sri Lanka

I.INTRODUCTION

In an era characterized by complex security
challenges and information proliferation, the role of
strategic communication in national security has
assumed unprecedented significance. The art and
science of effectively communicating government
policies, shaping public opinion, countering threats, and
achieving policy objectives have emerged as essential
components of modern defence mechanisms. Within the

context of Sri Lanka, a nation that has grappled with
longstanding internal conflicts and evolving external
threats, the importance of strategic communication
cannot be overstated. Thisresearch paper embarks on an
exploration of the multifaceted landscape of strategic
communication within Sri Lanka's national security
framework. It seeks to shed light on the strategies
employed to shape public opinion, counter emerging
threats, and advance policy objectives, while aso
addressing the intricate challenges and nuances inherent
in implementing effective strategic communication
practices within the nation. In doing so, this study
endeavours to unravel the pivotad role that
communication plays in safeguarding the nation's
security, fostering unity, and contributing to the pursuit
of broader policy goalsin adynamic and complex socio-
political landscape.

[l. METHODOLOGY

The research methodology for this study involves a
comprehensive literature review to examine the role of
strategic communication as a defence mechanism in Sri
Lanka's national security. Relevant literature from
academic databases, journals, books, reports, and online
sources is collected and analysed using qualitative
methods and thematic analysis. The collected data is
synthesized to identify key insights, commonalities, and
gaps in strategic communication practices. The study
concludes by summarizing the findings, providing
recommendations for future research and policy
implications, and aiming to contribute to the
understanding of strategic communication's significance
in Sri Lanka's national security.

I1l. FINDINGS AND DISCUSSION
A. Srategic communication in the national
security landscape

In summary, strategic communication within
the national security landscape is a comprehensive and
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carefully orchestrated effort by governments and
security organizations to achieve specific national
security  objectives. It encompasses  various
communication strategies and tools aimed at shaping
public perception, informing diverse audiences, and
influencing behaviour. Key componentsinclude crafting
messages, analysing audiences, engaging with the
media, crisis communication, countering
misinformation, shaping public opinion, international
diplomacy,  psychological operations,  ethical
compliance, and continuous assessment. Ultimately,
strategic communication is essential for garnering
public support, mitigating threats, and successfully
achieving policy goals in an ever-changing national
security context.

1. Theoretical “strat com” models and frameworks
used in national security:

Various theoretical models and frameworks are
applicable to dtrategic communication within the
national security landscape. These models provide
structured approaches to plan, execute, and assess
communication efforts in the context of nationa
security. Some key theoretical models and frameworks
include below,

i. The Four Ps Modd (Public, Policy, Program,
Performance): Emphasizes  adigning  strategic
communication with public perception, policy
objectives, program execution, and performance
evaluation for effective communication.

ii. The OODA Loop (Observe, Orient, Decide, Act):
Advocates for agility and rapid adaptation in decision-
making, crucial in rapidly changing security
environments.

iii. The RACE Modd  (Research, Action,
Communication, Evaluation): Focuses on the iterative
process of researching the situation, taking action,
communicating effectively, and evaluating outcomes,
particularly useful in crisis communication.

iv. The Situationa Crisis Communication Theory
(SCCT): Offers guidelines for effective communication
strategies during crises, considering the severity of the
situation.

v. The Joint Information System (JIS): Stresses
clarity, consistency, and coordination in information
dissemination, widely used in joint operations.

vi. The Elaboration Likelihood Model (ELM):
Explains how individuals process persuasive messages,
aiding in crafting effective communication strategies to
influence public opinion and behavior.

vii. The Two-Step Flow Theory: Highlights the role of
opinion leaders and influencers in shaping public
opinion, critical in identifying and engaging with these
influencers for information dissemination.

viii. The Public Diplomacy Model: Focuses on building
and managing relationships with foreign audiences to
advance foreign policy objectives, enhancing a nation's
image and reputation abroad.

iX. The Integrated Strategic Communication (ISC)
Framework: Promotes integration of various
communication channels and tactics to ensure
consistency in conveying messages related to national
security.

Xx. Five Cs Mode (Coherence, Consistency,
Continuity, Contingency, and Capacity): Developed by
the U.S. Department of Defense, emphasizes coherent,
consistent, and adaptable communication efforts to
effectively address national security challenges.

These models and frameworks provide
valuable guidance to government agencies, security
organizations, and communication professionals
involved in strategic communication within the national
security domain. They assist in  structuring
communication strategies, enhancing effectiveness, and
adapting to the dynamic nature of modern security
environments.

2. Communication theories used in national
security; in Asian developing states:

Communication theories play a crucial role in shaping
national security policies and responses in Asian states
like Sri Lanka. Some relevant communication theories
in this context such as below,

i. Agenda-Setting Theory: Media influences public
opinion by highlighting specific issues, setting the
agenda for public discourse, and emphasizing security
priorities.

ii. Framing Theory: Information is presented to
influence how people perceive security threats and
government responses, garnering support for security
policies.

iii. Crisis Communication Theory: Essential for
managing public perception, providing accurate
information, and minimizing panic during security
Crises.

iv. Diffusion of Innovations Theory: Explains the
adoption of security strategies and counterterrorism
measures by different ssgments of the population.
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v. Elaboration Likelihood Model (ELM): Examines
how individuals process persuasive messages,
informing communication strategies to influence public
opinion and behaviour.

vi. Two-Step Flow Theory: Opinion leaders play a
vital role in disseminating information and shaping
public opinion, especially in promoting national security
policies.

vii. Spiral of Silence Theory: Explains how social
norms and fear of isolation influence public support or
dissent regarding security measures.

viii. Public Diplomacy Theory: Utilizes communication
strategies to build relationships with foreign audiences,
fostering international cooperation on security issues.
iX. Cultural Theories of Communication: Emphasize
understanding cultural nuances in multi-ethnic Asian
states like Sri Lanka for effective communication and
unity.

X. Socia ldentity Theory: Examines how group
dynamics and identities influence beliefs and
behaviours, aiding in targeted communication strategies
to address security threats.

These theories provide a foundation for designing and
implementing effective communication strategies that
align with national security objectives, address cultural
contexts, and engage diverse populationsin Asian states
like Sri Lanka.

B. Shaping public opinion

Strategic communication serves as a critical
defence mechanism within the ream of national
security, playing a pivotal role in shaping public
opinion. In the context of Sri Lanka, a country that has
experienced its fair share of internal conflicts and
security challenges, the significance of strategic
communication cannot be overstated. The ability to
effectively manage and influence public sentiment is
essential for anation's stability, asit directly impactsthe
support and cooperation of its citizens in times of crisis
and conflict. This paper explores the multifaceted role
of strategic communication in Sri Lankas national
security, with a primary focus on its capacity to shape
public opinion.

Public opinion is an invaluable asset in the arsenal
of national security strategies, as it can be a decisive
factor in the success or failure of security initiatives. Sri
Lanka's history has demonstrated that the perceptions
and attitudes of its citizens can significantly impact the
trajectory of its security situation. Whether addressing
ongoing internal conflicts or responding to external
threats, the government and security apparatus must
actively engage with the public to garner support, trust,
and cooperation. Strategic communication, therefore,

becomes the bridge between national security objectives
and the perceptions held by the populace.

Strategic communication in the Sri Lankan context
involves crafting and disseminating messages and
narratives that align with the nation's security goals. It
entails not only conveying information but also
influencing public sentiment and behaviour. This
process demands a deep understanding of the unique
cultural, historical, and socio-political dynamics at play
in Sri Lanka, where various communities coexist with
diverse  perspectives and  sensitivities.  The
communication strategies employed must navigate this
intricate landscape while aiming to foster unity, trust,
and a shared sense of purpose among the citizenries.

One essential facet of shaping public opinion in Sri
Lanka's national security context is the cultivation of
narratives that resonate with the diverse population.
These narratives should not only address immediate
security concerns but al so reflect the broader aspirations
and values of the nation. The media and digita
platforms serve as powerful toolsin disseminating these
narratives effectively. However, in a landscape marked
by varying degrees of media freedom and censorship,
navigating these channels can be challenging. The
government must strike a balance between safeguarding
national security and upholding democratic values,
ensuring that strategic communication efforts are seen
as legitimate and trustworthy by the public.

Engagement with civil society, opinion leaders, and
community representatives is another vital component
of shaping public opinion in Sri Lankas national
security framework. These stakeholders often possess
the ability to sway public sentiment and can act as
intermediaries between the government and the
citizenry. Building collaborative relationships with
these influencers and fostering open dialogues can
facilitate a more receptive and informed public,
contributing to a more stable and secure environment.

Strategic communication as a defence mechanism
in national security is of paramount importance in Sri
Lanka, where public opinion significantly impacts the
nation's security landscape. By crafting tailored
narratives, engaging with various stakeholders, and
addressing the unique challenges of the Sri Lankan
context, effective strategic communication can help
build public trust, unity, and support, ultimately
enhancing the nation's ability to address security
challenges and achieve its policy objectives.

C. Countering threats
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Strategic communication stands as a formidable
defence mechanism in the realm of national security,
particularly when it comes to countering threats. Within
the context of Sri Lanka, a nation that has grappled with
various internal conflicts and external challenges over
the years, the role of strategic communication takes on
heightened importance. It serves as a linchpin in the
government's efforts to identify, address, and mitigate
threats to national security. This paper delves into the
critical role of strategic communication in effectively
countering threats within Sri Lanka's national security
landscape.

In Sri Lanka, a nation marked by its diverse
population and complex social fabric, threats to national
security can manifest in various forms. These threats
may include terrorism, insurgencies, cyber attacks,
disinformation campaigns, communal tensions, or
geopolitical rivaries. The ability to effectively counter
such threats often depends on how well the government
and security apparatus communicate with the public,
disseminate information, and manage perceptions.

Strategic communication in threat mitigation
involves several key elements. Firstly, it necessitates a
rapid and coordinated response to emerging threats,
ensuring that accurate and timely information reaches
the public and relevant stakeholders. This can involve
disseminating alerts, advisories, and instructions during
crises, such as natural disasters or security incidents.

Secondly, it involves countering propaganda
and disinformation that may be disseminated by threat
actors to create fear, confusion, or dissent. By actively
debunking false narratives and promoting credible
information sources, strategic communication can help
prevent the spread of misinformation and maintain
public trust.

Thirdly, it requires fostering a sense of unity
and shared purpose among the citizenries. Thisinvolves
not only conveying the government's commitment to
security but also engaging with various communities to
build trust and cooperation. Public support is often
pivotal inidentifying and countering threats, making the
role of strategic communication indispensable.

Additionally, in the age of digital connectivity,
strategic communication includes efforts to bolster
cyber security and protect critical infrastructure. Public
awareness campaigns and education on cyber security
best practices are essential in countering cyber threats,
as they empower individuals and organizations to
defend against online attacks.

However, implementing effective strategic
communication in threat mitigation is not without its
challenges. Sri Lankas diverse population, multiple
languages, and regional disparities pose communication
challenges that demand careful consideration.
Furthermore, ensuring transparency and credibility in
communication efforts is vital to maintaining public
trust, particularly in a climate where scepticism may be
high due to past conflicts and tensions.

Strategic communication serves as a linchpin
in the defence against threats to national security within
Sri Lanka. By swiftly and effectively disseminating
information, countering propaganda, fostering unity,
and bolstering cyber security, it plays a pivota role in
addressing the multifaceted challenges that can
underminethe nation's stability and security. Navigating
these challenges requires careful planning, cultural
sensitivity, and a commitment to transparency, al of
which are essential in countering threats through
strategic communication.

1. Terrorism and insurgencies. Strategic
communication is crucia for countering the threats of
terrorism and insurgencies, as exemplified by the
Aragalayamovement in Sri Lanka. It playsapivotal role
in disrupting extremist activities by offering alternative
narratives, countering propaganda, and ensuring
accurate information reaches vulnerable communities.
Early warning and detection are essential components,
helping prevent potentia attacks through timely
infformation dissemination. Building community
resilience is another vital aspect, involving engagement
with vulnerable populations to address grievances and
foster trust with security forces. Additionally,
countering extremist narratives in the digital sphere is
crucial, given the influence of social media. However,
strategic communication faces challenges, including Sri
Lanka'slinguistic and cultural diversity and the need for
transparency and credibility to gain public trust. In
summary, strategic communication is indispensable in
countering terrorism and insurgencies in Sri Lanka,
requiring a multifaceted approach that addresses root
causes, disrupts propaganda, and builds community
resilience while being culturally  sensitive,
technologically adept, and committed to transparency
and trust-building.

2. LTTE disinformation campaigns: Strategic
communication is a crucial defence mechanism in Sri
Lanka's national security efforts, especially when
countering disinformation campaigns, like those
employed by the LTTE. The LTTE's use of propaganda
and falsechoods to manipulate public opinion
domestically and internationally posed significant
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challenges. Strategic communication emerged as a vital
tool for the government to counter these narratives,
maintain credibility, and ensure accurate portrayals of
facts and policies. This approach involves timely and
accurate information dissemination to mitigate the
impact of false narratives, engage with diverse
audiences, and foster understanding, trust, and
reconciliation. Nevertheless, countering disinformation
campaigns through strategic communication remains
challenging due to deeply rooted beliefs and the need for
culturally sensitive messaging. In essence, strategic
communication is indispensable for safeguarding
national security and maintaining transparency in the
face of complex historical conflictsin Sri Lanka.

3. Geopoalitical rivalries:  Strategic communication
is a vital defence mechanism in Sri Lanka's national
security, particularly when addressing threats stemming
from geopolitical rivalries in the Indian Ocean region.
Sri Lanka often finds itself in the crosshairs of
competing major powers, making effective
communication crucial. Strategic communication helps
clarify the country's positions, mitigate
misunderstandings, and manage crises during
diplomatic tensions, economic competition, or military
posturing. It also reinforces diplomatic efforts and
builds aliances while balancing national sovereignty
and citizens concerns.  Ultimately, strategic
communication isessential for Sri Lankato navigate the
complexities of international relations, protect its
sovereignty, and maintain regiona stability in a
strategically significant location.

D. Achieving national security policy objectives

Strategic communication plays a pivotal role as a
defence mechanism in achieving national security
policy objectives in Sri Lanka. The nation's security
policy objectives encompass a wide range of goals,
including the preservation of territorial integrity, the
promotion of stability, and the prevention of external
threats. Strategic communication serves as the linchpin
that connects these objectives to the broader populace,
both domestically and internationally, by conveying the
government's vision, policies, and actions.

One fundamental aspect of utilizing strategic
communication for achieving national security policy
objectives is the aignment of messages with
overarching goals. This entails crafting clear and
consistent narratives that emphasize the importance of
these objectives and how they contribute to the nation's
security and prosperity. Whether it involves countering
terrorism, managing border disputes, or enhancing
diplomatic relations, strategic communication ensures

that the government's actions are understood and
supported by the public.

Moreover, strategic communication serves as a
mechanism to garner domestic and international support
for these policy objectives. On the domestic front, it
fosters a sense of national unity by emphasizing shared
values and common goals. It engages with different
segments of society, including civil society, opinion
leaders, and communities, to build trust and cooperation
in pursuit of these objectives.

In the international arena, strategic communication
helps position Sri Lanka as a responsible and reliable
partner, strengthening its diplomatic ties and alliances.
Effective communication with foreign governments,
organizations, and international institutions is essential
in garnering support, especially when addressing
regional or globa security challenges that require
collaborative efforts.

However, implementing strategic communication
for achieving national security policy objectives is not
without challenges. Sri Lanka's diverse population with
varying linguistic, cultural, and regional backgrounds
demands careful tailoring of messages and outreach
efforts. Ensuring transparency and credibility is
paramount, especially in asociety where scepticism may
persist due to historical conflicts and tensions.

Strategic communication serves as a linchpin in
achieving national security policy objectives in Sri
Lanka. By aligning messages with policy goals,
fostering domestic unity, and building international
partnerships, strategic communication plays a crucial
role in conveying the government's vision and actions to
both domestic and international audiences. In navigating
these challenges, a nuanced, culturally sensitive, and
transparent approach to communication is essential to
secure the nation'sinterests and enhance its security in a
complex and dynamic global landscape.

E. Challenges associated with implementing effective
strategic communication

Implementing effective strategic communication in
the national security landscape of Sri Lanka presents a
myriad of challenges that necessitate a nuanced and
adaptive approach. These challenges span various
domains and significantly impact the ability to
communicate coherently and comprehensively. This
section delves into the key chalenges faced in
implementing strategic communication within  Sri
Lanka's national security framework.
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1) Cultural and Linguistic Challenges:  Sri Lanka's
rich cultural diversity and multiple languages pose
significant challenges to strategic communication
efforts. The country comprises severa ethnic and
religious groups, each with its own cultural nuances and
languages. Crafting messages that resonate with these
diverse communities while avoiding misinterpretations
or offence requires a deep understanding of the cultural
fabric. Moreover, ensuring that messages are
communicated effectively in the multitude of languages
spoken across the country demands meticul ous planning
and resources.

2) Media Landscape and Censorship Issues. The
media landscape in Sri Lanka has historically been
characterized by polarization and political influence.
Censorship, self-censorship, and mediarestrictions have
been recurring issues, limiting the scope for open and
transparent communication. Striking a balance between
freedom of the press and the need for responsible
reporting in national security matters remains a
challenge.

3) Coordination and Inter-Agency Challenges:
Effective  strategic communication  necessitates
seamless coordination among various government
agencies and security forces. In Sri Lanka, achieving
this synergy can be challenging due to bureaucratic
structures, inter-agency rivalries, and differences in
communication strategies. Ensuring that all stakeholders
work cohesively to convey consistent messages is
cruciad for building public trust and achieving
communication goals.

4) Lack of Resources and Training: Resource
constraints and limited training opportunities pose
challenges to developing and implementing effective
strategic communication campaigns. Investing in the
necessary human and financia resources for research,
message development, media engagement, and crisis
communication is essential. Additionally, capacity-
building  efforts should prioritize  training
communication professionals in the evolving field of
strategic communication.

5) Public Scepticism and Trust Issues: Y ears of
conflict and ethnic tensions have left segments of the Sri
Lankan population sceptical about government
communications. Rebuilding trust and credibility is a
persistent challenge, particularly when addressing
sensitive national security issues. Public scepticism can
hinder the acceptance of government narratives and
policies, requiring long-term efforts to establish trust.

6) Security Concerns: Sri Lanka has experienced
security threats in the form of terrorism and communal
tensions. Security concerns, including the risk of
retaliatory attacks or further instability, can impact the
openness and transparency of communication efforts.
Striking a balance between security needs and public
information access is an ongoing challenge.

7) Legal and Ethical Considerations: Navigating
legal and ethical considerations, including issues related
to privacy, human rights, and freedom of speech, is a
complex challenge. Balancing the need for transparency
with the protection of sensitive information is crucial.
Ensuring that communication efforts adhere to
international legal standards while addressing domestic
security needsis an ongoing ethical dilemma.

Implementing effective strategic communication in
Sri Lanka's national security landscape is beset by a
range of challenges. Addressing these challenges
requires a comprehensive understanding of cultural and
linguigtic diversity, media dynamics, inter-agency
coordination, resource alocation, public perception,
security concerns, and ethical considerations.
Overcoming these obstacles is essential for building
public trust, maintaining national security, and
achieving communication objectives in a complex and
dynamic environment.

F. Srategiesto overcome the challenges

Addressing the challenges faced in implementing
effective strategic communication in Sri Lankas
national security landscape requires a multifaceted
approach. The following dstrategies encompass
recommendations, policy changes, capacity-building
efforts, transparency initiatives, and stakeholder
engagement to enhance strategic communication
practices:

1) Recommendations for Improving Strategic
Communication Practices:

i. Comprehensive Communication Strategy: Develop
a comprehensive and  integrated  strategic
communication strategy that aligns with national
security objectives, outlines key messages, target
audiences, and channels, and provides a framework for
consistent communication efforts.

ii. Audience Analysis. Conduct in-depth audience
analysisto understand the diverse cultural and linguistic
backgrounds of the Sri Lankan population. Tailor
messages to resonate with different communities and
segments of society.

iii. Research and Feedback Mechanisms. Invest in
regular research and feedback mechanismsto assess the
effectiveness of communication efforts. Solicit public
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input and use data-driven insights to refine strategies
and messages.

2) Policy and Ingtitutional Changes Needed:

i. Media Freedom and Regulation: Advocate for
policies that promote media freedom and independence
while establishing transparent and fair regulatory
mechanisms. Encourage responsible journalism that
supports national security objectives.

ii. Inter-Agency Collaboration: Establish clear
guidelines and mechanisms for inter-agency
collaboration in strategic communication. Encourage
infformation sharing and coordination among
government agencies and security forces.

3) Capacity Building and Training Programs:

i. Professiona Development: Invest in capacity-
building and training programs for communication
professionals, security personnel, and relevant
government officials. Equip them with the skills and
knowledge needed for  effective  strategic
communication.

ii. Criss Communication Training: Develop
specialized training programsto prepare communication
teams for crisis communication scenarios. Ensure they
can respond promptly and effectively during
emergencies.

4) Enhancing Transparency and Credibility:

i. Transparency Initiatives: Implement measures to
enhance transparency in government actions and
policies related to national security. Share information
proactively, especially when dealing with sensitive
issues.

ii. Accountability Mechanisms: Establish mechanisms
to hold government officials and security agencies
accountable for their actions. Transparency and
accountability enhance credibility and public trust.

1) Engaging with Diverse Stakeholders:

i. Community Outreach: Engage with diverse
stakeholders, including civil society organizations,
religious leaders, community leaders, and opinion
influencers, to build trust and cooperation. Collaborate
with these groups in communication efforts aimed at
countering radicalization and promoting peace.

ii. International Engagement: Strengthen international
partnerships for strategic communication and
infformation sharing. Engage with international
organizations and foreign governments to align
communication strategies with global security priorities.

Incorporating these strategies into Sri Lanka's national
security framework can help address the challenges
faced in  implementing  effective  strategic

communication. By improving communication
practices, fostering transparency and credibility, and
engaging with diverse stakehol ders, Sri Lanka can better
navigate its complex security landscape and build public
support for its national security objectives.

IV. CONCLUSION

In concluding remarks, this research paper has explored
the vital domain of strategic communication in the
context of national security, specifically focusing on Sri
Lanka. It has emphasized the importance of strategic
communication in shaping public opinion, countering
threats, and achieving policy objectives within the
national security landscape. The study began with an
examination of the background and context,
highlighting the significance of thisfield. Drawing from
awide array of communication theories and theoretical
frameworks, the research has underscored the
theoretical foundations that underpin effective strategic
communication  practices.  Moreover, it has
demonstrated the practical applications of these theories
within the realm of national security. Throughout the
paper, the core themes of strategic communication
practices and the challenges they face have been
thoroughly investigated. These challenges encompass
cultural and linguistic diversity, media landscape
dynamics, coordination issues, resource limitations,
public scepticism, security concerns, and ethical
considerations.

Crucialy, the research doesn't stop at identifying
challenges but extends its reach to offer strategic
solutions. Recommendations for enhancing strategic
communication practices, advocating policy changes,
prioritizing capacity building, and emphasizing
transparency, credibility, and engagement with diverse
stakeholders have been put forward. In essence, this
research underscores the pivotal role that strategic
communication plays in national security and urges that
installing a strategic communication mechanism to
defend national security in Sri Lanka is crucial for
countering threats, building public trust, managing
crises, fostering international relations, countering
disinformation, respecting cultural  sensitivities,
ensuring policy implementation, and upholding ethical
standards. Such a mechanism plays a pivota role in
effectively engaging citizens, shaping public opinion,
and navigating the multifaceted security landscape in
defending the national security of Sri Lanka.

REFERENCES



Unleashing the Power of Strategic Communication: A Shield Fortifying National Security

1.Fernando, N., & Rajapakse, D. (2019). The Role of
Strategic Communication in Countering Extremism
in  Sri Lanka International  Journa  of
Communication Research, 9(1), 45-62.

2.Perera, R., & Silva, K. (2017). Strategic
Communication and National Security: A Sri
Lankan Perspective. Journal of  Strategic
Communication, 25(3), 189-207.

3.Senanayake, P., & Gunaratne, R. (2018). Strategic
Communication Challenges in Sri Lanka: A Case
Study on Reconciliation and Peacebuilding. In
Proceedings of the International Conference on
Communication and Media Studies (pp. 123-135).
Colombo, Sri Lanka.

4. Perera, R., & Samarasinghe, D. (2018). Strategic
Communication for National Security: The Sri
Lankan Experience. Journal of Defense
Management, 8(2), 45-62.

5. Gunaratne, R., & Pillai, S. (2019). Strategic
Communication and National Security: A Case
Study of Sri Lanka. Journal of Strategic Studies,
42(4), 570-5

ACKNOWLEDGEMENT

I would like to thank Prof Rohan Gunaratna, Justice
Rohini Marasinghe, Justice Yasantha Kodagoda,P.C
and Former Attorney General of Sri Lanka Rear
Admiral Palitha Fernando,P.C for all advice, ideas,
moral support and patience in guiding me throughout
this research paper.

AUTHOR BIOGRAPHY

| am a Clinica Psychologist and
Counsellor, a Research Fellow and a
Sri Lankan Security Analyst. | am
et currently serving as a Research Fellow
¥ & at Eudoxia Research University, USA
and Eudoxia Research Centre. | pursued LLB, MSc,
PhD (Hons) Psy and a Diplomain Human Rights. | am
currently reading for my Master’s in Social Work. | am
interested in research areas such as Internationa
Humanitarian Law, Defence and Strategic Studies and
Forensic Psychology. | have been awarded with several
awards as a delegate in Model United Nations
Conferences, Asids Young Researcher in IHL and HR
and Asia’s Outstanding Performance in  Multi
Disciplines.




Heating the Battle Space: Consequences of Climate Change on Air Operations

Paper ID: 115

Heating the Battle Space: Consequences of Climate Change on Air
Operations

N Wanasinghe*, K Wijetunge?

Directorate of Training, Air Force headquarters, Colombo 02, Sri Lankat
Junior Command and Sta  College, Sri Lanka Air Force Academy, ChinaBay, Trincomalee, Sri Lanka?

whniroshw@gmail.coml1%

chamarawijethunga@gmail.com?*

Abstract - Climate change is not a prediction, it is a present-day
ground reality. It has been accelerated by man-made reasons
primarilyby the emission of greenhouse gases and deforestation.
This study is focused on the consequencesof globalwarming
specificallyon airoperations. Objectives of the study are to find
out the consequences of global warming, particularly on air
operations, to identify the measures taken by different
stakeholders to address the issues due to global warming, to
determine the level of commitment of aviators in adopting the
measures to address global warming and potential inputs of
technology to mitigate adverse effects of global warming on air
operations. The methodology of the study adopted an inductive
approach to this exploratory qualitative study and pragmatism
was the philosophy. Grounded theory was the strategy and the
time horizon was cross-sectional. Data collection and analysis
happened to be the technique. Primary data were collected
through a sample of aviators operating in tropical regions,
selected through purposive sampling. There were two
recommendations based on the research outcome namely,to
encourage global-level discussions for seeking long-term
solutions, continue researchon sustainable solutions and develop
a combined strategy.Humans kind have already joined the vicious
cycle of climate change and accelerated it through a variety of
activities, essential for modern-day living. Yet there are ways and
meansto slow down the process of global warming, which require
short-term and long-term solutions. Collective effort through
genuine collaboration could yield better results than working in
isolation.

Keywords — Air operations, Global Warming, Climate
Change, Sustainable solutions

I. INTRODUCTION

Climate change is a hovel notion. It is not a prediction
buta ground reality today. It has been there at the outset.
Then the question arises, why the world has paid more
attention toclimate change in the latter decades? It has been
identified that man-made reasons have accelerated the rate
of climate change significantly and in turn, there will be a
dramatic change to the livelihood
onplanetEarth(Zandalinas, Fritschi and Mittler, 2021).
Despite the way too different contributionsto climate
change by different stakeholders, the price for the same
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would have to be paid collectively. Nonetheless, certain
dtates, regions, and entities would have more impact than
others such as coastal regions and islands. Air space could
be considered one of the most affected due to climate
change. Thus, the study is focused on the inevitable
conseguences of one specific segment of climate change
namely the global warming on air operations by military
elements, which predominantly behaves across the
atmosphere.

Il. METHODOLOGY

Researchers adopted an inductive approach to explore
the research gap between the expected effectiveness of the
measures taken for addressing global warming and the
actual effectiveness of those measurements. During the
exploratory qualitative study, pragmatism has been the
philosophy whilst adopting grounded theory as the
strategy. The time horizon was cross-sectional.The
collection of primary data was through interviews with
aviators of the Sri Lanka Air Force, Royal Omanian Air
Force, Indian Air Force and Pakistan Air Force selected
purposively.The study popul ation was aviators operating in
tropical regions, where atmospheric temperatures are
relatively higher. The theoretical population is al aviators
operating under a heated-up atmosphereas of now and in
the future. Secondary data were collected through literature
and related conference proceedings. Data collection and
analysis was the technique adopted.

A. Conceptualization
The conceptual framework has been formulated based
on the theoretical framework as follows.
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Figure 1: Conceptual Framework

Source: (Authors, 2023) CLIMATE CHANGE

AND GLOBAL WARMING

Climate change and global warming have emerged as
two of the most pressing and inseparable environmental
challenges today(Zandalinas, Fritschi and Mittler, 2021).
The scientific consensus is clear: natural and man-made
reasons. As far as human activities are concerned,
particularly the burning of fossil fuels, emission of
greenhouse gases and deforestation, are the primary drivers
of these phenomena.The consequences of climate change
and global warming are far-reaching and pose significant
threats to global ecosystems, economies, industries and
future generations.

One of the most evident impacts of climate changeisthe
rise in global temperatures. Over the past century, the
Earth's average temperature has increased by
approximately 1 degree Celsius (Kerr, 2007). One degree
may seem like a small change, but it has profound
implications. Rising temperatures lead to the melting of
polar ice caps and glaciers, causing sea levels to rise.
Coastal regions are aready experiencing more frequent and
severe flooding, displacing communities and threatening
infrastructure (Masson-Delmotte et al., 2018).

This paper intends to discuss the consequences of global
warming rather than the reasons behind it. Even though the
conseguences of global warming are multifaceted, this
paper will limit its focus on the impacts particularly upon
air operations as follows:

Disrupted weather patterns
Effects on aircraft performance
Effects on human performance
Sustainability of aircraft
equipment

Risk of fire hazard

F. Riseof sealeve

oo w>

and associated

m

Several organizations are monitoring and studying
climate change and global warming. United Nations (UN),
National Aeronautics Space Administration (NASA),

Climatic Research Unit of the United States of America
(USA), and Nationa Oceanic and Atmospheric
Administration of the USA...etc are among key such
organizations. The datistics analyzed by these
organizations unanimously represent a continual and sharp
rise in globa temperature. Two following indexes are
depicting the rise of globa surface temperature as well as
the ocean temperature.
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Figure 3: Global Average Ocean Heat Content
Source: Www.Nncei.noaa.gov

The empirical datareveal that the hottest years as far as
the average global temperature is concerned are 2016 and
2020. Nonetheless, 7-11Jun 2023 had been recorded as the
highest ever average global temperature recorded trussing
previous data by a substantial margin as highlighted by
European Uion’s Climate Monitoring Unit.

“The world has just experienced its warmest
early June on record”

-SamathaBurgess, Deputy Director of the
Copernicus Climate Change Service-
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Figure 4: Recent Temperature Trends (1993-2022)
Source: Www.Nncei.noaa.gov

It is more than 1.5 degrees Celsius than the pre-industrial
era for the first time in history. These events
haveculminating effects on intense and long-lasting
climatic changes in the future.

IV.FINDINGS AND DISCUSSION

B. Disrupted Weather Patterns

The atmosphere is the medium for air operations. Thus
at the outset,favorable weather conditions have been a
decisive factor for the safety and success of air operations.
Wesather Radars, autopilot systems, and many other
systems are been devel oped through modern technology to
conduct air operations amidadverse weather (Beckwith,
1971). Nevertheless, extreme weather conditions such as
storms, hurricanes, volcanic eruptions, heat waves,
different forms of heavy precipitation...etc are still posing
significant disruptions for air operations(Gultepe et al.,
2019).

One of the most striking manifestations of disrupted
weather patterns is the increasing frequency and intensity
of extreme weather events. Rising global temperatures
create favorable conditions for the formation and
intensification of hurricanes and tropical storms. Warmer
ocean waters provide the energy necessary for these
systems to grow stronger, resulting in more destructive
storms with higher wind speeds and heavier
rainfall(Wuebbles et al., 2014).

Global warming further leadsto the exacerbation of heat
waves. Heatwaves are becoming more prolonged and
intense, posing severe threats to humans, natural
ecosystems and even man-made infrastructure. The
combination of high temperatures and increased humidity
creates adangerous heat index, pushing the limits of human

tolerance beyond the red ling(Delworth, Mahlman and
Knutson, 1999). The impact on human performance,

aircraft and associated equipment due to higher
temperaturesis discussed subsequently.
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Figure 5: Selected Significant Climate Anomalies and
Eventsin 2022
Source: www.ncei.noaa.gov

C. Effects on Aircraft Performance

Globa warming resultsin heating air than usual, which
makestheair less dense causing numerous challengesto air
operations. Mainly the effects of less dense air are twofold.
On one hand, it affects the propulsion system. Air-
breathingengine performance heavily depends on the
quality of air it consumes(Wei et al., 2022). As per the gas
laws, the density is proportional topressure. Low pressure
at the inlet results inlow-pressure air at the combustion.
With adrop in density and pressure, the partial pressure of
oxygen aso drops, which affects the fuel-air mixer
adversely. All these phenomena are contributing to less
efficient propulsion output(Whalley and Ebrahimi, 2002).

On the other hand,lessdense air affects the aircraft's
aerodynamic performance. Heavier than air machines are
flown according to the laws of physics(Webster, 1920).
There are several theoriesin combination that describesthe
principles of flight such as Bernoulies’ theorem, Newtons’
laws, Circulation theory, Magnus effect, Momentum
theory...etc. Qualities of air and aerodynamics form the
cornerstone of amost al these theories. Less dense air
creates low pressures than expected by the aerodynamics at
respective places of the aircraft, thus adversely affecting
the creation of lift(Grauer and Morelli, 2015). Pilots
experience a significant drop in aircraft performance in
terms of payload, maneuverability, rate of climb...etc as
the atmospheric temperature rises.

In combination, under higher atmospheric temperatures
the engine performance and aircraft performance

11



Heating the Battle Space: Consequences of Climate Change on Air Operations

allowdesserpayload, demand longer runwayfor take-off
and landing(Coffel, Thompson and Horton, 2017;Zhou et
al., 2018), truncate the operational range and endurance of
the flight, restrict the maneuverabilityway below the full
potential...etc(Sun et a., 2016). Even an increment of one
degree of Celsius can significantly affect the aircraft
performance as per the aircraft performance charts
provided in flight/performance manuals.

During the gulf war, American aviators experienced a
significant drop in their aircraft performance due to
comparatively higher temperaturesthey were used toand as
a result, they had to conduct more sorties than usual for
airlift and strike. Thisis contributing tothevicious cycle of
climate changespeeding up by emitting more carbon and
consuming more fossil fuels(Khordagui and Al-Ajmi,
1993). For usage in Africa and the Gulf region, the aircraft
is specially designed to operate under higher atmospheric
temperatures. What-so-ever done, their operational
efficiency and performances are comparatively lesser than
in colder regions.

D. Effects on Human Performance

Human performance is greatly influenced by
environmental factors, and one such factor that has a
significant impact is temperature. Hyperthermia has
adverse effects on human physiology, cognitive function,
and physical performance(Turner, 2020). In general, the
rise of the human body's core temperature beyond 38
degrees Celsius, forces the individual into hyperthermia
region and if the core temperature rises beyond 41 degrees
Celsius the probability of death due to hyperthermia sets
in(Desforges and Simon, 1993). Of course, different
individuals have different tolerances for these
environmental factors. Usually, the aviators’ ground
working environment is tarmac, which is having higher
temperatures compared to other ordinary working
environments. The rise of temperature is, therefore, more
phenomenalon-air operators than that of other professions.
Elevated temperatures affect various physiological
processes in the human body. One of the most critical
mechanisms is thermoregulation, which allows the body to
maintain its core temperature within a narrow range. As
ambient temperatures rise, the body must work harder to
dissipate heat and prevent overheating(Gonzalez-Alonso,
2012). This increased strain can lead to dehydration, heat
exhaustion, and even heatstroke.

Dehydration negatively affects cognitive function and
physical performance. When the body loses water through
sweating, blood volume decreases, which reduces the
delivery of oxygen and nutrients to the brain and
muscles,consequently, cognitive abilities such as memory,

attention, and decision-making are impaired, leading to
reduced productivity and increased errors(Cheuvront and
Kenefick, 2014; Pross, 2017).

Furthermore, higher temperatures can affect deep
patterns, resulting in sleep deprivation. Sleep is essential
for cognitive restoration and consolidation of memory.
Sleep deprivation caused by excessive heat can further
impair cognitive function and alertness, leading to
decreased productivity and increased accidents.(Pross,
2017)

In addition, hyperthermia has a detrimental effect on
cognitive function. Heat stress can impair short-term
memory, attention, and problem-solving abilities. In an
environment with increased temperatures, individuals may
experience difficulty in concentrating, reduced information
processing speed, and diminished decision-making
capabilities(Cheuvront and Kenefick, 2014). Such
cognitive impairments can have significant consequences
in various settings, including work, learning, and other
cognitive-demanding activities.

Higher temperatures also impact physical performance.
Heat stress increases the perceived effort during physical
tasks, leading to decreased endurance and reduced strength
and power output(Pontiggia et a., 1990). The body's
natural response to heat is to divert blood flow to the skin
for cooling purposes, which can compromise muscle
perfusion and oxygen delivery.Exercise in hot
environments can also lead to muscle fatigue and an
increased risk of heat-related injuries, such as cramps, heat
exhaustion, and heatstroke(L oeschcke and Sgrensen, 2005).
These conditions can be debilitating and, in severe cases,
life-threatening.

All these conditions limit the full potential of a human
being physically and psychologically. These conditions
could be detrimental during a high-intensity air operational
demand. Ground troops in far distances could be deprived
of critical aerial support.

E. Sustainability of aircraft and associated
equipment

Aircraft and the associated equipment in air operations
are delicate unless otherwise developed for specific robust
conditions. Air assets and related ground equipment are
usually stationed on the tarmac or inside a shelter
(hangar/soft shelter/hardened shelter). All these places
except the shelters with air conditioning will be subjected
to ariseintemperature. The aircraft are usually designed to
operate for decades than years. Avionics packages of
modern aircraft are comparatively complex and mission-
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critical. These systems contain electronic circuits, crystal
liquid displays, and materials such as rubber, plastic
fabrics...etc. When exposed to higher heat, these parts and
materialsstart deforming more than usual(Kitto and
Robertson, 1989). A higher number of avionics-
relatedunserviceability in hotter regions are commonplace.
In Furtherance, deforming of materials such as rubber,
plastic, and fabric due to higher heat could serioudy
truncate the usable life. For example, the life of a drag
chute, in terms of the number of deployments, used to
maximize aerodynamic breaking in fighter platforms
drastically reduces, when exposed to high heat during
deployments.Wearing of tires would be pronounced under
heated-up conditions.When the environment is more humid
the conditions start to exacerbate. All the solutions other
than parking/placing in an air-conditioned environment
have not yielded effective results.

F. Risk of Fire Hazards

The fire triangle is fundamental in fire science,
explaining three essential components for a fire to ignite
and sustain. Namely, they are fuel, oxygen and heat. It is
understood that there is a significant difference between
flashpoints and autoignitionpoints. Nevertheless, fire
hazards increase with the rise of atmospheric temperature.
However, the possibility of escalating a started fire under
higher temperatures rises exponentially(Carnicer et a.,
2022). The aviationenvironment itself is fire-prone, thus
more emphasis to fire cover is given. The effectiveness of
thesefire extinguishing and control measures would be
undermined by a significant rise in atmospheric
temperatures.

G. Rise of Sea Levels

Therise of sealevels due to global warming is a critical
consequence that poses significant threats to coastal
regions and low-lying areas around the world. As the
Earth's average temperature continuesto increase, the polar
ice caps and glaciers are melting at an accelerated rate,
leading to the ingress of significant amounts of water into
the oceans(Raper and Braithwaite, 2006).

The primary cause of rising sea levelsis the expansion
of seawater as it warms. This thermal expansion alone
contributes to a portion of the sea level rise. However, the
melting of land-based ice, particularly in Greenland and
Antarctica, is the primary driver of the drastic increase in
sea levels. These ice masses have been stable for centuries,
but with global temperatures on the rise, they are melting
at an alarming rate. The sheer volume of water released into
the ocean exacerbates the problem, causing sea levels to
steadily rise year after year(Raper and Braithwaite, 2006;
Shukla, Verma and Misra, 2017).

Degpite the serious consequences on the population
living in coastal regionsand coastal ecosystemsin general,
aviation has particular issues from this phenomenon. There
aremany airfields located in coastal areas, with marginal
airfield elevation. The current rate of sea level rise is
approximately 3.4 +0.4 millimeters per year. Further, the
rate itself has accelerated from 2.5 millimetersto 3.4
millimeters within the past three decades.

3-PRESENT

Y

Figure 6: Rate of Sea Level Rise
Source; www.sealevel.nasa.gov

For example in an idand like Sri Lanka, 07 airfields
including three out of fourprimary international airfields
will be affected due to the rise of sea levels soon if the
sealevels continue to rise. Loss of available infrastructure
would seriously undermine the operational capacity.
Relocating/rebuilding this infrastructure would incur
exponential costsfor the relevant authorities as well as
consume a significant amount of time and effort to regain
the operational status.

I1. SOLUTIONSIN AVIATION FOR
GLOBAL WARMING

Asone of the most affected industries by climatechange,
air operators are compelled to find solutions for effective
and efficient air operations amidst global warming. These
solutions could be categorized aslong-term and short-term.
Short-term solutions are predominantly focused on how to
retain efficiency and effectiveness under existing
conditions with existing assets, while long-term solutions
focus on how to reduce contribution to global warming in
aviation as well as to design future temperature level
compatible air assets.

A Short-term Solutions

The changes in aviation demanda significant amount of
time, effort, and money. Asfar astheaircraft performanceis
concerned, except for mission-criticaloperations, routine
operations, training, and non-mission critical air operations
could be planned during the time of favorable temperature
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dotsin diurnal temperature variation forecast reports. This
practice has been already implemented by many air forces
located in tropical and heated-up areas, especially during
summer. The humidity levels are also to be a concern since
the higher levels of humidity could produce the feel of a
higher temperature than the actual. This step has been taken
predominantly considering the human factor, which has
more delicate and serious limitations than the machines.
Keeping the people hydrated and continuous education
regarding the adverse effects of higher temperatures would
be beneficial to keep the physical and mental health of the
air/ground crew infavorable conditions for safe and
efficient air operations. Heat acclimatization programs,
where individuals gradually expose themselves to higher
temperatures over time, can also improve tolerance and
performance in hot conditions.

The sustainability of the air assets and associated
equipment could be enhanced by restricting exposureto
direct sunlight and higher temperatures during non-
operational periods. Soft/hardened shelters and hangars are
reasonable solutions for areas with moderately high-
temperature regions. In furtherance, additional cooling/air
conditioning systems are required for high-temperature
regions. For example, the Gulf region operators have
implanted airconditioning systemsin aircraft hangars, with
substantial capital and recurring cost.

The risk of fire hazards could be mitigated by
implementing best fire preventive practices and
introducing more effective fire extinguishing measures.
Further, inculcating a developed fire safety culture among
the crew would yield better resultsin the long run.

Unfortunately, there are no short-term solutions for
addressing disruptive weather changes and the rise of sea
levels. During unfavorable weather conditions, air
operations should seize to ensure the safety of the crew and
air assets.

B. Long-term Solutions

Responsihility for finding long-term solutions has been
shouldered by key aviation industries as well as major
global air forces. Moving towards renewable energies to
power aircraft is still inthe developing stage.

Figure 7: Global Greenhouse Gas EmissionsBy Sector-
2016
Source: www.ourworldindata.org

Aviation accounts for 1.9 % oftota greenhouse gas
emissionsas an industry. Themovement towards renewable
energies such as solar power could reduce the carbon
footprint of the aviation industry.

Further, respective authorities could plan for the
relocation of endangered airfields dueto the sealevel rising
to viable locations. Gradual transition would permit
controlled effort and cost, rather than sudden shifts.

VI. RECOMMENDATIONS

Based on the findings of the study following
recommendations could be put forward to face the adverse
consequences of climate change in general and global
warming in particularon-air operations.

A. Encourage Global Level Discussions for Seeking
Long-term Solutions

As the conseguences of climate change become more
prominent, global |eaders have taken the initiative to open
up forums to discuss the future cause of actions to address
climate change. Global Air Forces Climate Change
Collaboration was held in London in line with a two days
event of Global Air and Space Chief’s Conference 2022,
where they pledged to commit to innovative solutions to
reduce dependency on fossil fuels and carbon footprint,
thus moving to sustainable and alternative sources of
energy through sharing of expertise, best practices,
resources and research capacities. This is the first of this
kind of agreementamongglobal-level military aviators. The
forum could be expanded to accommodate the voices of
developing and affected nations to have more productive
sessions. Nevertheless, the forum is to beopened to
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developing and affected nations to accommodate their
experience and concerns.
B. Continue Research on Sustainable Solutions

As agreed upon by the air chiefs of global air and space
forces, research effort in finding solutionsto thisissueis of
paramount importance. The seriousness of the issue
demands serious attention for research. The technology
could provide better solutions to reduce the dependency on
fossil fuels and find sustainable alternatives. Already there
aresome studies, which have gone a reasonable distancein
findingsolar and battery-powered solutions. Additionally,
improving aircraft designs and aerodynamics, optimizing
flight routes, and implementing air traffic management
systems can further enhance fuel efficiency and reduce
carbon emissions. All these are time-consuming and
resource-intense efforts, where rich air forces could take
the lead.

C. Develop a Combined Strategy

As the impact of global warming is common to all
stakeholders in varying degrees, the participation of all
partiesis required. Steps taken in isolation would not yield
much results. Hence, a combined strategy could be
developed to take a collective effort in battling the common
cause. This strategy could include how each stakeholder

can contribute within their capacitiesto optimize the output.

Humankindhas speedup the vicious cycle of climate change
in isolation, seeking development. Now it's time to get
together and slow down the process to ensure livable
conditions for the future.

VII. CONCLUSION

Climate change has been accelerated due to man-made
reasons collectively. Nevertheless, certain states, industries
and regions have to pay more to the consequences of the
same despite their degree of contribution. Conducting a
postmortem to find out who is responsible more would not
provide the answer to the existing issues. In contrast, a
collective and collaborative effort would yield better results
than working in isolation in this regard. Humans have
already entered into the vicious cycle of climate change and
inadequate measures to dow down would result in
detrimental impacts on future generations. Dialogues for
discussing the issues and finding solutions have already
started, which is avery positive sign for future generations
and particularly for the future sustainability of the aviation
industry. The steps taken today would decide the fate of the
aviation in future as well as it would slow downthe global
warming process and climate change.
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Abstract— This paper examines whether India's necklace of
diamond strategy has been successful to counter China's string of
pearls strategy in the Indian Ocean region China’s string of
pearls strategy ensures establishing maritime basesin Sri Lanka,
Maldives, Pakistan, Bangladesh, and Djibouti to enhance its
influence and military network. India argues that China is trying
to surround itself with a network of dual-use port facilities in the
Indian Ocean, the main concern here is Defence and Energy
security China is even affiliated with Afghanistan, Ukraine,
Yemen, and Irag, all currently splintered by conflict. However, in
this geopolitical crisis between China and India, it is possible to
identify how successful their strategies have been. Accordingly,
the Indian Ocean region is more important than choosing any
other region. This is qualitative research based on descriptive
analysis. Here information is obtained through secondary data
and information is obtained through research papers and articles
conducted in this regard. And also maps are used to study the
geographical distribution. According to the analysis, It can be
concluded that India has managed to exert a significant influence
on China through its Necklace of Diamonds. It can be concluded
that India is making many efforts that are not second to
China. Accordingly, it is clear that India has achieved some
success in implementing its strategy through the Necklace of
Diamond.

Keywords—Indian Ocean region, Necklace of Diamonds, String
of Pearls

I INTRODUCTION

‘Whoever controls the Indian Ocean dominates
Asia. Thisocean is the key to the seven seas’ (Mahan, The
Indian Ocean In World Politics: Reflections On Its Future
By Prasanta Sen Gupta, 1987). China and India, which are
Asia’s two rising powers, aim to dominate this region of
water to satisfy their regional and global ambitions. Both
states haveintentionsto increase their strategic influenceto
secure and challenge their competitors. (Jahanzaib Mengal,
2022) Strategically, China is consolidating its power
through the "String of Pearls policy" and India is
consolidating its power through the "Necklace of
Diamonds" concept. Chinais encircling Indiathrough the
String of Pearls, the Debt Trap, CPEC, and the Belt and
Road Initiative. Chinais attempting to invade the Andaman
Sea and gain control of some portions of the Indian Ocean,
which is causing tensions between the countries. Chinais

increasing its presence in the Indian Ocean over the past
few years through its Debt Trap Diplomacy and Strings of
Pearls strategy to contain Indian hold in the Indian Ocean.
In a counter-action, India has started working on the
‘Necklace of Diamonds strategy. This strategy aims at
garlanding China or in simple words, the counter
encirclement strategy. India is expanding its naval bases
and is aso improving relations with strategically placed
countries to counter China's strategies. India, Japan, and
the United States have signed a deal to resist Chinas
dominancein the Indo-Peacific area. India has also launched
a new tri-service using the Andaman and Nicobar Islands,
where Chinais attempting to establish its concentration.

However, In contrast to Chinas string of pearls
policy, India is aready using the necklace of diamond
strategy. But there is a problem with whether the strategies
taken by India through the Necklace of Diamonds have
been successful in establishing power in the Indian Ocean.
It is a current need to study whether India's necklace of
diamond strategy succeeds or fails to fight China's String
of Pearls policy.

. PROBLEM STATEMENT

There is an eternd link between the ocean and
man. This relationship is seen in various forms,
commercial, economic and political. Here, the political
activity regarding the ocean became directly affected with
the recognition of ocean power in the nineteenth
century. China and India can be mentioned as two
countries that have worked very well in establishing ocean
power. Accordingly, at present, it is known to the whole
world that Chinaisworking to establish its maritime power
through "String of pearls policy" and India is working to
establish its maritime power through "Necklace of
Diamond".It is clear that India is very keen to suppress
China's power through certain strategies. But the aim here
is to study whether those strategies are able to suppress
China'spower. Accordingly, "Whether the India's necklace
of diamond strategy has been successful to counter the
China's string of pearls strategic in the Indian ocean
region?" isthe main research problem.It is clear that India
is very keen to suppress China's power through certain
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strategies. But the aim here is to study whether those
strategies are able to suppress China's power. Accordingly,
"Whether the India's necklace of diamond strategy has
been successful to counter the China's string of pearls
strategic in the Indian ocean region?" is the main
research problem.

1. OBJECTIVES OF THE RESEARCH

The main objective of the research is to examine
whether India's necklace of diamond strategy has been
successful to counter China's string of pearls strategicin the
Indian Ocean region.

V. LITERATURE REVIEW

Defining geopolitical strategy is a complicated
synthesis of a multidisciplinary approach, taking into
account political science, economics, history, and
geographical situation. Politics is more significant in
geopolitics than geo (space), because politics precedes that
mutual relationship. Geopolitical analyses and projections
inform state policy in the form of strategy and real actions.
Geopolitics aims to provide answers to two key questions:
what will happen and what to do? Often, for the purposes
of geopolitical goals, there are abusing terms such as:
“*natural boundaries’, ‘historical right’, ‘living space’,
‘limited sovereignty’, ‘export of democracy’, ‘preventive
war’, ‘human rights protection’ etc.” ( (Kovacevic, 2005)
TheWest's global political, military, economic, and cultural
superiority stretches back to the age of maritime conquests
around the end of the 15th century. For centuries, the West
has imposed worldwide dominance through conquest of
rich colonies and economic progress.The state must expand
itsareain order to live and survive. As the state expands, it
tends to take up the essential living space ("'lebensraum™).
Lebensraum is a concept that defined Nazi Germany's
primary goal for territorial aggression. Adolf Hitler detailed
in his book "Mein Kampf" his belief that the German
people required lebensraum land and raw materials for a
Greater Germany - and that this could only be found in the
East. The Nazi dtrategy of daughter, expulsion,
"Germanization," and enslavement of the Slavic people,
and eventual colonization of the territory by genetically
pure German people, carried out these intentions.Karl
Haushofer defined geopolitics as the science of the spatial
dependency of political events. He predicted future global
organization, splitting the world into three pan-areas. Pan-
America, where the United States would dominate, Pan-
Europe, where Germany would dominate, and Pan-Asia,
where Japan would dominate. The Anglo-American school
of geopolitics refers to lessons on land dominance or the
advantage of naval power ( (Haushofer, 2007).

As mentioned above, World Wer |1, Cold War, and
Post-Cold War had in the world. There were conflicts
between powerful countries to consolidate power
geopolitically. Also, the invasion of weak states by strong
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states also happened as a result of consolidating this
power. However, when we move to the Asian region, the
two countries that are important in studying these
geopolitical crisesin Asian countries are Indiaand China.lt
is confirmed in the literature investigation that China has
used the string of pearls policy and India has used the
Necklace of Diamond strategy to consolidate its power in
the Indian Ocean region.Indiahas been making a"Necklace
of Diamonds" to counter the "String of Pearls" created by
China. Sri Lanka, Maldives, Pakistan, Asian countries, and
Somalia are a number of the countries wherever Chinais
establishing maritime bases as a " String of Pearls' to boost
its influence and military networks. (Sumanta
Bhattacharya, 2021). India is aso attempting something
similar to offset China's string of pearls. India has built the
Necklace of Diamonds and is suing other countries' portsto
assist India battle China. Changi Naval Base in Singapore,
Chabahar Port in Iran, Assumption Islands in Seychelles,
Sabang Port in Indonesia, and Dugm Port in Oman make
up the Necklace.. However, over the years, India has
worked to upgrade its navy and maritime policy in order to
counterbalance China's String of Pearls plan (A.J.Scott,
2006). Under the Modi administration, India has openly
supported the Indian Ocean, Look East Policy, as its
backyard, and has worked to strengthen its long-standing
relationships with littoral states as well as strategic
collaborations with magjor littoral countries Iran, Pakistan,
and Bangladesh.Between 1995 and 2005, China's In 2011,
India's previous foreign secretary coined the term
"Necklace of Diamonds' for the first time. This approach
intends to resist and counterbalance China's growing
assertiveness, as well as its construction of ports and other
infrastructure projects with IOR littoral states, which are
viewed as a direct threat and 'encirclement’ of Indiain its
immediate neighborhood (Ramachandran,
2017)consumption for crude oil more than doubled
(Kaplan, 2009), and this trend is expected to continue for
the next twenty years. China imports 10 million barrels of
crude oil per day on average, with a peak of 12 million
barrels per day (Collins, 2016). In terms of security and
regional goals, India is likewise trailing China. India is
already expanding its trade connections and economic
activity in the IOR in order to preserve its interests and
expand its influence (Kaplan, 2009). Despite the fact that
India and China do not acknowledge the existence of a
strategic rivalry or competition in the Indian Ocean, their
activities and attitudes do.Booz Allen initially used the
phrase "String of Pearls' in his 2005 paper titled "Energy
FuturesinAsia." Booz anticipated Chinese naval expansion
by constructing infrastructure projects and making various
investments in Asian littoral states to bolster its naval
dominancein |OR. However, Booz's anal ysis has been used
as an analytical tool to analyze and explain China's
evolving interests and assertiveness (Chinas desire to
install military bases and intelligence stations) in South
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Asian littoral regions over the years. China has built tighter
and more diplomatic contacts with the Indian Ocean
Region’s coastal states over the years in order to increase
its naval might. The 'String of Pearls’ isprimarily This was
put forth by Shiv Shankar Menon in his book "Choices in
the making intended to increase China's economic,
political, and diplomatic weight in the world.India is doing
all possible to safeguard its interests. India's Diamond
Necklace was created to rival China's Pearl String.
However, there have been several strategy obstacles in its
successful implementation, since China has increased its
economic relations with about 90% of the world’s
countries, providing financial aid to the majority of
countries, including terrorist-run countries. China’s One
Belt, One Road Initiative is regarded as the world’'s most
risky financial project. (Biswas, 2022). It shows that China
is at risk. However , India is increasing its relation with
many countries like Japan , US, Sri Lanka to counter the
China influence in the Asia region and especially in the
Indian Ocean region, it has also adopted the Act East policy
to gather more support against China , after the South China
Sea conflict, most of the Asian countries are supporting
India. (Biswas, 2022)."Crisis in India-China relations has
best been managed, but not resolved". of India’s Foreign
Policy" (Menon, 2016).A study of literary sources will
confirm that much research has been done on this struggle
between China and India. But it is clear that whether
India’s diamond chain strategy has been more successful
than China’s string of pearls policy in consolidating its
power, especially in the Indian Ocean region, has not been
widely studied.

V. METHODOLOGY

In this study “Indian Ocean Region” is selected as
the study area. That is because both China and India are
working to establish the power of the ocean, which includes
the Indian Ocean region.

(gt
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Figure 1.1: China’s String of pearls policySource
-https://www.google.com/, (2023)
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Figure 1.2 : Necklace of Diamond
Source :https://www.google.com/, (2023)

This research based on qualitative data and the analysis that
data according to the descriptive method. Secondary data
obtained from published sources like various books,
international journals newspapers, articles, magazines, and
websites on the internet, have formed an important
component of this study and provide a foundation to it.

VI. DATAANALYSIS & DISCUSSION

The String of Pearls is a strategy deployed by
China, by building a network of commercial and military
bases and ports in many countries. This strategy has been
deployed by China to protect its trade interests, as a major
chunk of its trade passes through the Indian Ocean and
various choke points like Strait of Hormuz, Strait of
Malacca and Lombok Strait (Jha, 2022). To resolve the
‘Malacca Dilemma’ Chinese President Hu Jintao, in 2004,
stretched out the strategy of a “new historic mission” that
necessitated Chinese marine forces to be placed in offshore
waters for major military tasks. It signified China’s
determination of building a naval presence in the Indian
Ocean. Ever since, China has embarked to expand its naval
presence in Indian Ocean Region by linking a ‘patronage
of network’ together in the Indian Ocean littoral states
(Kostecka, 2011). In its Maritime Silk Road Initiative,
China has begun a project of port development and
diplomatic support in littoral states such as Pakistan,
Bangladesh, and Sri Lanka, all of which has harmed India’s
strategic interests and raised concern about encirclement in
the Indian Ocean.

According to Yash Jha (2022) there three main
Impact of String of Pearls on India. First one is It endangers
Indian maritime security. China is developing more
firepower with more submarines, destroyers, vessels, and
ships. Their presence will pose a threat to India’s security
through the water. Second one is impact on the Indian
economy Indian resources will be diverted towards defense
and security. Thus, the economy will not reach its potential,
hampering economic growth. This may further lead to
instability in India and the whole east and southeast region.
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And third one isthe strategic clout of Indiawhich it enjoys
today in the Indian ocean will be reduced. China doesn’t
have any openingsin the Indian ocean, the Strings of pearls
will lead to China surrounding India and it will be able to
dominateit. Countriesthat today consider Indiaasa partner
in response to China may end up in the lap of China.Booz
Alleninitially used the phrase " String of Pearls" in his2005
paper titled "Energy Futures in Asia." Booz anticipated
Chinese naval expansion by constructing infrastructure
projects and making various investments in Asian littoral
states to bolster its naval dominance in IOR. However,
Booz's analysis has been used as an analytical tool to
analyze and explain Chinas evolving interests and
assertiveness (China's desire to install military bases and
intelligence stations) in South Asian littoral regions over
the years. China has built tighter and more diplomatic
contacts with the Indian Ocean Region's coastal states over
the yearsin order to increase its naval might. The 'String of
Pearls' is primarily intended to increase China's economic,
political, and diplomatic weight in the world.According to
Lanteigne (2008), China has geo-strategic interests and
concerns in the Indian Ocean to protect its trade and sea
line of communication (SLOC). Its significant
apprehension in the Indian Ocean isto protect the maritime
trade routes from where the oil and gas supplies pass which
the Chinese economy depends upon. Beijing is cognizant
of potential dangers from different sate-actors and non-
state actors through the straits from where its maritime
trade passes. Approximately forty percent of China’s oil
imports pass through the ‘Hormuz chokepoint’, at the
gateway of the Persian Gulf, and around eighty-two percent
of oil traverse the Malacca Strait. This ‘Strait’ indicates
China’s ‘Malacca Dilemma’ . Chinese strategists and
policymakers are apprehensive that in case of a war any
adversary might be inveigled to interdict the Chinese
maritime trade from the Malacca chokepoint.Accordingly,
it seemsthat there are several reasons why Chinaisanxious
to consolidate its power in the Indian Ocean region through
the String of pearls policy. But thisisathreat to India. It is
disturbing the freedom of India. Indian thinkers regard the
Indian Ocean Region as India's backyard and natural region
of influence (Brewster, 2010). It is also believed that India,
in this region, serves as the ultimate leader and has the
greatest influence over the single most ocean or region in
the globe named after the country (Brewster D. , 2018).
According to Indian thinking, this area of the ocean (Indian
Ocean) is'India's Ocean' (A.J.Scott, 2006).

Since independence, Indian officials and thinkers
have identified the development of complete sovereignty
over the subsequently named ocean as the country's
"manifest destiny.” Over the years, Indian maritime
strategists have failed to recognize India's oceanic
dominance (Chaudhuri, 2015). However, in recent years,
the emphasis of marine thinking has evolved to provide the

21

country with a mental map' with a larger emphasis on
maritime precedence with primary concern on Indian
oceanic trade, protection of Economic Exclusive Zones
(EEZ), and extension of Indian strategic depth in the IOR.
Apart from its geostrategic significance, the Indian Ocean
is also important to India in terms of energy security. Qil
demand has risen in the country, as it has in China, in
tandem with its increasing economy and population. India
began the Necklace of Diamonds balancing strategy.
According to Ramachandran (2007), this approach intends
to resst and counterbalance Chinas growing
aggressiveness, aswell asits construction of portsand other
infrastructure projects with IOR littoral states, which are
viewed as a direct threat and 'encirclement’ of Indiain its
immediate neighborhood. However, over the years, India
has worked to upgrade its navy and maritime policy in
order to counterbalance Chinas String of Pearls plan
(A.J.Scott, 2006).According to Brewster (2018), India has
actively supported the Indian Ocean, Look East Policy, as
its backyard under the Modi administration, and has taken
steps to strengthen its long-standing relationships with
littoral states and critical partners.India benefits from its
geographical location and pivotal location in the Indian
Ocean.

Strategic consolidation has become a recurring
subject in marine waters between Indiaand Chinain recent
years. The deployment of navy and maritime competition
by India and China flecks the water from the northern
section of the Indian Ocean to the western half of this
ocean. (Brewster D. , 2018)India and China's Marine
Dynamics Conflict and antagonism between India and
China have stayed on land for decades. AsIndiaand China
have opened their doors to global markets and commerce,
their economies have grown enormously, compelling them
to focus on marine trade and commerce. In this way they
are trying to establish maritime power because all things
like trade and control will be easier. It is important to
establish the power of the Indian Ocean.

VII. CONCLUSION

Indiais using a multi-pronged strategy to counter
the Chinese String of Pearls Strategy. India is doing al
possible to safeguard its interests. However, there have
been numerous strategy obstacles in its successful
implementation. China's One Belt, One Road Initiative is
regarded as the world's most risky financial project.
However, India is expanding its relations with many
countries such as Japan, the United States, and Sri Lankain
order to counter Chinas influence in the Asia region,
particularly in the Indian Ocean region. Although the
Necklace of Diamond strategy was implemented before
China’s String of Pearls policy, it is clear that Accordingly,
it is clear that strategically both countries are competing
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side by side. Both countries’ strategies are becoming
challenges for both countries from time to time. According
to the dataanalysis, it isclear that Indiahas achieved some
success in implementing its strategy through the Necklace
of Diamond.
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Abstract- Extremism poses a persistent and significant threat to the
stability of a nation. It is a complex psychological phenomenon
that gradually leads to tangible actions, extending beyond its
narrow military aspects. Countering extremism in the present
digital era requiresinnovative strategiesto effectively address and
prevent it within the changing digital landscape. Therefore, this
research aims to explore the intricate relationship between
extremism and its implications for national security in the digital
sphere. Si Lanka's historical experiences with extremism, both
before and after digitalization, add unique dimensions to this
examination. Understanding how the digital age has become a
fertile ground for disseminating and amplifying extremist
ideologies is crucial for formulating effective countermeasures.
Leveraging the digital space to counteract and prevent extremism
warrants exploration. Using a qualitative methodology, this study
will investigate the evolving threat landscape through various
analysistechniques. By shedding light on these changes, it seeksto
uncover the complexities associated with preventing extremism in
the digital age. The findings will inform recommendations to
reduce its impact.

Keywords- Digital space, Extremism, Security, Sri Lanka

l. INTRODUCTION

The advent of the digital age has brought about
significant transformations in societa structures and
communication patterns. However, along with these
advancements, new challenges have occurred in the realm
of security. One pressing concern that necessitates
immediate attention is the prevention of extremism in the
digital age. The digital age refers to atime characterized by
the widespread use of digital technologies like computers,
the internet, and other digital communication tools. It has
brought significant changes to how information is accessed,
shared, and processed. Extremism, characterized by radical
ideologies and the adoption of extreme measures to achieve
ideological objectives, has found a fertile breeding ground
in the digital environment. Online platforms have become
instrumental in the dissemination of extremist content,
recruitment of susceptibleindividuals, and the facilitation of
extremist activities. As per, the Centre for Policy
Alternatives (2021), the term "Violent Extremism" (VE)
gained widespread recognition among analysts and
development agencies worldwide following the events of
9/11. The reason behind its prominence was the realization
that the approach of the United States and its allies,
primarily focused on security concerns, proved ineffective
in addressing the underlying causes of the issue. According
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to the Centre for Policy Alternatives (2021), the definition
proposed by USAID, which is widely utilized, defines
violent extremism as the endorsement, participation in,
preparation for, or support of violence driven or justified by
ideology to advance social, economic, or political
objectives. Essentialy, it pertainsto violencethat isjustified
through arigid ideology as the exclusive means of attaining
specific social, economic, and political aims. Nevertheless,
establishing a clear understanding of extremism can be
problematic due to varying interpretations among
individuals.

Within this context, two essential characteristics of
violent extremism have been identified. Firstly, it involves
exalting one's group or faith while being deeply concerned
with the challenges it confronts. Secondly, it encompasses
the rejection of diversity and the concept of an inclusive
society. These intrinsic attributes of violent extremism
underscore its deviation from democratic principles,
including the acceptance of diversity and the upholding of
universal human rights. Addressing this issue requires a
comprehensive understanding of the complexities
surrounding extremism in the digita age and the
development of effective strategies to counter its
proliferation. This paper highlights the urgency of
preventing extremism in the digital age. The digita
revolution has provided extremists with unprecedented
opportunities, necessitating a comprehensive understanding
of the evolving threat |andscape. By critically examining the
challenges and opportunities associated with preventing
extremism in the digital space, this research aims to
contribute to the development of effective strategies that
safeguard security interests while upholding individual
rightsinthe digital era.

. LITERATURE REVIEW

As mentioned by (Zeiger & Gyte), “The global
reach of these online platforms has alowed terrorist
networks to merge and spread across national boundaries,
cultures, and languages. This has resulted in the formation
of global coalitions among previously separate terrorist
organi zations, aphenomenon that the researcher fully agrees
with the author on. A notable example is the pledging of
allegiance (bayat) to Abu Bakr al-Baghdadi, the leader of
ISIS. Due to geographic and security constraints, traditional
methods of expressing loyalty in person were impractical,
prompting the utilization of social media as an alternative
approach. The Researcher concur that this shift towards
online platforms has been particularly evident in Southeast
Asia, where various terrorist groups in the Philippines and
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Indonesia, such as Maute, Abu Sayyaf, Katibat Ansar al-
Sharia, and M ujahidin Indonesian Timor, have pledged their
allegiances via online videos. The acceptance and
recognition of these pledges have also been released through
online video platforms, reinforcing the researcher's
agreement with the author's perspective on the role of social
mediain facilitating and documenting these alliances.”

(Evans & Williams, 2022) state that the internet's
uniqgue  characteristics  contribute to  individua
radicalization, a point supported by the researcher. Virtual
echo chambers immerse users in inhomogeneous media
environments, reinforcing the tendency to seek like-minded
individuals and affirming information. Algorithmic systems,
as identified by the researcher, customize information
presentation based on user preferences. Within these echo
chambers, interaction plays a significant role in
radicalization. Users engage with extremist content and like-
minded peers, fostering an environment conducive to
radicalization. The researcher's analysis highlights the
importance of understanding these dynamics for effective
counter-radicalization strategies. The internet's influence on
individual beliefs and behaviour, as explored by the
researcher, is atopic of concern.

The same authors go on to mention that Efforts to
disrupt online extremism and prevent the indoctrination of
individual s have been undertaken by various governmental,
educational, and civil sector entities. These initiatives
involve the use of automated tools to identify and remove
violent, hateful, or harmful content, aiming to inhibit its
spread online. The researcher agrees with the author's
viewpoint and emphasizes the significance of these
measures. Tech companies have implemented advanced
algorithms and collaborations with law enforcement
agencies to swiftly remove extremist content from their
platforms. Governments have also introduced regulatory
frameworks to ensure accountability and responsible
content moderation. Educational initiatives promote digital
literacy and critical thinking skills, while civil society
organizations foster dialogue and peace-building efforts.
Collectively, these actions demonstrate a commitment to
combatting online extremism. While challenges persist,
stakeholders are dedicated to creating a safer online
environment. The literature reflects consensus on the
importance of collaborative approaches, automated content
moderation, educational programs, and civil society
engagement in countering radicalization online. The
researcher supports these strategies and emphasizes their
role in curbing the spread of extremist ideologies in the
digital realm.

[I. METHODOLOGY

The research methodology employed in this paper
aims to effectively address and prevent extremism in the
dynamic digital age. It utilizes a qualitative approach,
focusing on non-numerical data and avoiding statistical
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conclusions. Both primary and secondary sources are
utilized for data collection and analysis. Secondary data
sources, such as scholarly articles, books, reports, and
literature, are analyzed to support the research objectives.
This analysis helps identify patterns and gaps in knowledge
related to extremism in the digital age. Throughout the
research, various examples and case studies areincorporated
to illustrate and validate the findings. These examples
substantiate  statements and arguments, providing
practicality and relevance to the analysis. Real-world
instances are examined to shed light on effective strategies
and approaches for countering and preventing extremismin
the digital landscape.

V. ANALY SISAND DISCUSSION

A. Extremismand National Security

Scholars have presented various interpretations
and definitions of the term "extremism,” influenced by
societal norms, cultural values, religious beliefs, and gender
perspectives. Consequently, the understanding of extremism
may differ among individuals, posing inherent challengesin
addressing this phenomenon. It is crucial, therefore, to
examine existing definitions of extremism, including its
association with violent extremism, to develop a
comprehensive understanding. As stated by the Danish
government, "Extremism refersto individual s or groups that
commit or seek to legitimize violence or other illegal acts,
based on societal conditions they disagree with. This term
encompasses various forms such as left-wing extremism,
right-wing extremism, and Islamist extremism" (Schmid,
n.d.). Likewise, JM. Berge describes extremism as the
belief that an in-group's success or survival necessitates
hostile actions against an out-group, which can range from
verbal attacks and discrimination to violence and even
genocide (Schmid, n.d.). The notion of violent extremism,
according to Berge, involves the belief that violent action is
indispensable for an in-group's success or survival, whether
defensive, offensive, or pre-emptive. In line with the Federal
Bureau of Investigation's definition, violent extremism is
characterized as "encouraging, condoning, justifying, or
supporting the commission of a violent act to achieve
political, ideological, religious, social, or economic goals"
(LaFree and Freilich, 2019). These definitions highlight the
diverse mativations behind individuals engagement in
extremist activities, often resorting to violence, which is
considered illegitimate.

Extremism, including violent extremism, poses a
significant threat to national security for several reasons. It
disrupts social order, harmony, tranquillity, social cohesion,
community engagement, and stability. It undermines the
rule of law and freedom of expression. Extremist ideologies
can lead to the radicalization of individuals, making them
vulnerable to recruitment by terrorist organizations. These
organizations exploit the isolation and exclusivity
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experienced by extremists, offering them a sense of
belonging and purpose in exchange. Consequently,
extremist acts give rise to terrorism, impacting both
individuals and the state, with military and non-military
implications. Moreover, extremism fosters discrimination
within society, contributing to polarization aong ethnic,
religious, or political lines. Violent extremists advocate for
separatism, which poses athreat to the territorial integrity of
nations. Additionally, the transnational nature of extremism,
violent extremism, and terrorism involving multiple actors
creates complex international networks and funding
mechanisms, straining diplomatic relationships between
nations. Furthermore, extremism violates both the human
rights and fundamental rights of individuals.

B. Digital ageasa platform for extremism

To comprehend the facilitation of extremism and
violent extremism in the digital age, it is essential to grasp
the nature of the present world. According to Digital
Sociology (n.d.), the Digital Age, also known as the
Information Age or the Computer Age, characterizes the
contemporary erain which the pervasive use of the Internet
has become integral to various dimensions of society. This
era emerged in the 1970s and encompasses the widespread
adoption of personal computers and communication
technologies, significantly impacting social, political, and
business domains. In the fully digitalized landscape of
today, the propagation and promotion of extremism have
become effortless undertakings. As aresult, individuals and
societies face a formidable challenge in combatting
extremism amidst the opportunities and challenges
presented by the digital age. The ramifications of extremism
manifest both online and in tangible forms, posing threats to
national security.

In line with the research by Ganesh and Bright
(2020), drawing upon the insights of Gill et al. (2017), it is
evident that extremists skillfully exploit socia media
platforms and the broader realm of the Internet to serve their
purposes. These purposes encompass the dissemination of
hateful narratives, propaganda, financial transactions,
recruitment activities, and the exchange of operationa
information. An example of hate speech as stated in (Al
Jazeera, 2019) is, “hate propaganda targeting Muslim
communities” in Sri Lanka aftermath of the Easter Sunday
Bombings 2019 which were by National Thawheed Jamath
inspired by 1SIS. Furthermore, social media platforms have
become conduits for inciting violence, as extremists share
provocative content and venerate terrorist leaders.
According to Digital Watch Observatory, “Terrorist entities
employ online propaganda as a strategic tool to effectively
radicalize individuals, recruit supporters and new members,
and even ingtigate "lone wolf attacks' (as evidenced by the
case of the Christchurch gunman [who live tel ecasted], who
is believed to have undergone online radicalization). The
dissemination of online propaganda also serves the central
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aim of terrorist activities, which is to propagate fear and
apprehension within society.” The digital landscape also
exposes vulnerahilities to cyber terrorism, as governmental
and private entities face the risk of system disruptions and
compromised information security. Influential figures on
social media pose an additional challenge, as they attract
susceptible youth by projecting glamorous lifestyles that
obscure their underlying terror connections. Moreover,
contemporary trends indicate an increasing utilization of
disinformation by violent extremists and terrorist groups,
particularly targeting vulnerable populations residing in
conflict-affected regions, as underscored by the
International Centre for Counter-Terrorism - ICCT (n.d.).
Additionally, the dark web, a clandestine segment of the
internet that evades search engine indexing, serves as a
breeding ground for extremist activities, encompassing the
illicit trade of goods, coordination of attacks, and the
dissemination of hard-to-access extremist content. Easy
accessibility to extremist and terrorist networks for the
exchange of information further exacerbates the challenges
associated with extremism in the digital age. Further, it is
important to draw attention that the process of radicalization
and recruitment predominantly occurs within the online
domain, facilitated by extremist groups leveraging various
means such as propaganda outlets, front organizations,
cover identities, and sympathetic networks.

a Sri Lankan situation

Before the widespread usage of the term "Violent
Extremism," Sri Lanka had already experienced various
instances of such phenomena. In 1971, the Janatha VVimukthi
Peramuna (JVP) uprising served as the country's first
encounter with organized violent extremism following its
independence. As highlighted by the Center for Policy
Alternatives (2021), the subsequent LTTE uprising in the
1980s predominantly involved Tamil youth from the
northern and eastern regions of Sri Lanka. Thisuprising can
be categorized as a form of violent extremism, as Tamil
youth were trained, armed, and indoctrinated with an
ideology focused on the pursuit of a separate Tamil Eelam.
Extremist Buddhist nationalism also poses a threat,
exemplified by groups like Bodu Bala Sena.

Additionally, the 2019 Easter Sunday attacks,
alleged to be carried out by an ISIS-inspired group called
National Thawheed Jamath, shook the country. It can be
regarded as a prominent incident where online extremism
happened afterwards. Following the attacks, Sri Lanka
temporarily blocked certain socia media networks and
messaging apps, including Facebook and WhatsApp, as
reported by Al Jazeera (2019). This action was taken in
response to an inflammatory post that incited anti-Muslim
riots across multiple towns. In one such town, Chilaw,
predominantly inhabited by Christians, there were instances
of stone-throwing at mosgues and Muslim-owned shops in
response to the Facebook post made by a shopkeeper,
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according to the police. The aftermath of these events
witnessed communal violence, including the boycott of
Muslim businesses. Sri Lanka faced a significant rise in
online extremism following the Easter Sunday bombings,
targeting the Muslim community. On one hand, there was
understandable fear among non-Muslims in the wake of the
unprecedented brutal bombings. On the other hand, innocent
Muslims who had no association with the extremist group
NTJ were unfairly affected.

C. Prevention of extremismin the digital age

The digital age, despite itsinherent challenges and
role as a platform for online extremism, can aso be
effectively harnessed for positive purposes. The essence lies
in utilizing the digital age efficiently to contribute to the
well-being of humanity. Although individuals who are
radicalized, extremists, and terrorists may exploit the online
realm for their hidden motives, it is imperative to
acknowledge that the opposing party can employ the digital
age as a means to counter and eliminate such attacks.
Ultimately, the crux of the matter lies in strategically
utilizing the digital age as a potent tool to combat and
eradicate the threats posed by online extremism.

Starting from individuals, tech companies, and
private entities to governments all over the world are
utilizing precautionary measures to prevent online
extremism. These measures can be by way of websites,
laws, resolutions or policies. Social media platforms have
community standards where if they detect extremist
activities they take it down, it also provides the opportunity
to report such content. For example, YouTube uses enhanced
Content Moderation, where machine learning algorithms
and human moderators are employed as moderators to
identify and remove extremist content from its platform. In
Sri Lanka, Section 3 of the International Covenant On Civil
and Political Rights Act No.56 of 2007 (ICCPR Act) is a
significant legal framework to address hate crimes. The
Educate Against Hate website, established by the Home
Office and Department of Education of the United Kingdom
isanother example. the website serves as an information hub
catering to students, teachers, and parents. Its primary
objective is to provide a comprehensive range of resources
and support materials aimed at countering extremist
ideologies and promoting education focused on tolerance
and inclusivity. Another example is the Global Internet
Forum to Counter Terrorism (GIFT), which is an initiative
that facilitates the collaboration and exchange of
information among the technology industry, government
bodies, civil society organizations, and academic
institutions. Its primary objective is to collectively address
and mitigate the impact of terrorist and violent extremist
activities on the internet. Another example is the Toronto
Declaration which addresses the protection of human rights
in the context of artificial intelligence. Led by Amnesty
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International and Access Now, it has received widespread
support from the global human rights community.

V. CONCLUSION

In conclusion, the prevention of extremism in the
digital age is a pressing concern that demands immediate
attention and this applies to Sri Lanka as well. The digital
revolution has transformed societal structures and
communication patterns, presenting both opportunities and
challengesin the realm of security. Extremism thrivesin the
digital environment, where online platforms have become
instrumental in disseminating extremist content, recruiting
susceptible individuals, and facilitating extremist activities.
Understanding extremism requires examining diverse
definitions influenced by societal norms, cultural values,
religious beliefs, and gender perspectives. Extremism,
including violent extremism, poses significant threats to
national security, social order, and human rights, while also
fostering discrimination and straining diplomatic
relationships. Online platforms, including social media and
the dark web, serve as powerful tools for the dissemination
of hate speech, recruitment, and incitement of violence.
Prevention efforts necessitate a collaborative approach
involving individuals, tech companies, private entities, and
governments, with measures such as community standards,
legislation addressing hate crimes, and collaborative
initiatives for information sharing. Promoting digital
literacy and education focused on tolerance are crucia
components. International cooperation, exemplified by
initiatives like the Global Internet Forum to Counter
Terrorism, is essential in mitigating the impact of online
extremism. By comprehensively understanding the threat
landscape and strategically utilizing digital tools, societies
can counter extremism and create a safer and more inclusive
digital environment.

VI. RECOMMENDATIONS

To further advance the endeavours aimed at
countering extremist activities within the digital ream, a
range of supplementary actions can be deployed. Of
paramount importance is the cultivation of digital literacy
among individuals, equipping them with the capacity to
identify terrorist or extremist content and comprehend the
potential ramifications, thereby fortifying their resilience
against falling prey to such material. Moreover, fostering
collaboration with technology companies assumes pivotal
significance as it engenders cooperation among
governments, law enforcement agencies, and technology
enterprises, ultimately vyielding the development and
implementation of policies specifically designed to
counteract extremist activities. In this context, technology
companies can all ocate resources towards the depl oyment of
cutting-edge algorithms and artificial intelligence systems
that expedite the identification and removal of extremist
content. Additionally, the establishment of a robust
reporting mechanism, congruent with principles of victim
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and witness protection, assumes indispensable importance.
Concurrently, forging alliances with civil society actors
congtitutes a potent strategy, providing a platform for civil
society organizations, community leaders, and religious
institutions to engender online dialogues, cultivate mutual
understanding, and promote initiatives aimed at fostering
peace. Lastly, the augmentation of international cooperation
assumes paramount significance, as it facilitates the
exchange of information among governments, law
enforcement agencies, and technology companies, thereby
bolstering efforts to combat extremist activities
transcending national boundaries. The sharing of best
practices, intelligence, and expertise serves to fortify
preventive measures and response capabilities, amplifying
the efficacy of counter-extremism endeavours.
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Abstract — A terrorist organization with a strong ideological Despite the collapse of the caliphate and territory of
presence is not totally vanquished just by the death of itsthe IS in 2017, it has revealed significant resilience. Its
members and the group's dormancy. According to multiple members seemingly continued to engage in operating
works of literature, IS Sis considered an inspiration by many offensives because its remnants were held in asmall territorial
other extremist groups and is blamed for the resurgence and area in Irag and Syria such as the Abu Kamal district.
rebirth of various terrorist groups around the world, in Moreover, the organization pursuesthe most sophisticated and
various forms and factions. Despite the loss of territorial intense propaganda for its growth. Further, despite the |oss of
presence in 2017, IS9S began to re-emerge in 2018. territoria control, 1S was in possession of extensive wealth
Notwithstanding efficient and successful counter-ISISwith strong media coverage which laid the foundation for the
measures by regional and international actors, the terrorist group to operate straightforwardly.

group is still actively reconstructing Iraq and Syria using its
most sophisticated propaganda which is challenging to
counter. The goal of thisresearch isto shed light on ISSasa ) .
whole and the propaganda used by the group that led to it in Iraq and Syria and developi r_19 a network of sleeper cells.
becoming the world's most destructive terrorist organization. As for the records, from the mlddle Of_ 2015_3 to 2019, the IS
This is qualitative research based on secondary sources with group conducted nearly 250 stnke_s agaj nst C|V|I|_ans. In 2020,
an analytical approach to the research problem. Drawing on the IS was able to upsurge launching its attacks in .those rural
the group's history, actions, and subsequent global reactions, areas as aresult of the drawdown of the USforcesin Irag and

an attempt is made to map the potential problems they poseto the outbreek of COVID-19. By 20_20’ nearly more than 100
the battle against terrorism by using a sophisticated mode of attacks for a month were reported in Irag and fa\pprom mately
more than 120 attacks were recorded in Syria by August.

Moreover, the UN demonstrated the IS as an “entrenched
insurgency” which is far from overcome. Besides in 2023, the
US Security Council restated that the group continue
developing modern technologies which has “become more
Keywords: | SIS, Propaganda, Terrorism, Irag, and Syria  sophisticated and prolific. On the other hand, the

improvements in the civil war in Syria recently and the

political disorder in Iraq laid an interruption to the counter-

|,  BACKGROUND terrorism measures against ISIS.

Within 2018, IS began to revert to more traditional
terrorist strategies. For instance, engaging in guerilla attacks

propaganda. This article seeks to track the resurgence of ISS
despite being gradually weakened over the years due to its
strong propaganda campaign through modern and advanced
methods.

The Islamic State or the Islamic State of Iragq and Notwithstanding its defest in 2017, 1SIS has
Syriaor Islamic State of Iraq and Levant which is commonly launched multipleattacks since January 2018 in various places
known as the SIS, is a Salafi-Jihadist militant group whichin Irad Syria and other places in the world, resulting in
basically operates in Irag and Syria with the primary goal to "Umerous casualties and damage. Most notably, suicide
establish an Isamic Caliphate. The initial formation of the atacks in Manjib, Baghdad, and bomb attacks in Hasakah in
Isamic State occurred in 1999 pioneered by Abu Musab al 2019,2021 and 2022, respectively. It demonstratesthat ISISis
Zargawi and it was named the Jama’at al-Tawhid Wa’l Jinad r€ally going through a process of resurgence ever since its
which later became Al Qaeda in Irag and then the |damic defeat.

State. With various up and downs within the period, the The implementation of a successful responseto 1SIS

Islamic Stgte became promi_nent globally in_ 2014 and, propagandafaces anumber of difficulties. First, social media's
eventually in 2017 the I'S declined d‘%e_ to Operatlon.lnhgrent inadequate control and lack of regulation. Although specific
Resolve and the responses of the coalition forces against it.

Twitter accounts linked to terrorist groups can be blocked,
they sometimes resurface hours later with a dightly changed
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account name. 20,000 ISISrelated Twitter profiles wereb. Al-Hayat Media

suspended, according to the hacker group Anonymous, but Basically focused on aWestern Audience and almost
these users simply created new ones. Second, 1SIS receives al contents of Al-Hayat Media are based on English language
support from the media's airing of "newsworthy" propaganda. and Arabic translations of. Primarily the productions of this
Instead of being shared by 1SIS agents, the violent execution Media swing between intimidating the audience by portraying
video of American journalist James Foley was spread by CNN extreme violence and the general life routinein the areas under
and the BBC. ISIS has thousands of socia networking control of the organization.

accounts and media professionals who have created a more
effective recruitment campaign, despite the fact that many
organizations are dedicated to counter | SIS Propaganda.

Apart from these two media organizations, there are
several other media organizations in terms of disseminating
the IS propaganda campaign including Al-Ajnad Media
Center and magazines such as Dubiq which is the most
significant 1SIS magazine. However, the group does not
usualy use platforms like Y ouTube to publish their content

Basically, thisresearchis qualitative research with an directly in order to avoid getting reported and deleted. When
analytical approach to the research question. Primary data for it comes to the use of social media by the group, it is
the research were collected with reference to the secondary fémarkable in spreading psychological warfare.
sources including books and journal articles which have been
focused on the facts of the research problem.

. RESEARCH METHODOLOGY

I SIS inventive propaganda poses a number of policy
difficulties that will necessitate the modernization of Western
counterterrorism organizations. The ease of access to socia
media is the main barrier to good policy. Twitter is the major
[l1. NATURE OF ISIS PROPAGANDA social media platform that is been used by 1SI'S though they
are using other platforms such as Facebook. One needs to
create a new Twitter account to continue using it once it has
been suspended. Manually banning and filtering profilesis a
time-consuming task with little to show for it. According to
thereportsin 2014, 1SIS seemed to have nearly 46000 Twitter
accounts at that time.

ISIS's Propaganda campaign is more sophisticated,
has different content, and uses different dissemination
methods than earlier terrorist groups. “ISIS uses centralized
propaganda to prey on a target’s weak sense of identity and
social networksto disseminate their message” (Gerstel, 2016).
Basically, ISIS is gaining unprecedented dominance on the
Internet and social mediawhen it comes to its propaganda. When it comes to other social media platforms other
than Twitter, trailing the Facebook accounts based on the
group is much harder than on Twitter. Basically, the group is
using “ghost accounts” without direct connection to the group
or portraying extremist tendencies. Moreover, it has been
found that 1Sl S uses Facebook to track people those who have
homosexual inclinations to impose penalties on them.

Al-Hayat Media and Al-Furgan Foundation are
ISIS's most significant and key media organizations. "The
media people are more important than the soldiers and their
monthly income is higher," (Miller & Mekhennet, 2015).
Many former IT and journalism employees who are skilled in
video editing and graphic design are now part of this
bureaucracy. While Abu Amr al-Shami, a 36-year-old Syrian, ISIS has a reputation for using the media to
is the head of the media, there are a number of Westerners effectively attract new fighters, win over sympathizers, and
towards the top of the hierarchy. Several articles mention an create fear. The development and distribution of quality
American in charge of editing. publications, videos, and social media material are all part of
its media strategy. ISIS's physica caliphate was mainly
knocked down, but it continued to be active online on
a. Al-Furgan Foundation websites, via encrypted message applications, and on social
Al-Furgan Foundation is an Iragi-based mediamedia. By doing so, the organization was able to radicalize

organization which is considered to be the primary mediapeople from afar and reach alarge audience.
outlet of ISIS. Reportedly it has created nearly 160
publications including audio and video content which contain
the speeches delivered by its leaders and also a number of
documentaries. Additionally, it has released multi-part film
seriesaswell. However, the videos and filmsthat are produced
by this foundation have used high-quality and advanced
techniques. Through these contents, they try to seek appeal
from the audience together with a demonstration of the When it comes to recruiting propaganda, the Western
consequences for those who are against the organization.  targets of the groups are individuals mainly between 16 to 25
old who are isolated and who do not have a clear purpose in
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In addition to its own media organi zations and social
media platforms, 1SIS possesses a number of other media
organizations that are supporting the propaganda campaign.
Among them, Al-Battar Foundation, Al-Minbar al-1’lami al-
Jihadi, Ghuraba’ Foundation and Isdarat al-Khilafah play
eminent roles in disseminating the IS propaganda.
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their community. ISIS is able to convince those people that Syrias front lines were frozen in 2020, allowing
their actions would result in a victory as they are fighting for Damascus and its external supporters to redeploy forces to
alegitimate Mudlim state and they are usually convinced that combat 1SIS in the centre and east. This campaign resulted in
they would have ameaningful life oncethey join the caliphate. a decrease in I SIS strikes against regime targets during 2021.
Through this propaganda, ISIS is able to easily hallucinate To evade interdiction, some 1SIS members retreated to even
those individuals. more distant portions of central Syria, while many more fled
to Irag or north-eastern Syria. This second group of fighters

appears to have bolstered the cellsin the latter areas, allowing

IV.  ONGOING ISTHREAT IN IRAQ AND ISIS to carry out more operations, such as the spectacular
SYRIA 2018 ONWARDS. January 2022 assault on the SDF-run Hasakeh prison, which

held ISIS fighters and adolescent boys from Syria, Irag, and
Despite the official declaration of the defeat of 1SIS third countries,

by 2017, it appeared to reemerge since 2018 and reportedly

the group has carried out a number of attacks not only limited |7ad

to Irag and Syria but also other parts of the world. Further, Despite adrop in the total number of Islamic State assaultsin
Baghdadi appeared in a video published in April 2019 Iraq from 2017 to 2018, attacks on government targets rose
addressing the recent defeat of the caliphate and through that from 2017 to 2018. From 2017 to 2018, attacks in Kirkuk
speech, he mentioned that the defeat is temporary and the Province more than quadrupled.

caliphate will be returned once again. (Anon., 2021) The Iragi government has failed to address risk factors

that lead to instability, such as the expense of rebuilding,
economic stagnation, corruption, and ungoverned spaces
Syria. in disputed areas around the country.

Today, 1SIS officials appear to be more concerned
with delivering broad advice via online messages than with - Shiamilitias supported by Iran continue to increase Shia-
exerting day-to-day leadership over al of the group's members Sunni tensions in Irag, and their ties to Iran make them a
and sympathizersin Syria. The group now appears to function hel pfgl recruiting tool for the sectarian-fueled Islamic
on two levels: a core of militants carrying out intricate  Stéteinsurgency.
operations on the leadership's orders, while a second, broader
set of decentralized cells carries out smaller, more regular
raids, intimidates the public, and manages the money. In this
way, ISIS has established entrenched communication and

While many US policymakers and Iragi politicians
have declared victory over the Islamic State, there are multiple
evidence that the Idamic State is still a threat and is
) R . . 7 concentrating its tactics and assaults on government targets.
trangt networks I_mkmg t_he countrys_ many areas,. _g'v' _ng While the Islamic State's territorial control has been reduced
parUcngr tasksto its cellsin eac_:h Iocatlon_and perceiving '_tsto tiny enclaves in rural Irag, the organization nevertheless
effort; in each as complemerjtlng those m_others. ISIS IS .onducted an average of seventy-five assaults per month in
prepz.;!r} ng to rec!ajm overt territorial control if and when the 2018, including a year-over-year increase in attacks in Kirkuk
conditions permit. province. Much like the predecessors of the Idamic State, Al

ISIS employs a separate strategy in each of Syria-SQaedain Irag (AQI) and the Islamic Statein Iraq (1SI), Islamic
four zones of control. It also trains the majority of its new State militants are exploiting local grievances and operating
recruits at Badia, the rear base for its operations in Syriaand from cell  structures to conduct hit-and-run  attacks,
Irag. It accumulates cash and caches supplies in the northeast Kidnappings  for  ransom, targeted assassinations, and
while staging assaults against security personnel, technocrats, ©ombings with improvised explosive devices.
and tribal notables to undermine public trust in the loca

. . . ) ) While the Islamic State has suffered a huge setback
authority. It maintains hideouts for mid-level and senior

) intermsof geographical control, it remains an appealing outl et
commanders in the nor?h and northwesl, where they may for individuals who have no other options. Many risk factors,
rgmam anony.mous. qmld , the hundreds of thogsgnds of including rampant corruption and political turmoil, tensions
displaced Syrians living in temporary communities. The between Baghdad and the Kurdistan Regional Government
insurgencies of ISIS in centra and northern Syria are (KRG), abundant unpatrolled and ungoverned space, the

particularly connected. The organization shifts soldiers and backlash against the Iranian-backed Hash'd al Shasbi—also
material between regime- and SDF-controlled terrltorleﬁknown as the Popular Mobilization Forces (PMF), and

according to shifting objectives, logistical demands, and theI egitimate economic and humanitarian grievances in aress

wesknesses of its adver&arl0§ in each location. These recently liberated from | slamic State, have allowed the ISlamic
movements appear to be coordinated by commanders at the State narrative to survive in Irag

central, regional, and sub-regional levels.
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Because there is no official military presence in movement that can compete with the thousands of online 1SIS
ungoverned areas and contested territory in Kirkuk and Salah supporters. Governmental organizations will be able to
ad-Dine provinces, Islamic State terrorists may operate freely. concentrate on harder targets, including blocking 1 SI S-created
This is due, in part, to the security vacuum created by the apps and accounts, by doing this.
forced retreat of Kurdish Peshmerga from these areas in the
aftermath of the Kurdish referendum.

2. Delegitimize the propaganda’'s key message of ISIS

The Idamic State continues to use the digital
Propaganda.

caliphate to reinforce its narrative, in addition to operating

from Irag's ungoverned and contested territories. The Islamic ISIS media depicts a perfect society where recruits

State's internet propaganda stream is the most crucial avenue cgn discover their purpose. Counter-messaging should put a

for the Islamic State to extensively disseminate Messages grong emphasis on telling the truth about the situation and

advancing its anti-Western narrative. telling the tales of those who have defected to or fled the
Islamic State.

V. COUNTERING ISISAND ITS

PROPAGANDA 3. Supporting young people who are in danger and could

Although they have had very little success, PeCOMe (&rgets.

governments and independent organizations have put in place Similar types of socia seclusion are practised by
anumber of programsto fight ISIS propaganda. Infact, akey many Western recruits.  Giving these people more

reason for the failure of counter-terrorism, and military jndividualized outreach is one way to provide them with an
strategies of the United States is its incapability to challenge gptjon to jihad.

the ISIS propaganda efficiently. Severa of them concentrate
on delegitimizing 1SIS and offering an alternate perspective.
The American policy on ISIS is centred on ‘degrading' rather
than 'destroying' the organization. In practice, thisimpliesthat
ISIS is being confined, which, incidentally, Iranian forcesin In conclusion, the resurgence of the Islamic State
Irag and al-Assad in Syriaare pleased with. A significant side (1SIS) in Syriaand Irag, along with its propaganda campaigns,
consequence of 'mere confinement' is that it aids in the continues to be a challenging and dynamic issue. Despite its
breakdown of the movement's shine. However, it is possible largeterritorial losses, |SIS has evolved as apotent insurgency
that the battle will not stop until all sides are tired. Thismight by capitalizing on local instability and utilizing guerrilla
pave the way for "an agreement among major regional and warfare techniques. By radicalizing people and inspiring
international powers on a formula to curtail fighting and attacks around the world, its propaganda mechanism, whichis
rebuild some governance." The prolonged fighting over characterized by sophisticated media campaigns and a
Aleppo, Mosul, and Raqga, as well as the importance placed widespread online presence, continues to pose athreat. Efforts
by outside powers on a specific outcome of this conflict, to counter 1SIS involve a combination of military operations,
demonstrate that, at thistime, it is not exhaustion but rather an intelligence-sharing, and counter-propagandainitiatives. With
outright victory by one side or another that will decide thethe extensive use of socia media and the internet, 1SIS
outcome of this conflict, and, most likely, determine theindicates decentralized propaganda.

parameters for |SIS's future.

VI. CONCLUSION

When it comes to propaganda the first stage in
To lessen the effectiveness of 1SIS propaganda and creating a compelling counter-narrative is to comprehend the
stop the flow of recruits from Western nations, innovations and attraction of 1SIS propaganda. ISIS has
counterterrorism organi zations can collaborate with motivated effectively communicated its message via social media and
private stakehol dersand third parties. Three main goal s should other modern technology, unlike earlier extremist groups like
be the focus of these initiatives: Al-Qaeda. Potential recruits lack of purpose and
companionship a home is highlighted in this propaganda
ISI'S has created an unmatched messaging system by utilizing
ISIS has a stronghold on social media platforms, Social media and exploiting recruits loss of identity.
making it simple for them to interact with potential recruits. Successful replies to this propaganda should discredit 1SIS
Without social network community policing, no social mediaclaims, denounce the Caliphate's utopian promises, and
counteroffensive will be successful. Tech companies should €xpand outreach to vulnerable people in industrialized
be pushed to more forcefully suspend these users, and citizens nations.
should be urged to report accounts associated with ISIS. The
goa of this endeavour should be to establish a grassroots
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1. Restrict the modes of communication.

Therefore, when looking at the activities of the
group, it isobviousthat 1SIS demonstrates a resurgencein the
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region and it is apparent that the internet and social mediaplay
aprominent rolein disseminating the propaganda campaign of
the group. The struggle against | SI'S underscores the ongoing
need for globa collaboration and proactive measures to
address the complex challenges posed by extremist ideologies
and insurgent groups in the 21st century.
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ABSTRACT- Sri Lankas Armed Forces have used many
war strategiesto win the protracted war against LTTE. Inthe
fourth stage of the war, which erupted under the cause of
securing humanitarian needs against LTTE, the Sri Lankan
Army used different strategies, tactics, and techniques and
employed procedures to achieve their targets on the
battlefield. The infantry regiments of the Sri Lanka Army
headed adopting those more effectively against the brutal
terrorism, LTTE. These new methods worked efficiently on
attacking and advancing their capabilities on the battlefield
while providing massive defeats for terrorists. This research
extends to broadly discuss “Small Team” as one of the
successful strategies used towin thewar against LTTE in Sri
Lanka. The composition of the Small Team consists of
Navigation, Gunnery/Demolition, Communication, and
Medical experts as a unit. The small Team strategy used by
the Sri Lankan military was one of the key elements of the
maneuverist approach to shutter the LTTE cohesion and will
to fight. Moreover, Small Team provided effective
battlefield shaping and conducted deep operationsto weaken
the enemy's ability to fight effectively while contributing to
overall success in Eelam War |V. This research elaborates
on the concept of a Small Team as a strategy and analyzes
itsimpacts to win the fourth Elam War. This research used a
qualitative research approach to explain the strategy and the
author used first-hand experiences of military officers
through interviews, questionnaires, and other military-
related secondary data for this research. Most of the sectors
in Sri Lanka are going through a reform process, and Sri
Lanka's military reform has also taken top priority. Against
this backdrop, the modernization of Sri Lankas military
while enhancing its capabilities will help to protect and
provideitsnational security asakey concern of the country's
national security.

Keywords: Small Team, Strategy, War, LTTE, Fourth
Elam War, National Security
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l. INTRODUCTION

“You must adopt guerrilla tactics, strategies,
and procedures on the battlefield if you want to defeat
a guerrilla”. This is the main strategy of the Sri Lanka
Army and Special Operation Force used in the final
stage of the conflict against the brutal Liberation
Tamil Tigers of Eelam, also known asthe LTTE, who
according to many knowledgeable assessments were
far worse than Al Qaeda or any other terrorist group
the world had ever known. The LTTE was a group of
different capacities capable of using suicide cadres at
any time and anywhere, and LTTE also had access to
light aircraft, armored tanks, artillery, a fleet of ships,
and some rudimentary submarines. (Hameed, 2015,
p.xiv). The LTTE was well organized with their
leadership and maintained naval and air force in
addition to their fighting cadres on the ground, which
had a potent auxiliary force supporting them. The
group's leaders, who wanted a separate state in this
island nation fought for almost three decades whilst
doing brainwashed the group. An entire nation was
horrified by the horrific conflict they fought over 30
years. They were able to maintain solid external
support from Western and Asian countries to increase
their funds and pressure the Sri Lankan government by
political means. One of the main reasons to protract
this war was the political support they achieved thus
the government had no option other than to bein line
with the terms and conditions brought forward by the
LTTE. With strong political |eadership, the Sri Lankan
armed forces approached defeating the LTTE with a
combination of strategies, including the use of Small
Teams, to achieve their goals. Special Forces played a
pivotal role in the last phase of the conflict by
implementing new tactics such as Small Team
Operations. While Small Teams played avital roleg, it's
important to note the role played by the Special Forces
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towards the overall victory against the LTTE. These
small-team military actions are mainly conducted by
Sri Lankan Special Operation Forces (SOF) which
include Commandos and Special Forces (SF) and
Specia Infantry Operation Team (SIOT) of the Sri
Lanka Army, Special Boat Squadron (SBS) of the Sri
LankaNavy and Regiment Special Forces (RSF) of Sri
Lanka Air Force.

Small Team operation against LTTE during
the war was often conducted by specialized units
within the Sri Lanka Army, such as Commando and
Special Forces Regiments. These Small Team
operations were designed to carry out specific
objectives with precision, agility, and flexibility
during the war. These elite regiments had conducted
several Covert operations, Long Range Patrols (L RP),
precision strikes, ambushes and raids, intelligence
gathering, physiological warfare, and covert
infiltration. One of the key factors that contributed to
the success of the Sri Lankan Army's specialized units
was their specialized training and expertise. These
elite units underwent rigorous training in various
aspects of warfare, including unconventiona tactics,
counterinsurgency operations, intelligence gathering,
and precision strikes. This specialized training enabled
them to effectively engage in combat situations and
counter the unconventional tactics employed by the
LTTE.

In addition to their training, these specialized
units developed innovative tactics that proved
instrumental in the success of the Eelam Wars. One
such tactic was the use of small, highly mobile units
for targeted strikes against LTTE strongholds and
leadership. These units were adapted to infiltrating
enemy territory, conducting surprise attacks, and
quickly retreating, minimizing the risk of casualties
while inflicting significant damage on the LTTE's
capabilities without knowing the terrorists. Moreover,
they played a vital role in intelligence gathering and
analysis. Their ability to infiltrate LTTE ranks and
gather crucial information about the organization's
plans, movements, and weaponry provided the Sri
Lankan military with a strategic advantage. Precise
and accurate information and intelligent gathering
helped to take accurate targets by the elite forces
themselves and by the target acquired by the Air Force.
This intelligence was used to plan and execute
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successful operations, disrupt LTTE supply lines, and
dismantle their command structure. The Small Teams
contributions extended beyond conventional warfare
to psychological operations (PSY OPS) as well. They
were skilled at conducting psychological warfare,
including disseminating propaganda and
disinformation to weaken the morale and cohesion of
LTTE fighters. By sowing confusion and mistrust
within the LTTE ranks, the Small Teams further
undermined the organization's effectiveness. Further,
these methods helped to reduce the fund-collecting
ability of Western countries and their political support
towards their course.

Another significant aspect of the small teams'
success was their ability to establish strong
relationships with local communities in conflict-
affected areas. Continued infiltration into the LTTE
areas made them have strong contact with the local
community in the affected areas thus, they were able
to win their hearts and minds. This facilitated the
collection of valuable human intelligence, as well as
the gaining of support and cooperation from local
populations who had been adversely affected by the
LTTE's activities. The small teams' engagement with
communities helped in isolating the LTTE and
weakening its grip on the region. This intelligence
collected through the local community helped to
identify the movements of their leadership and supply
chain. Furthermore, the Sri Lankan Army Special
Operation Forces (SOF) collaborated closely with
other branches of the military, such as the Navy, and
Air Force, to execute coordinated and synchronized
operations. This joint approach alowed for a
comprehensive and multi-faceted strategy against the
LTTE. These Small Team’s unique skills and
capabilities complemented the efforts of the other
branches, contributing to a holistic military campaign.
In terms of technological advancements, the SOF
embraced cutting-edge equipment and technology,
enhancing their operational capabilities. They utilized
advanced communication systems, surveillance
equipment, and weaponry to gain atactical advantage
over the LTTE. This modernization improved their
situational awareness and enabled them to respond
swiftly to evolving threats.

Use of infantry initially the Sri Lankan Army
found that the usual tactics of advancing infantry
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formations along linear avenues of approach and
attempting to breakthrough set positions were a meat
grinder. The LTTE infiltrated these formations' flanks
using freedom of movement before striking the
column deeply. When IEDs and other obstructions
caused the army columnsto stall, the LTTE used lethal
accuracy with their artillery and mortars.
(www.moore.army.mil, n.d.) Therefore, the expansion
of innovation to infantry the most innovative aspect of
the Sri Lankan Army’s adjustments after the 2001 to
2006 cease-fire was the organization of 12-man teams
within infantry Battalions was one of the successful
strategies to win the war against LTTE through
introduced Special Infantry Operation Team (SIOT)
concept. These methods were introduced by SOF to
the infantry regiments and the specialized
unconventional tactics were trained to fight the
terrorists with unorthodox tactics.

The Sri Lankan Army's maneuvers approach
against the LTTE involved a combination of
conventional warfare tactics, counterinsurgency
methods, and intelligence operations. importantly one
of the key elements of the Sri Lanka Army's approach
included the use of SOF small teams for covert
operations, intelligence gathering, and targeted strikes
against high-value LTTE targets. moreover, based on
the operational framework the Sri Lanka Army
utilized small, specialized teams in deep operations to
target key LTTE leaders, disrupt their operations,
gather intelligence, and conduct sabotage. These deep
operations were often carried out by Special Forces
and other elite units. While specific details about
individual operations may not be readily available,
these small team deep operations had several effects
on the overall conflict against the LTTE: This also
provided the necessary facility to carry out rear and
close operations for SIOT teams effectively.

This paper will give an in-depth idea Small
Team as a strategy: the concept of using a small team
asastrategic approach refersto the deliberate decision
to form and deploy a compact group of highly skilled
individuals to achieve specific goals or objectives.
This approach contrasts with traditional large-scale
operations and emphasizes efficiency, agility, and
specialization. Small teams are often favored in
situations where rapid decision-making, adaptability,
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and close coordination are crucia. In awar against a
terrorist organization such as the LTTE, we hit them
by using their tactics, and techniques in which they
were eventually defeated.

1. RESEARCH OBJECTIVE

To analyze the positive and negative effects
that happened during the war due to the concept of
small team operations during the 4th Elam war and to
urge the main key aspects of small team operationsand
strengths of those missions whilst fighting against
LTTE.

II. RESEARCH QUESTIONS
a What are the strategies used under the “small
team operations” concept to defeat LTTE?

b. Did “Small Team Operations” contribute to
the 4" Elam war?

C. Does “Small Team Operations” work parallel
to other warfare concepts of the Sri Lankan
Army?

V. MILITARY DEFINITION OF SMALL
TEAM OPERATION

A military Small Team Operation refersto a
coordinated and organized mission conducted by a
small unit or team within alarger military force. Small
group operations are essential for achieving specific
objectives, often in complex and dynamic
environments where a conventional force might be
difficult to achieve. These operationstypically involve
arelatively small number of personnel, ranging from
a handful to a few dozen, and are characterized by
close collaboration, specialized skills, and a high
degree of adaptability. (irp.fas.org, n.d.)

Key aspects of military small group operations
include:

a. Teamwork: Close cooperation and effective
communication among team members are
crucia for the success of small group operations.
Each member's skills and expertise will
contribute to the overall mission.
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b. Flexibility: Small teams can quickly adapt to
changing situations on the battlefield and adjust
their tactics as needed. This may help to
maneuver in different dimensions of war.

c. Stealth and Surprise: Many small group
operations rely on surprise and stealth to achieve
their objectives, often catching the enemy off-
guard.

d. Specialization: Team members often possess
specialized skills, such as marksmanship,
demolitions, medical expertise, communication,
and language proficiency, which are utilized to
accomplish specific tasks. These individual
skills will enhance the effectiveness and
efficiency during the war.

e. Terrain and Environment: Small group
operations often take placein challenging terrain
or urban environments, where larger military
units might face difficulties.

f. Risk: Dueto their smaller size, these teams may
face higher risks, but their agility and specialized
training help mitigate some of these risks.

0. Precision: Small group operations often aim for
precision strikes or targeted actions rather than
engaging in large-scale combat.

h. Infiltration and Exfiltration: The ability to
enter and exit the target area discreetly is crucial
for the success and survival of small group
operations.

V. OPERATION FRAMEWORK OF SRI
LANKA ARMY THE FOURTH STAGE
OF THE WARAGAINST LTTE

The Sri Lankan War against LTTE, which
lasted for decades, involved multiple phases, and the
Sri Lankan Army employed different strategies and
tactics over time. The fourth stage or fina push to
defeat the LTTE took place from approximately 2006
to 2009. Here's a general outline of the operational
framework that the Sri Lanka Army employed in its
effortsagainst the LTTE:

38

a. Clear and Hold Operations. The Sri Lanka

Army engaged in a series of clear and hold
operations, where LTTE-controlled territories
were targeted and cleared of terrorists. Once
cleared, the army aimed to establish a lasting
presence to prevent the LTTE from regaining
control. Mainly, these operations were carried out
by the infantry.

Surveillance and Intelligence:  Gathering
accurate and timely intelligence was crucial inthe
fight against the LTTE. The Sri Lanka Army
invested in intelligence-gathering efforts to locate
LTTE hideouts, supply routes, and leadership
centers. The use of the Air Force, Naval, and
intelligence agencies of Sri Lanka immensely
contributes to this regard. The support of the
Small Teams also contributed well in terms of
surveillance and intelligence.

Counterinsurgency Tactics. The Sri Lankan
Army employed counterinsurgency tactics, such
as cordon and search operations, to isolate LTTE
fighters from the local population. These
operations aimed to minimize civilian casualties
while targeting LTTE elements. Deep operations
in the LTTE-controlled territories made LTTE
leadership restrict their movements and hinder
their supply chains.

Amphibious and Aerial Assaults. In certain
instances, the Sri Lanka Army utilized
amphibious and aerial assaults to target LTTE
strongholds, disrupt their command and control
structures, and cut off their supply lines.

Humanitarian Operations: As the conflict
intensified, there was an emphasis on providing
humanitarian assistance to the civilian population
trapped in conflict zones. The army worked to
rescue civilians and provide them with aid,
medical care, and essential supplies.

International Coordination: The Sri Lankan
government sought international support and
cooperation in its efforts to counter the LTTE.
This included diplomatic efforts, intelligence
sharing, and assistance from other countries. The
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specialized training that was given to the Sri
Lankan Armed Forces by the friendly countries
made them understand different kinds of tactics
used in similar scenarios faced by those countries.

0. Use of Special Forces: Specia forces units
played a significant role in conducting precision
operations against high-value LTTE targets,
including leadership figures and key installations.

h. Psychological Operations: The Sri Lanka Army
also employed psychologica operations to
undermine the morale and cohesion of LTTE
fighters, as well as to encourage surrender among
insurgents.

It's important to note that the Sri Lankan
Army's approach evolved and was influenced by
various factors, including changes in leadership,
international pressure, and shifting tactics employed
by the LTTE.

V. ARMY SMALL TEAM OPERATION

Sri Lanka Army Small Team operation can
be divided into two categories firstly, SOF operation
conducted by Commandos and Specia Forces.
Secondly, infantry operations are conducted by SIOT.
The campaign was led by these SOFs, who carried out
several missions while acting from the forefront of
planning through the operational level and
occasionally the tactical level. These Elite Forces
contributed to the success of this campaign, which is
unparalleled in the history of counterinsurgency, by
striking at the terrorists' leadership in the heart of the
LTTE-controlled areas, destroying and disrupting
their reserves and indirect fire weapon systems in the
middle of the battle, and at times counterattacking to
restore crucial defenses (Dharmaratne, 2011). The
SOF mainly conducted the deep operations in the
LTTE areas beyond miles away from the government-
controlled areas and the SIOT teams conducted their
operations along the forward line and beyond. At the
start of Eelam War 1V, the LTTE was able to operate
throughout the country. To overcomethe LTTE tactics
Sri Lanka Army used small-team operations.
According to the article published by Peter Layton
small, well-trained, highly mobile groups were
essential in these missions. The LTTE's supply and
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communication lines were disrupted as these groups
slipped behind the LTTE's front lines and attacked
High-Vaue Targets (HVTs) while aso giving real-
time intelligence. Groups as small as sections were
instructed and given permission to order precise air,
artillery, and mortar attacks on LTTE defenses. The
LTTE forces were forced to lose their ability to move
and were held down, which allowed for adetailed | oss.
This was made possible by the combination of frontal
and in-depth assaults. (Layton, 2015).

During the Eastern theatre of operation, the
infantry units offensive actionsagainst the LTTE were
led by the Elite Forces. The dispersed enemy tactics
and the dense forest with an overhead canopy that is
frequently encountered in the East were deciding
considerations in choosing such a design. The
operations were planned to combat the LTTE by
having the Elite Forces spread out in Small Teams
ahead of infantry battalions, gathering intelligence and
weakening LTTE combat power over an extended
period through a series of well-coordinated attacks,
pulling the battalions to the critical location on the
battlefield. In stages, this procedure was repeated. By
using this strategy, military operations in the Eastern
theatre were carried out in two stages. the first saw
Specia Forces affiliated with some infantry battalions
capture LTTE-controlled areas north of the
Polonnaruwa - Batticaloa road, and the second saw
Commandos supported by some infantry units’
capture LTTE controlled areas south of that road
(Dharmaratne, 2011).

The SOF was used to conduct operations over
the entire width and depth of the Northern operational
theatre when the humanitarian operations were
expanded there. Their dutiesincluded everything from
LRP to Small Team operations inside enemy lines,
striking operations to rescue operations, and
traditional operations to unorthodox ones. The
remaining Elite Forces were used to operate up to
about 20 km from the forward line of their troops,
primarily in support of close operations of theinfantry
Divisions and Brigades, which significantly restricted
LTTE freedom of movement. The LRP conducted
strategically important operations deep into enemy
territory, such as gaining targets for air strikes and
artillery, and ambushing LTTE (Dharmaratne, 2011).
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Forces Small

Here, a vital factor was how these Elite
teams shaped battlefields during

stipulated operations. for that used strategies were:

a

Attrition: The Elite Forces Small Teams
infiltrated through the LTTE lines, executed out
targeted attacks, and significantly damaged them
while infantry formations engaged the LTTE in
close combat. This made the LTTE's defeat
inevitable by forcing its cadres, who had been
fighting the approaching infantry, to disperse.
The Elite Forces have demonstrated their
capacity to eliminate a sizable number of LTTE
cadres in a gpecific location before infantry
forces arrive at their targets. Another key event
occurred at the very end of the fight when the
Elite Forces tasked with clearing the region used
precision targeting to eliminate nearly al of the
LTTE leadership.

Flank Protection: One of the primary missions
given to the Elite Forces Small Teams was the
protection of the flanks of infantry divisions.
Infantry formations' flanks were expanded and
exposed as they advanced by liberating territory.
To keep the enemy from approaching these
flanks, the Elite Forces operated away from
them.

Counter Penetration Tasks: Elite Forces Small
Teams prevented the certain collapse of troops
defensesand LTTE regaining initiative.

Destruction of Strong Points: There weretimes
when the army advance was slowed down or
outright stopped by heavily entrenched LTTE
strongholds. The Elite Forces Small Teamswere
brought in as a last resort to neutralize these
strong locations.

Rescue Oper ations/Rear Area Security: On 29
September 2008, the LTTE raided the
Anuradhapura Air Force base using their elites,
the black tigers. Two LTTE aircraft bombed the
base at the same time. A squadron of Special
Forces was reinforced from Vavuniya with the
task of halting further exploitation of theterrorist
attack. Special Forces teams maneuvered into
the area and accomplished the mission killing the
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remaining terrorists and regaining control.
Following the defeat in the Eastern province, the
LTTE’s strategy was to disperse the Armed
Forces throughout the country thus decreasing
troop concentration on the Northern Theatre of
operation. The LTTE’s planned actions were
predominantly concentrated in the Southern
Province because the jungles provided
substantial cover to conduct clandestine
operations against the government Security
Forces and to disturb the civil administration.
Small groups of LTTE conducted a series of
operations such as ambushes and sabotage. To
thwart such devastations, small groups of
Specia Operations Forceswereinducted to carry
out sustained operations with support from
infantry and paramilitary forces. Besides major
offensive operations, the tasks that were carried
out by the Combat Riders and Dog Squadron of
the Special Operations Forces were instrumental
in  pacification operations.  Clandestine
operations, offensive patrols, sabotage missions,
raids, and other operations that were carried out
by them in liberated areas and existing
government-controlled areas facilitated
diminished LTTE accomplishments and secured
lines of communication in support of offensive
operations.

Isolation of LTTE Positions: In many battles,
the Elite Forces Small Teams launched a series
of concentrated attacks behind LTTE forward
positions to isolate the infantry's objectives or
create a dislocation effect, thereby fostering the
conditions necessary for infantry to successfully
capture those areas.

Leading Infantry to Positions: Elite Forces
Small Teams guided the infantry columns in
certain moves up to pre-designated forward
locations.

Break-out Battless The SOF played a
significant role whenever the operations reached
a crucial or decisive point. The largest-ever
rescue operation, which took place in
Pudumatalan, was led by the Commandos and
Specia Forces, who breached enemy defenses
from two different angles and created two entry
points.
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h. Deep Operations: Long-range patrolling, a
stunning tactical component, is the most terrible
operational pattern used in special operations.
These Small Teams combine individuals with a
variety of skills to perform demanding tasks.
They have the skills and drive to carry out
independent, small-group deep operations for a
long time—up to 20 days or longer, depending
on the "Caches'—without resupply. Troops
from the Vavuniya, Mannar, and Welioya
regions were initialy incorporated when
offensives started in the Northern theatre.
Terrorists were more free to move around in the
space between the two. Long Range Patrols, or
"LRPs," as they are more commonly known,
carried out a well-coordinated long-term
program to deny the LTTE this freedom. LRPs
set up their long-term caches and surveillancein
the area gradually and updated the intelligence
picture. they subsequently started carrying out
strikes, dealing the LTTE a devastating blow.
They severely damaged the top leadership of the
LTTE by assassinating severa top LTTE
leaders and separating their fighting cadres from
their leaders. The LTTE deployed thousands of
their cadresin their rear to counter the threat that
the LRPs had halted.

Moreover, the formation of 12-man teams
within infantry battalions was the novelist change
made by the Sri Lankan Army during the 2001-2006
fragile ceasefire. Within the four-kilometer frontline
zone that served as the lead elements' perimeter, these
operated autonomously. The infantry battalions were
divided into small units to patrol along the Forward
Line of Own Troops (FLOT), abandoning the
conventional strategy of a fixed forward line with
major units massing against narrow frontages to
engage the LTTE cadres and press the attack on a
broad front. (www.moore.army.mil, n.d.) The Small
Teamsincluded Special Forces operating deeply and a
unique Sri Lankan innovation: significant numbers of
well-trained SIOT operating closer. The much
increased 10,000 strong Special Forces proved to be
quite effective in hitting LTTE military leadership
targets, taking out very seasoned commanders when
they were most needed, and seriously upsetting the
rigid hierarchical command structure. Army Chief
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General Fonseka, who developed the SIOT idea, said
of them: "We al so battled with four-man teams, trained
to operate deep in the forest, be self-reliant and
function autonomoudly. Therefore, a battalion had a
lot of four-man units, which allowed us to attack from
larger fronts. There were 1500 SIOT-trained soldiers
when Eelam War 1V began; by 2008, there were more
than 30,000. Therefore, these Small Teams operations
greatly influenced the success of the war against
LTTE

VII. LESSON LEARNT

Deployment and use of new strategies of elite
forces with mability in time and space were a
force multiplier. The flow of accurate and timely
information by elite troops operating deep in the
LTTE rear areas, on the intentions of the LTTE,
its capabilities, and weaknesses enriched the
visualization of the battlefield by commanders at
al levels.

The employment of small teams of Special
Operations Forces facilitated to shape of the
battlefield for the infantry formations to exploit
success whilst threatening the centre of gravity of
the LTTE by eliminating High Value Targets and
High Payoff Targets.

The specially trained small groups of infantry and
Specia Operations Forces were the leading
fighting components of the fighting forces and
maintained attrition by threatening the leadership
of the LTTE. It caused the LTTE to cater to their
maximum forces on the front line by minimizing
the infiltration of the Armed forces on multiple
fronts.

LRRP forces made a huge impact in defeating the
LTTE by conducting several attacks on High-
Value Targets and Payoff Targets and committing
their reserve in the rear. These operations hinder
the movements of the LTTE leadership and hinder
the fighting power of the tactical elements. The
acquisition of intelligence that remarkably
contributed to increasing the battlefield awareness
of strategic, operational, and tactical levels about
the LTTE’s preparation for battle
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The advanced training methods of the Special
Operations Forces vastly facilitated the infantry
battalions to operate in isolation. Further, SIOT
teams in infantry divisons made the fighting
force available along the fighting areas whilst
mai ntai ning momentum throughout the operation.
Focused training programs such as Advanced
Infantry Platoon Training (AIPT) and Special
Infantry Operation Training (SIOT) to develop
small group skills contributed significantly to
identifying targets and engaging them effectively.

Assistance provided by other arms and services
during battles led to the seizure of theinitiative of
the LTTE and compelled them to react in
circumstances unfavorable to them. Assistance
provided to the infantry formations at critical
stages of the conflict had a greater bearing on
minimizing casualties and boosting morale.

Timely information gathered through the Sri
Lanka Air Force with close coordination made the
small teams more effective and deadly force
which made accurate targets. Their mobility
helped to deploy, redeploy, and casualty
evacuation on the battlefield without any delay.

The use of indirect fire with the precise
information passed by the small teams made more
threat to the LTTE elements and it caused the
LTTE to hinder their free movements. The
administration of the LTTE was scattered by these
indirect attacks.

Coordinated attacks on the LTTE defenses and
rear areas by small teams overloaded the LTTE
military leaders and their decision-making
process. Thiskind of simultaneous encounter also
compelled the LTTE leaders to commit their
reserves prematurely.

Effective dominationin therear areas by the small
teams mitigated the prospects of the LTTE
disturbing the Security Forces’ line of
communications and ensuring a smooth flow of
men and material to the battlefield. Further, these
dominations curtailed the LTTE strategy to
disperse the Security Forces elsewhere.

The mission command maintained by the small
teams made them make timely decisions and it
gave the initiative to the team leaders of small
teams. The commanders had effective
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communication with the small teams which
helped them to mobilise them whenever needed.

The innovations adopted by the small teams such
as locally developed equipment/ material to
address battlefield requirements such as remote-
control devices, claymore mines, clothing food,
and medicine assisted in augmenting survival on
the battlefield.

VIII. RECOMMENDATIONS

Small Team operations made a significant impact
on the winning of humanitarian operations against
LTTE. The prominent results achieved through
the Small Teams tactics were made famous
around the world and adopted by the Sri Lanka
Armed Forces.

The use of Small Team tactics during battalion
training will enhance the skills of the infantry
troops and will develop their personal skills and
battle readiness.

Use of advanced equipment such as
communication equipment and navigation
equipment will enhance the mobility and fighting
power of the small teams. Therefore, itispertinent
to use such equipment to face future threats.

Joint operation training with the naval and air
force will enhance the joint operational structure
and the troops will have the ability to incorporate
with the sister services. Small teams training with
the sister services will make them understand the
capabilities and weaknesseswhere they will retain
the initiative with them when require the use of
them.

Further training with foreign nations will enhance
their ability to acclimatize to the present
advancements and techniques. More training with
the foreign forces will be an added advantage
when the situation arises.

IX. CONCLUSION
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Sri Lanka's Armed Forces have used many
war strategiesto win the protracted war against LTTE.
In the fourth stage of the war, which erupted under the
cause of securing humanitarian needs against LTTE,
the Sri Lankan Army used different strategies, tactics,
and techniques and employed procedures to achieve
their targets on the battlefield. “You must adopt
guerrilla tactics, strategies, and procedures on the
battlefield if you want to defeat a guerrilla”. These are
the main strategies the Sri Lanka Army and Special
Operation Force used in the final stage of the conflict.
The Small Team operation against LTTE during the
war was often conducted by specialized units within
the Sri Lanka Army, such asthe Commando Regiment
and Specia Forces Regiments. These Small Team
operations were designed to carry out specific
objectives with precision, agility, and flexibility
during the war. Key aspects of military small group
operations include such as Teamwork, Flexibility,
Stealth and Surprise, Specialization, Risk, Precision,
Infiltration, and exfiltration. The fourth stage or final
push to defeat the LTTE took place from
approximately 2006 to 2009. The genera outline of
the operational framework that the Sri Lanka Army
employed in its efforts against the LTTE is Clear and
Holds operations, Surveillance and Intelligence,
Counter Insurgency Tactics, Amphibious and Arial
Assault, Humanitarian Operation, Use of SOF, and
Psychological Operations. Here, avital factor was how
these Elite Forces Small teams shaped the battlefield
during stipulated operations. for that used strategies
were: Attrition, Flank Protection, Counter Penetration
Tasks, Destruction of Strong Points, Rescue
Operations, Rear Area Security, Isolation of LTTE
Positions, and Deep Operations. Hence, preserving
special forces tactics, techniques, and procedures will
be compromising when there is no clear enemy in the
post-complete era. To maintain the soldier's skill and
will can be achieved through continuous training and
exercises.

Sri Lanka's Armed Forces have used many
war strategiesto win the protracted war against LTTE.
In the fourth stage of the war, which erupted under the
cause of securing humanitarian needs against LTTE,
the Sri Lankan Army used different strategies, tactics,
and techniques and employed procedures to achieve
their targets on the battlefield. “You must adopt
guerrilla tactics, strategies, and procedures on the
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battlefield if you want to defeat a guerrilla”. These are
the main strategies the Sri Lanka Army and Special
Operation Force used in the final stage of the conflict.
The Small Team operation against LTTE during the
war was often conducted by specialized units within
the Sri Lanka Army, such asthe Commando Regiment
and Specia Forces Regiments. These Small Team
operations were designed to carry out specific
objectives with precision, agility, and flexibility
during the war. Key aspects of military small group
operations include such as Teamwork, Flexibility,
Stealth and Surprise, Specialization, Risk, Precision,
Infiltration, and exfiltration. The fourth stage or final
push to defeat the LTTE took place from
approximately 2006 to 2009. The general outline of
the operational framework that the Sri Lanka Army
employed in its efforts against the LTTE is Clear and
Holds operations, Surveillance and Intelligence,
Counter Insurgency Tactics, Amphibious and Arial
Assault, Humanitarian Operation, Use of SOF, and
Psychological Operations. Here, avital factor was how
these Elite Forces Small teams shaped the battlefield
during stipulated operations. for that used strategies
were: Attrition, Flank Protection, Counter Penetration
Tasks, Destruction of Strong Points, Rescue
Operations, Rear Area Security, Isolation of LTTE
Positions, and Deep Operations. Hence, preserving
special forces tactics, techniques, and procedures will
be compromising when there isno clear enemy in post
complicit era. Maintaining a soldier’s skill and will of
the soldier can be achieved through continuous
training and exercises.

Refer ences:

1. Dharmaratne, B.N. (2011). How Elite Forces
throttled LTTE. [English] Available at:
https://sundaytimes.|k/110605/News/nws 19.ht
ml [Accessed 13 Aug. 2023].

2. Hameed, S. (2015). ECHO GROUP. First
Edition ed. Kandy: International Centre for
ethnic studiesin Kandy, p.xiv.irp.fas.org.
(n.d.). INTRODUCTION TO SPECIAL
OPERATIONS. [online] Available at:
https://irp.fas.org/agency/dod/socony/sof -ref-2-
1/SOFREF_Chl.htm.

3. Layton, P. (2015). How i Lanka Won the War.
[online] Thediplomat.com. Available at:



Small Team as a Successful Strategy to Win the War Against LTTE

https://thedi plomat.com/2015/04/how-sri-lanka-
won-the-war/.

4. www.moore.army.mil. (n.d.). U.S. Army |
Infantry Magazine. [online] Available at:
https://www.moore.army.mil/infantry/magazine/i
ssues/2013/May-June/Welch.html [Accessed 10
Aug. 2023].

5.  www.moore.army.mil. (n.d.). U.S Army |
Infantry Magazine. [onlineg] Available at:
https.//www.moore.army.mil/infantry/magazine/i
ssues/2013/May-June/Welch.html [Accessed 10
Aug. 2023].

44



Paper ID: 178

Geopoalitical Strugglein Indo-Pacific: A Case Study on AUKUS

DS Senarathna'”

IFaculty of Defence and Strategic Studies, General Sir John Kotelawala Defence University, Ratmalana, Sri Lanka

#sam.senarathna@gmail.com

Abstract - Indo-Pacific region has become one of the
key strategic hubs where geopolitical confrontations
evolve and develop day by day. These confrontations
are influenced not only by the regional stakeholders
but also by the extra regional stakeholdersin which
they try to secure their geopolitical interests in line
with their national interests under a balance of power
approach. Itisof utmost importance to understand the
geopolitical struggle that persist between powerful
countriesin and out of Indo-Pacific region. This paper
seeks to shed light on the newly formed security
partnership: AUKUSunder a geopolitical perspective
and to highlight itsinfluence to evolving Indo-Pacific
region. Organic Sate Theory and Rimland Theory
will be incorporated in the paper to critically analyse
AUKUS as a case study in the struggle for power in
geo-strategically significant Indo-Pacific region.
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1. INTRODUCTION
Geopolitical Significance of Indo-Pacific
Region -
Indo-Pacific region includes over half of world’s
population, has 60% of global GDP with 2/3 of
global economic growth including supply chainsand
seven of the world’s largest militaries. In
considering the geographical significance, 65% of
the world’s oceans and 25% of land is there in this
particular region (Whitehouse, 2022). By combining

the countries and islands of the Indian Ocean and the
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Pacific Ocean, the physical presence of Indo-
Pacific has become very crucial and significant in
terms of geopolitics in the modern international
system. Consisted of world’sbiggest ports, airports
and 20 out of 33 megacitiesinthe world, Indo-Pacific
hasbecomeavital commercia hub (Eric, 2021). Due
to ever increasing geopolitical significance, Indo-
Pacific supports emerging economies and growth

markets of globe including European companies.

The region includes newly developed regional and
extraregional partnerships which include both state
and non-state actors which directly impact for

geopoliticsof the region.

It is visible that new alliances and partnerships in
the region are directly enhancing tension among
regional players dragging Indo-Pacific into a
security dilemma. From another stance, Indo-Pacific
has become more vulnerable for traditional as well
as non-traditional security threats due to power
struggle and tensions among regional and extra
regional state, non-state actors. Amidst these
challenges, density of population, pollution, threat to
biodiversity and climate, violations of international
law, transnational organised crime, nuclear
proliferation, insecurity of maritime boarders etc.

could be highlighted.

I. LITERATURE REVIEW
The research paper ‘AUKUS Alliance: United
States Strategic Interest in Indo-Pacific” written by

Audry Anjani of Indonesian Defence University has



a limited scoperelated to AUKUS. It hasfocused on
highlighting the strategic interests of USA toward
Indo-Pacific region in terms of AUKUS and author
has discussed American point of view in terms of
securing their strategic interestsin the region which

reminds the geopolitical strugglesin Indo-Pecific.

The recent research article ‘AUKUS: The Changing
Dynamics and Its Regional Implications’ written by
M Cheng to European Journal of Development
Studies, has highlighted impacts of this new
grouping to region of Indo-Pacific, specialy the
impact it will create for ASEAN, China and South
Asia, East Asia etc. However, the aim of this
research articleis to criticaly analyse the impact of
AUKUS to various stakeholders in international
system. This research article will answer the
questions; what are the views of different countries
regarding AUKUS and what are the impacts of
AUKUSIn accordancewith geopolitical theoriesand
SWOT analysis.

I1l. RESEARCH
METHODOLOGY

The methodology of this research is qualitative
method in which the case study was conducted using

two geopolitical theoriesto analyse qualitative data.

Theoretical Insights
1) Organic State Theory

The term geopoliticsin international relations refers
to

‘how politics play a role in geography and
influences different geographic attributes such as
political borders’ (Arise, 2021).

In analysing the geopolitics, Friedrich Ratzel has
introduced Organic State Theory which gives the
ideathat, political entities, such as countries, behave
in a way not too dissimilar from that of living
organisms. As such, ‘countriesbehavelike organisms
inthat they seek nutritionto survive. The nutritionin
the country’s case is land (physical) territory. As an

example, it was used by Adolf Hitler to justify his
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ruthless expansion of Nazi Germany’ (Arise, 2021)
the organic theory, political entities struggle to
expand their territory in terms of expanding their
power and survival in the similar manner where a
living organism pursues nourishment from food to
survive. Based on these ideas, AUKUS can be
interpreted in a manner where the membersinvolved
aretryingto increasetheir living space and influence
to secure their own geopolitical interests as well as
their national power and security. Asan example, US
military bases are situated in Indo-Pacific; Diego
Garcia and they will be further expanded via
AUKUS.

2) Rimland Theory

Alfred Thayer Mahan, a US Naval Officer and a
Historian has first emphasized that sea power is
In 1944, Spykman
introduced the theory in his book ‘Geography of

superior to land power.
Peace’ by considering geographical features as
important determinants of foreign policy. There he
argues that sea power is more important than land
power by mentioning that sea power has faster
movement, greater accessibility and 2/3 of the
world’s population. He has convinced that ‘it is a
combination of land and sea powers controlling the
rimland that would in all probability control the
essential power relations of the world’. (Aris, 2021)
Furthermore, the theory implies that who controls
the rimland rules Eurasia; who rules Eurasiacontrols
the destinies of the world (Aris, 2021).

As such, the Rimland Theory can be applied to
AUKUS where, the partnership seeks to expand sea
power and capabilities of the members. As an
example, Australia will counter Chinese expansion
in South China Sea via AUKUS by
the

claiming

ownership  of sea  for themselves as
well.More specifically, he argues that, to survive, a
political entity requires nourishment to gain

political power.



AUKUS

AUKUS is a new trilateral military partnership and
ahistoric security deal which was announced on
15 September 2021. This strategic partnership
collaborates United States of America, United
Kingdom and Australia enabling Australia to build
nuclear powered submarines for the first time. The
new partnership was announced by Prime Ministers,
Scott Morrison of Australia, Boris Johnson of
United Kingdom, and President Joseph R. Biden of
USA.. The three members have claimed that the main
goal of this tripartite aliance is to protect and
preserve security and stability in Indo- Pacific under
a rules-based international order. However, they
have also claimed that AUKUS partners will share
‘military capabilities and critical technologies, such
as cyber, artificia

intelligence, quantum

technologies, and undersea domains’ as well

(Jamal & Samuel, 2022).

When considering the term AUKUS, some media
commentators have depicted it as a new alliance
with the idea of a defence pact. But security analysts
have portrayed it as a new trilateral military and a
political alliance. Similarly, some analysts have
mentioned the allianceasan Asian NAT O which will
highly influence for geopolitics in Indo-Pacific
region. As such, it is the only newly emerging
multilateral military alliance in Asia-Pacific region
in the past three decades. Although AUKUS
countries do not mention specifically that they will
counter Chinese expansionism in Indo-Pacific via
this security agreement, it is clear that one objective
of giving Australiawith nuclear powered submarines
is to have deterrence against Chinese geopolitical
authoritative behaviour in the region. Furthermore, it
is expected that this agreement will create a
considerable cost and technical challenges for the
partners. However, it has been estimated that
Australia will be able to deploy at least eight
nuclear submarines from 2030-2040.
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It is also expected that USA and its alies will have
to make challenging decisions about where to build
AUKUS in Australia. The group is also conscious
on the response of China regarding the pact as there
is a possibility of China in increasing security
cooperation with North Korea and Russia. (Bert,
2022). It is noticeable that, with this new grouping,
Australia will become the seventh country in the
world with nuclear powered submarines becoming a
major symbol of military power in the region. From
the hand, AUKUS depicts Biden

administration’s foreign policy vision of expanding

other

US aliances and partnerships.

V. PRESENT STATUS
In considering the present status of AUKUS, in
February 2022, the Exchange of Naval Nuclear
Propulsion Information Agreement was
implemented enabling AUKUS partners to share
naval nuclear propulsion information trilaterally. In
terms of nuclear stewardship, combined teams from
three countries have visited sites in Austraia to
basdline its nuclear stewardship, infrastructure,
workforce, industrial capabilities and requirements.
Similarly, initial steps are underway to ensure that
Australia has a workforce with necessary skills,
training, and qualifications to build, operate, and
sustain  conventionally-armed  nuclear-powered
submarines. Apart from these, three partners will
their undersea

use advanced  capabilities,

capabilities, quantum technologies, artificia

intelligence and autonomy, advanced cyber,
hypersonic and counter-hypersonic capabilities,

electronic warfare etc. (Whitehouse, 2022).

VI ANALYSIS
Views of Member Countries
1) Australia - As the member getting

direct benefits of AUKUS, Australia views it as ‘a
forever partnership for anew time between the oldest
and most trusted of friends’ (Cheng, 2022). Australia



is a middle power in the region, but it has a long
term prevailing identity dilemma of being neither
East nor West. It is considered that its body is in
Asia, but its soul isin Britain and America as they
are most trusted friends. Therefore, it is expected
that AUKUS will help her to expand her power by
transforming the country’s domestic economy in the
region. Recently, Australia has decided to get rid of

its dependence on resource export to China.

Therefore, Australia has significantly increased its
investments, manufacturing, defence industry and
exports with western countries. As an example,
Australia has been able to receive high-end military
technology from US in areas such as hypersonic

missiles and military drones. (Cheng, 2022).

2) USA - Astheonly island in the world facing
both Pacific and Atlantic oceans, the country has
geopolitical interests towards Indo-Pacific since
years and they have adopted different strategies such
as Free and Open Indo-Pacific, aligning with QUAD
etc. to expand their power in the region. AUKUS is
one such initiative where USA will export and
transfer nuclear technology to raly its followers
with the intention to command the seas while
maintaining strategic dominance in international
affairs. Although USA isin the understanding that
such a move will ignite an international uproar,
and there will be voices raised from the region itself,
she is determined to gain geopolitical advantages

from Indo-Pacific.

According to the security analysts, AUKUS is a
focal point in US global strategy because, US has

understood that Chinese rise in Indo-Pacific and

Eurasia is difficult to counter. Moreover, the
“comprehensive  strategic  partnership of
coordination” between China and Russia, two

Eurasian land powers, is hard to shake. Additionally,
the disparities between US and Europe has

broadened whereas former President Trump and
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Brexit mark the end of the era of sea power
controlling continental European affairs since
Industrial Revolution, and Europeled by land powers
of Germany and Franceisboundtoresist theordering
of theUSand increasingly pursue “independence”
for its owninterests. (Cheng, 2022)

3) United Kingdom - After withdrawing
from European Union, Britain has now entered into
new initiatives to secure her geopalitical interestsin
the region as well as in the extra regions. To
strengthen its influence in international affairs, UK
willingly take part in AUKUS alliance. Similarly, it
urgently needs a “white alliance” to recover itself
due to setbacks in Anglo-American relations under
Trump administration and the rupture of cultural
cognition in US. (Cheng,2022)

Response by Other Countries

1) France - In 2016, an agreement was signed
of 66 billion dollars to provide submarines from
France to Australia. Therefore, with cancellation of
the deal, France has stated its mistrust and she has
begun to negotiate new relations with China. ‘Like
all European countries, France is concerned with
security of Asia and for free passage of goods and
personnel through the waters of South and East
China Seas. By limiting French influence in shaping
Asian security system, USA has essentially taken
unilateral leadership to determine the balance of
power intheregion and military strategy that would
be pursued to contain China’ (Kolodzigj, 2021). So,
it is clear that US has already missed a powerful
strategic partner from Europe increasing the
complexities.

2) China - As a leading power in Indo-
Pacific, China sees AUKUS as a threat with a
destructive impact to its own geopolitical periphery
as well as to the international peace and stability.
Further, China is in the idea that regional security
dilemma will be increased as nuclear powered

submarine is an embodiment of military capability.



Chinese government sees AUKUS as an alarm on
countering its new developments specialy in South
China Sea. Also, they are in view that AUKUS is a
circle which keep aside China and would evolve as
an Indo-Pacific NATO.

3) ASEAN - As a source of powerful regional
integration, ASEAN has always adopted a strategy
of great power balance to keep stability within the
region. But now, these countries would be caught in
a security dilemma because of AUKUS. From one
hand, it could intensify arms race in the region. It
needs to be notified that as the situation in South
China Sea has begun to intensify, many nearby
countries have modernised their naval forces. Asan
example, since the beginning of 21st century, the
ASEAN members. Malaysia, Indonesia, Vietnam
and others have aready introduced conventional
powered submarines and other types of surface
vessels from Germany and Russia to face future
threats.

However, as the nuclear submarines possess strong
cruising ability with a high navigational speed, they
can usualy be equipped with nuclear missiles in
which, their offensive, lethality and deterrence are not
comparable. Therefore, ASEAN will be at a security
dilemma on its two neighbours: Australia and China
(immediate neighbour and unique economic and trade
partner) and, the members will face challenges in
relying upon collective defence in seeking common
security. Therefore, they need to focus more on
securing the territoria integrity and sovereignty of
individual states based on their geopolitical as well as
national interests.

In furthermore analysing viewpoints of neighbouring
countries in the region, some have expressed mixed
reactions towards AUKUS. Malaysia, Philippine and
Indonesia have implied that AUKUS will increase

regional arms race specially in South East Asia while
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increasing South China Sea disputes. Cambodia has
expressed its concern on issues that AUKUS will
cause for commitment of international community on
nuclear non-proliferation. Specialy, United Nations
Treaty on the Non-Proliferation of Nuclear Weapons
has prohibited Australia from manufacturing or
acquiring nuclear weapons whereas naval reactors are

exempted from nuclear safeguards.

Therefore, other countries are in suspicion that
Australia will exploit this loophole by using fuel
used to power the submarines’ reactors to develop
nuclear arms as well. However, in contrast, Manila’s
Secretary of Defense Delfin
Foreign Minister Teddy Locsin has stated that

Australia has every right to strengthen its defense.

Lorenzana and

In addition, Thailand, Singapore, and Vietham have
also stressed that each country is responsible for
their own security but those measures should not
causeany harmto region. Another point to be noted
here is, there is a posshility of expanding
AUKUS to other powerful Asian countries such as

Japan, India and South Korea.

In moreover considering the impact of AUKUS, it
will influence other security alliances in the region
such as ANZUS and Five Eyes Intelligence
Alliance. Inthisscenario, USisintheideathat South
Korea should aso be included in its Five Eyes
Intelligence where other membersare Australia, UK,
Canadaand New Zealand. In this year there has been
a renewal of a military pact between USA and
Philippines which allows US troops to be stationed
in Philippines. Another minilateral Five Power
Defence Arrangement includes Australia, UK and
New Zealand alongside Maaysiaand Singapore. All
these groupings clearly indicate how USA and other
powers try to secure their geopolitical interests in

Indo- Pacific under Organic and Rimland theories.



In analysing AUKUS under a geopolitical
perspective, SWOT anaysis could be employed
where strengths, weaknesses, opportunities and
threats could be discussed with a broader

understanding.

Srengths

Being considered as Indo-Pacific version of NATO,
security analysts are in the idea that AUKUS has
changed the ingtitutional architecture of Indo-Pacific.
After implementing Free and Open Indo-Pacific
Strategy and being a part
Quadrilateral Security dialogue, USA has rebooted
Pivot to Asia Strategy of Obama administration and

of the emerging

Biden administration has furthermore broadened their
geopoliticsfrom Asiato Indo-Pacific. From one hand,
it could be considered a strength whereas the region
will receive benefits of technology to strike a balance
of power amidst the powerful regional players. From
other hand USA will use AUKUS as a geopolitical
strategy to weaken the power of China where as they

use NATO to expel power of Russiain Europe.

Apart from AUKUS, USA, UK and Australiaareclose
security partners where their strategic thinking,
military interoperability are at a high level. Their co-
operation is old since ages where they co-operated
during World Wars, Gulf War, codlitionsin Irag and
Afghanistan aswell. However, ‘US, UK and Australia
are seen as champions of what they refer to as ‘rules-
based’

democracy and human rights. Thus, when Morrison

liberal world order and upholders of

speaks of a “forever partnership”, this is not an idle
(Wilkins, 2022). Therefore, it is expected
they will strongly align with each other in future as
well.

rhetoric’

Focusing on other strengths, benefits of a nuclear
submarine fleet are, it could defend shipping lanes
from Persian Gulf to the North Pacific Ocean and they
can travel at a faster speed in comparison to

conventional submarines and stay on station for a
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longer period of time. The members aim to safeguard
undersea fibre optic cables that provide military and
civilian communication for West, because as both
China and Russa own cyber and submarine
technology, there is a possible threat of tapping these
cables, snooping and collecting valuable data. It will

help them to protect security of their undersea cables.

Further, Australian government sees AUKUS as a
way of addressing and securing the degrading
security environment in Indo-Pacific region. It also
wishes to perceive expected security interests of
becoming a country with nuclear powered
submarines to further develop strategic partnerships
with Japan and India along with other regional
states.

Weaknesses
It isobvious AUKUS has some weaknessesin terms
First,

announcement of AUKUS by its members through

of its arrangement. in considering the
a joint press release, Morrison has mentioned it as
‘an enhanced trilateral security partnership’
whereas, Biden has pronounced it as a ‘new phase
of the trilateral security cooperation’ and Boris
Johnson has used the terminology ‘new trilateral
defence partnership’. Therefore, it is clear that
during these different interpretations, no one has
used the term alliance or treaty convincing that they
focus on solving matters related to security and
defence coordinationin the indo pacific area and not
forming a trilateral treaty alliance or an Asian

NATO.

Based on abovefacts, AUKUSIacksthe definition of
a military alliance or a pact as it does not contain a
formal security treaty between members. As an
example, Article V of NATO treaty mentions on
provision for collective defence. Dueto absence of a

direct provision in this nature for AUKUS, it has



falled to be qualified as an alliance according to

analysts.

Next, AUKUS members need patience despite
any political governance change in coming years,
consistency in funding, issues related to
management, programming, pressure from outside
etc. Considering environmental concerns,
Morrison has said that ‘Australiahasno plansto
acquire nuclear weapons and this proposal will
remain consistent with Australia’s longstanding
commitment to nuclear non- proliferation’.
(Patricia, 2021). This indicates that Australia will
ensure obligations as a non-nuclear weapons state
with International Atomic Energy Agency.
However, US and UK submarines currently use 93
to 97% of HEU which isthe level of enrichment for
Uranium in nuclear weapons (Patricia, 2021).
Therefore, use of these substances may cause
impacts to environment. According to NPT, each
state party to the treaty should not source special
fissonable material, equipment or material
especially designed or prepared for processing, use
or production of special fissionable material to any
non-nuclear-weapon state for peaceful purposes
which applies to Australia as well. However, as
International Atomic Energy Agency has no
authority to supervise nuclear materials used in
nuclear submarines, it creates a situation for
Australia to build nuclear weapons as it is rich in
uranium reserves. As an example, Austraia has a
history of making atomic bombs where the first
British nuclear tests were conducted in Austraia. If
US and UK transfer technology of uranium
enrichment to  Austradlia for nuclear fud,
environmental concerns  will rise impacting

international security and stability.

Opportunities
This partnership is a good opportunity for US as it
marks a massive shift in US global strategy where the

redistribution of its forces in Indo-Pacific takes place

empowered with military capabilities. In considering
QUAD, Japan may also wish to seek nuclear
submarine technology in future under a US-Japan
aliance or USA- Japan- Australia partnership. USA
will explore possibility of expanding AUKUSto other
Indo-Pacific countries to broaden their geopoliticsin

the region.

Idea of Minilateralism could be derived in further
analysing opportunities of AUKUS for Australia.
Whilst being a member of QUAD and AUKUS, the
country targets for a minilateral security co-operation
between a small group of like-minded countries with
common shared values and interests. Further,
Australia wishes to fill the gaps it facesin ANZUS,
ASEAN Regiona Forum etc. by strengthening

another layer of regional security architecture.

Threats

In examining possible threats and challenges of
AUKUS, firgt, it will disturb regional integration
and order of Indo-Pacific region as well as the
international security due to potential escalation of
armsrace, nuclear threat and as such, Australia will
be isolated from Asia and Europe specialy due to
views of France, ASEAN, China and also,
negativities come from the country itself; former
Australian Prime Minister Keating pointed out that
it was a disgrace for Morrison government to pin
Australia’s future on US. (Cheng, 2022).

As other examples, in 1995 the Treaty of
SEANWFZ was signed by ASEAN members to
establish South East Asian region as a region free of
nuclear activities including ban on manufacture,
testing, having control over and possession of
nuclear weapons in Southeast Asia. However,
AUKUS by openly providing nuclear submarine
technology would disturb this nuclear non-
proliferation regime. Although nuclear submarineis
not a nuclear weapon or a nuclear explosive device,

it can carry nuclear weapons and deliver weapons of



mass destruction. There are only six countriesin the
world with nuclear submarines: US, Russia, China,
UK, France and India and all of them have nuclear
weapons. As nuclear submarines are inseparably
linked to nuclear weapons, Australia could produce
nuclear weapons in future by endangering the

strategic balance.

Influence of Chinaisthe greatest threat that AUKUS
will face in future. As the partnership expects to
counter Chinese expansion specially in South China
Sea, it predicts possibility of a collective security
deterrence by China, Russia and even North Koreain
near future escalating the geopalitical struggle in the

region.

Conclusion

Views of different states and stakeholders regarding
AUKUS clearly support to analyse Organic State
Theory as well as Rimland Theory where countries
engage in a geopolitical struggle to ensure their
survival in the international system. Based on their
varied national interests, power seeking as well as
geopolitical interests, countries try to get the
maximum advantage into their side amidst any
challenge. It is clear that AUKUS marks a significant
dimension in geopolitics where balance of power and

collective security will be questioned in near future.

Specialy countries like India, China, Japan, Russia,
France as well as North Koreawill have direct impacts
amidst this power struggle which will affect whole
international system. However, Indo-Pacific has
become the most dynamic region in the world and a
major engine driving world economic growth. Peace,
development and cooperation are the shared visions
of the Indo-Pacific region. Therefore, to achieve this
goal, actors in the region, especialy great powers,

must abandon Cold War mentality, military
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deterrence, armed confrontation and escalating arms

race by disrupting regional order.
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Abstract - Prolonged riots that violate legal rights and peaceful
limits, turning violent with the potential to lead to anarchical
social unrest, are perceived as threats to national security. In the
digital age, these threats are exacerbated by the impact of online
news and social media. Activists often utilize platforms such as
Facebook, YouTube, and Telegram for riot organization without
relying on traditional hierarchical structures. Thissituation poses
significant challenges for national security stakeholders,
requiring them to respond swiftly to the rapidly evolving online
landscape.

Open-source intelligence (OSINT) proves valuable in
comprehending the role of social media in riots. This paper
presents a case study of the 2022 riotsin i Lanka, delving into
social media's contribution to propaganda, organization, and
mobilization. To achieve this, temporal data regarding hashtags,
growth in online group membership, call-for-action posts, and
YouTube Live streams were collected for analysis. Furthermore,
an analysis of online news volume related to the riots was
conducted using the Global Database for Events Language and
Tone (GDELT) to gauge the intensity of the riots as depicted in
media coverage.

Drawing from these insights and analyses, an operational
framework is proposed for responding to the use of online news
and social media in the context of riots. This framework
incorporates elements from the OODA loop and other existing
models and frameworks. It underscores the significance of
proactive analysis of online and social media activities associated
with riots and emphasizes the need for swift and effective
responses to emerging threats.

This research delves into the impact of social media on riots,
utilizing the 2022 unrest in Sri Lanka as a case study. The study
adds to the growing body of literature on the utilization of online
news and social media in riots, shedding light on the critical role
of OSINT techniquesin comprehending and addressing emerging
threats.

Keywords- social media, open sourceintelligence (OSINT), riot
mobilization.

1. INTRODUCTION

According to Boyd and Ellison (2007), socia media
refers to "web-based services that allow individuas to
construct a public or semi-public profile within a bounded
system, articulate alist of other users with whom they share
aconnection, and view and traversetheir list of connections
and those made by others within the system." These
platforms enable users to interact, communicate, share
content, and engage in various socia activities online. In
contrast, as defined by the Harvard Dictionary of Sociology
(1991), ariot isaviolent and disorderly public disturbance
where a group of individuals engages in widespread chaos,
aggression, property damage, or acts of violence. It is
characterized by an escalation of tensions beyond peaceful
protests, posing athreat to social order and stability.

Social media has become an increasingly important tool
for organizing, mobilizing, and propagandizing riots
around the world. With the rise of platforms like Facebook,
YouTube, and Telegram, activists have been able to
quickly and easily disseminate information and coordinate
riots, often without the need for traditional organizational
structures. Simultaneously, the use of online news sources
has rapidly increased in contrast to traditional news outlets.
However, the increased use of social media and online
news sources presents potential challenges for
governments and stakeholders. These challenges include
the rapid spread of misinformation and disinformation,
amplification of polarization, difficulties in analyzing and
responding to the decentralized organization of events,
privacy and security concerns, manipulation through
influence campaigns, legal and regulatory complexities,
and the delicate balance between freedom of speech and
content control. Addressing these challenges requires
proactive strategies and policies that promote the
responsible use of these platforms while safeguarding
democratic values and national security.

An effective approach to understanding and
responding to the use of social mediain riotsis through the
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use of open-source intelligence (OSINT) techniques.
OSINT involvesthe collection, analysis, and dissemination
of information from publicly available sources, such as
social media platforms, news outlets, and other online
resources.

By using OSINT techniques, researchers and
practitioners can gain valuableinsightsinto the patternsand
trends related to the use of social mediain riots, which can
inform more effective responses to emerging threats.

This research presents a case study of the use of social
media in organizing, mobilizing, and propagandizing riots
in Sri Lanka during the period from April 1st to July Sth,
2022.

A. Background

Sri Lanka had enjoyed nearly a decade of peace and
harmony following the end of a 30-year civil war. However,
major economic setbacks caused by the Easter Sunday
bombings and the Covid-19 pandemic in the beginning of
2022 led to an intensified economic crisis that created
chaos in the social harmony. This resulted in protests and
riots, primarily driven by widespread dissatisfaction with
the handling of the country's economy. While the causes of
such campaigns are varied, they pose a threat to national
security once they exceed peaceful nature and legal limits,
causing harmto life and property. These riots were largely
decentralized and involved abroad cross-section of society.
The main demand was for the resignation of the President
and other key officials, whom they were seen asresponsible
for the economic crisis, and demanded a complete system
change. Protests under the main theme " Aragalaya" and the
main slogan "Gota Go Home" were organized through
social media and other grassroots channels. The
government responded to the violent riots with measures
including declaring a state of emergency, allowing the
military to arrest civilians, imposing curfews, and
restricting access to socia media. This development
emerged soon after the post-Covid digital boom. By the
beginning of 2023, Sri Lanka had significant social media
usage, with 7.2 million Sri Lankans, which is 32.9% of the
total population, using social media. Out of these, 6.55
million use Facebook and 7.04 million use YouTube,
according to Datareportal (2023).

B. Research Questions

“How was social media utilized in propagandizing,
organizing, and mobilizing the Sri Lankan riots, what isthe
intensity of this campaign and what would be the suitable
pro-active OSINT methods to be utilized to analyse such
situations in future?”

C. Research Significance

Research and literature on the use of social mediain
mass riots and the use of OSINT in mass riot situations are
rare and this research contributes to the growing body of
literature and highlights the critical role of OSINT
techniques in understanding and responding to emerging
threats. This research is conducted based on human-
verified to scrape and timely data and this research is
further expandable.

2. LITERATURE REVIEW

Social media has played a significant role in the
organization and mobilization of riots around the world
(Castells, 2015; Earl & Kimport, 2011; Tufekci & Wilson,
2012). As Tufekci and Wilson (2012) noted, social media
platforms such as Facebook, Twitter, and Y ouTube have
provided a new way for protesters to communicate and
coordinate their actions, often in real time.

One way that social media has been used in the
organization and mobilization of riots is through the
dissemination of propaganda. Propagandais defined as the
use of information, typically biased or misleading, to
promote a particular political cause or point of view (Jowett
& O'Donnell, 2014). Social media platforms have been
used to spread propagandain a variety of ways, including
the use of fake news stories, memes, and other forms of
misinformation (Giglietto et al., 2019; Woolley & Howard,
2016).

Another way that social media has been used in the
organization and mobilization of riots is through the
creation of dedicated groups and pages on social media
platforms. These groupsand pages allow protestersto share
information, coordinate actions, and mobilize support (Earl
& Kimport, 2011; Tufekci & Wilson, 2012). For example,
during the Arab Spring riotsin 2011, social mediawas used
to create dedicated Facebook groups for protesters in
Tunisia and Egypt, which helped to mobilize support for
theriots (Howard et a., 2011).

In addition to the use of propaganda and dedicated social
media groups, social media has also been used to mobilize
protesters through the use of hashtags. Hashtags are used to
group together posts on a particular topic or theme, and can
be used to create a sense of community and solidarity
among protesters (Castells, 2015; Woolley & Howard,
2016). For example, during the 2013 Gezi Park riots in
Turkey, the hashtag #occupygezi was used to connect
protesters and to spread information about the riots
(Tufekci & Wilson, 2012).

Despite the significant role that social media has played
in the organization and mobilization of riots, there are
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severa research gaps that remain. One gap in the literature
isthe lack of research on the impact of social media on the
outcomes of riots.

While there is evidence to suggest that social media has
been effective in mobilizing protesters in democratic
countries, it is unclear whether the same is true in non-
democratic countries, where governments may have greater
control over social media (Castells, 2015; Tufekci &
Wilson, 2012). Finally, thereis aneed for more research on
the ethical implications of the use of social media in the
organization and mobilization of riots. While social media
has provided a new way for protesters to communicate and
coordinate their actions, it has also been used to spread
propaganda and misinformation and has raised concerns
about privacy and surveillance (Giglietto et al., 2019;
Woolley & Howard, 2016).

Open-source intelligence (OSINT) is a valuable
approach in the study of socia media propaganda,
organizing, and mobilizing of riots. According to Albayrak
et al. (2019), OSINT providesan efficient way of collecting,
analyzing, and interpreting data from various online
sources such as social media platforms, forums, and blogs.

This approach enables researchers to obtain relevant
information about a particular event, issue, or topic of
interest from publicly available sources without having to
rely on classified or confidential information. OSINT is a
valuable approach for studying social media propaganda,
organizing, and mobilizing of riots. It provides a cost-
effective way of collecting and analyzing data from
publicly available sources, enabling researchers to gain
valuable insights into the tactics and strategies used by
different groups and individuals. However, there are till
severa research gaps that need to be addressed to enhance
the effectiveness and reliability of OSINT datain thisfield.
Several models and operational frameworks have been
proposed to observe, analyze, and counter social media
propaganda, organizing, and mobilizing of riots using
OSINT.

One such framework is the OODA loop, which stands
for observe, orient, decide, and act. This framework was
first introduced by military strategist John Boyd, and has
since been applied to a wide range of contexts, including
intelligence analysis and law enforcement. According to
Zaman et al. (2019), the OODA loop provides a structured
approach for processing large volumes of data and making
quick decisions based on the available information. In the
context of socia media propaganda, organizing, and
mobilizing of riots, the OODA loop can be used to identify
key players and their tactics, assess the impact of their

activities, and develop countermeasures to disrupt their
operations.

Another model that has been proposed is the Social
Media Intelligence (SOCMINT) model. This model was
developed by the UK Ministry of Defense to guide
intelligence analysis in the context of social media
According to Ratcliffe and Shearer (2014), the SOCMINT
model consists of four stages. collection, anaysis,
dissemination, and feedback.

In the context of social media propaganda, organizing,
and mobilizing of riots, the SOCMINT model can be used
to collect and analyze data from multiple sources, including
social media platforms, forums, and blogs. This
infformation can then be disseminated to relevant
stakeholders, such as law enforcement agencies,
government officials, and civil society organizations, to
develop countermeasures and mitigate the impact of
propaganda campaigns.

In addition to these models, several operational
frameworks have been proposed for collecting, analyzing,
and countering social media propaganda, and organizing,
and mobilizing riots using OSINT.

One such framework is the Intelligence Preparation of
the Information Environment (1PIE). According to Johnson
et a. (2019), the IPIE framework provides a systematic
approach to analyzing the information environment in
order to identify key actors, their motivations, and their
tactics. This information can then be used to develop
countermeasures and disrupt propaganda campaigns.

Another operational framework that has been proposed
is the Rapid Analytical War gaming (RAW) approach.
According to Popp et al. (2019), the RAW approach
provides a structured approach for analyzing complex
situations and developing effective countermeasures. This
approach involves the use of analytical tools, such as
network analysis and sentiment analysis, to identify key
players and their tactics. This information is then used to
develop scenarios and test different countermeasures in a
simulated environment.

Despite the potential benefits of these models and
operational frameworks, there is still a need for further
research to evaluate their effectiveness and to develop new
approaches that are better suited to the evolving nature of
social media propaganda, organizing, and mobilizing of
riotsusing OSINT

3. METHODOLOGY
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The research adopted a mixed-methods approach,
combining qualitative and quantitative data collection and
analysis. The study focused on the use of social mediain
propaganda organizing and mobilizing Sri Lankan riots,
with an emphasis on the OSINT approach.
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Figure 01. Methodology
A. Hypothesis

The study hypothesized that social media and social
network platforms are being used as tools to organize and
mobilize riots in Sri Lanka. Furthermore, it was
hypothesized that propaganda through social media playsa
critical rolein shaping the public perception of theriots, the
use of social mediaposts, and live videos allows organizers
to mobilize support and direct action more effectively and
online media attention on riots shows the intensity of the
riot campaign.

B. Sources and Data Collection
The data sources used for this study were entirely

dependent on public social media sources and none of the
privacy details disclosed nor ethical and community rules

of any social mediaplatform were violated during the study.

In addition, efforts were made to verify the credibility and
authenticity of the sources through cross-referencing with
other sources and fact-checking.

Temporal Data collection was carried out using manual
and open-source online tools from public social media
sources. The collection was conducted focusing on the
following parameters:

Hashtags: The temporal variation of specific hashtags
related to the Sri Lankan riots was extracted from
Facebook to identify the pattern of propaganda

Group Members: The increase of members in two main
public Facebook groups and 26 dedicated public
Telegram groups were collected to identify patterns in
the growth of online communities.

Call for Actions: sample of public media entities out of
which, 70% Facebook, 15% WhatsApp, 10% Telegram
and 5% Twitter e were scraped to detect call-for-action
poststo determine the frequency and intensity of the calls
to action.

YouTubelive stream: Y ouTube viewsof live streams under
keywords “Aragalaya” and “GoHomeGota2022” were
scraped and analyzed to understand the mobilization and
online engagement.

GDELT Media Data: Global Online News data related to
the Sri Lankan riots from the GDELT project was
collected to figure out intensity patterns through media
attention on Sri Lankan Riots.

C. Coding

A coding scheme was developed based on the research
guestions and was refined through an iterative process to
categorize the collected data. The hashtags were
categorized based on their use for propaganda on hashtags
with political affiliations, corruption-related issues and
specific events. Groups were categorized based on platform
and membership size over a specified period. Networking
and the call for action were categorized based on location
at the district level. The GDELT media data was used to
provide additional insights into the broader context of the
riots.

D. Data Analysis

The data collected were analyzed using a combination of
guantitative and qualitative techniques. Quantitative
analysis involves calculating frequencies and percentages
of the coded data, while qualitative analysis involves
identifying patterns and trends in the data. The findings
were then triangulated with existing literature on the use of
social mediain propaganda organizing and mobilizing riots
to draw conclusions and recommendations.

4. RESULTSAND DISCUSSION

Sri Lanka Riotsand Social Media

Online news volume on selected keywords filtered by
Sri Lanka in 2022 was utilized to get initial insight by
identifying events and trends of the campaign. After
visualizations, trends and impact levels of specific events
such as Start of the riots on 31% March, Galleface
occupation on 09" April, Violent mobs on 09" May and
Climax on 09"July, protests to resign of president on 13
July and gradual decrease were clearly identified. However,
this method in isolation is less proactive in dynamic
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situations since media attention is gained mostly after the
occurrence of such incidents.
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Figure 02: Global online news on Sri Lanka Protest

A. Propaganda
1) Hashtagswith political affiliations

The Sri Lankan riots 2022 were mainly themed by the
#GohomeGota2022 hashtag and it was used extensively
throughout the social media campaign to oppress and urge
the resignation of the president.
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Figure 03: hashtags with political affiliations

2) Hashtags on Palitical security related Issues

The economic crisis was identified as a major cause for
the riots and “corruption” related propaganda and
discussions were prominent during the beginning of the
riots. Among them, #GivelUsOur StolenMoneyBack hashtag
was used over 100K during the period.
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Figure 04: Temporal variation of issues related to hashtags

3) Hashtags on Events

There was an extensive propaganda campaign
requesting famous “Anonymous” hacker groups' support to
retrieve so-called stolen money and reveal corruption using
#AnonymousSaveSriLanka hashtag. This campaign mostly
consisted of fake news and disinformation. According to
the graph, the popularity of this campaign exponentially
increased between the 15 to 22" of April and then faded
out.
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Figure 05: Temporal variation of event-related hashtags

B. Organising

Organising and networking isthe next key consideration
in analyzing riots. The organizing for mass riots initially
started by requesting members to join Telegram groups
created district-wise and simultaneously an affiliated main
Facebook group named “Gohomegota2022” (referred to as
Group A). Later many Facebook groups also emerged with
similar names but “Gohomegota2022 (People Revolution)”
(referred to as Group B) became the second most engaging
group. Both groups were popular and active by July 09,
the member count was over 300k and 100k respectively.
These groups were used to share thoughts and discussions
as well as to encourage riot participation.

1) Facebook Groups
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Figure 06: Member growth of Facebook groups

It is observed that the member growth rate of group A is
higher in April which was the beginning period of theriots.
Then both group's growth rates showed a sudden increasing
trend after the May 09" violent mobs. Then after the later
part of June, the Group B member growth rate increased in
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contrast to Group A and continued until July 09", Thisisa
clear indication that organizing and networking increased
for the climax on 09™ July.

2) Telegram Groups
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Figure 07: Member growth of Telegram groups

It is observed that the member growth rate of all the
telegram groups initially increased were then gradually
decreased over time. The main groups, Colombo, Gampaha
and Kurunegala were the most engaged and active groups
whereas Kandy, Gale and Matara were with medium
member strength. Other groups with fewer members
especialy the groups related to Northern and Eastern
districts were with lesser members and mostly inactive.

With above analyses, it shows that online activism on
organizing and networking has shifted from Telegram to
Facebook groupsin the latter stage. WhatsApp groups also
must have played a prominent role in networking and
organizing but due to limited access and member limitation
up to 256 (before November 2022) it is concluded that
WhatsApp groups may have used in close circles.

C. Mobilising

A sample of active social media sources on Facebook,
Telegram and WhatsApp were scraped to detect call-for-
action posts from 1% April 2022 to 09" July 2022. This
included graphical and textual content mentioning the date,
place, and time of an organized event. Then it was
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categorized by districtsto identify the most active locations
at the district level.
Figure 08: posts volume at the district level

As shown in Figure 08, 895 total unique call for action
posts were detected and analyzed. As a result, Colombo,
Gampaha, Kandy, Kurunegala and Galle were identified as
the most active districts which also confirm the observation
of mostly active telegram groups as discussed above.

Then the patterns identified were compared with global
online news on Sri Lanka Riots extracted from the
GDELTS Database to identify the intensity of the riots. It
is clear from the correlations that riots received media
attention afterward as shown in figure 09. In that, the
correlation of riots hikes followed by media coverage
indicates the intensity of the observed posts.
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Figure 09: Post volume vs. online news volume

Live Streams on YouTube were identified as a key
component to analyse since it indicates the live
engagements with online activism. Number of Live
Streams per day indicate the intensity of the mobilization
activities and total live views indicate the online
engagement with such activities.

Figure 10: Number of YouTube Live Streams

Above figure indicates that #GoHomeGota themed
activities were broadcasted mainly at the period of
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Galleface occupation and May 09 mobs. Later during July
09“Aragalaya” theme was used for online broadcasts.
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Figure 11: Live Views of YouTube Live Streams

However, when analysing number of views on each
theme, “#GoHomeGota” themed live videos had over 10
million views in total and “Aragalaya” themed live streams
had only 1.3 million views.

Both charts confirm that the intensity in online activism
correspondent to the beginning of Galleface occupation
after April 09", May 09™ and July 09" riot related incidents.
It further correlates with the patterns of call-to-action post
volume and online news volume.

OODA LoorP OSINT APPROACH

According to the analyses discussed in the previous
section, it is proven that social media has played akey role
in propaganda, organizing and mobilizing of “Sri Lanka
riots 2022” campaign until it reached the climax on 09"
July 2022 and anticipated a similar role in future massriots
too. Hence to detect such campaigns, a proactive OSINT
approach is required. Based on the above results, the
OODA loop (Observe, Orientate, Detect and Act) OSINT
approach is proposed as follows.
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Figure 12: OODA loop OSINT framework

D. Observe

Proactive observation of diversified and continuous
expansion of updated sources and analysis of social media
activity related to riots, including identifying indicators of
mass mobilization. There are several indicators that can
help to identify high-impact riots and occupy movements
when observing social media. These include:

a) Volume of Social Media Activity: A high volume
of social media activity, such as a large number of posts,
shares, and comments, can be an indicator of high-impact
riots and occupy movements.

b) Trending Hashtags. The use of trending hashtags
related to a protest or occupy movement can also be an
indicator of itsimpact.

C) Geographical Spread: The geographical spread of
social media activity related to a protest or occupy
movement can be an indicator of itsimpact. If the activity
is concentrated in a specific area, it may be aloca protest.
However, if the activity is spread across different cities or
countries, it may be a more significant movement.

d) Involvement of Influencers: The involvement of
social media influencers or celebrities in a protest or
occupy movement can be an indicator of itsimpact. These
individuals have alarge following on social mediaand can
help to amplify the message of the movement.

€) Coordination and Organization: The level of
coordination and organization of a protest or occupy
movement can also be an indicator of its impact. If the
movement iswell-organized and hasaclear set of goalsand
demands, it is more likely to have an impact.

f) Response of Authorities: The response of
authorities to a protest or occupy movement can also be an
indicator of itsimpact. If the authoritiesrespond with force,
such as by using tear gas or making arrests, it may be an
indication that the movement is having an impact and is
seen as athreat.

E. Orient

Analysis of the data to identify patterns and trends
related to the use of social mediain theriots, including:

a) Identification of key themes or issues driving the
riots
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b) Geographical location of protest activity and
online conversations

c) Identification of clusters, leaders or key figures
within theriots

d) The emergence of new actors or groups within the
riots

€) I dentification of potential flashpointsor escalation
points

F. Decide

Based on the analysis of the data, make informed
decisions about the appropriate response to the protest.
Determine the level of threat posed by the protest and
whether or not it requires immediate action. Decide on the
appropriate messaging and actionsto take in responseto the
protest, based on the goals of the response and the potential
impact of the protest. Assessment of the data to determine
the appropriate course of action, including:

a) Identification of potential risks and threats

associated with theriots

b) Assessment of the likelihood of violence or other
disruptive behaviour

C) Determination of appropriate response strategies,
such as engaging with mob leaders or law enforcement
intervention

d) Identification of opportunities for engagement or
de-escalation
G. Act

Take appropriate action in response to the protest. This
may include deploying law enforcement or other resources
to contain the riot, engaging with mob leadersto attempt to
de-escalate the situation, or launching a counter-cognitive
campaign to counteract propaganda and countering false
information. Observe the response and adjust as necessary
based on the ongoing situation. Implementation of the
selected response strategies, including:

a) Communication with stakeholders and partnersto
coordinate response efforts

b) Mobilisation of resources to support response
efforts, such as additional law enforcement personnel or
community outreach teams

c) Implementation of targeted interventions or
initiatives aimed at de-escalating tensions and preventing
violence

d) Continual observation and analysis of social
media activity and protest behaviour to inform ongoing
response efforts.

The proposed framework for sociad media analysis
prioritizes respecting fundamental rights such as freedom
of expression and individual privacy. It strictly focuses on
publicly available data, adhering to data protection laws
and community standards. Transparent practices, ethical
data usage, and collaboration with civil society and tech
companies ensure responsible and unbiased analysis. By
continuously evaluating and reviewing the process,
stakeholders strike a balance between national security and
safeguarding individual rights without violating any social
media community standards

H. Challenges and Limitations of | mplementing the
Proposed Framework:

a) Data Challenges: Handling large volumes of
social media data requires robust tools and resources for
effective analysis, with privacy concerns and data
protection laws adding complexity.

b) Real-Time Anaysis. The need for real-time
analysis is crucial due to rapidly changing situations, but
the time required for data processing can hinder timely
insights.

C) Misinformation and Reliability: Distinguishing
between accurate i nformation and misinformation on social
media is challenging but crucial for reliable analysis,
requiring careful verification.

d) Bias and Objectivity: Human interpretation
introduces biases that can impact the objectivity of findings,
highlighting the need for unbiased analysis methods.

€) Expertise and Externa Influences. Adeguate
technological expertise is essential for successful analysis,
and the influence of foreign actors adds complexity to
identifying genuine threats within social media
conversations.

l. Overcoming the Challenges:

a) Automation and Al: Utilize Al and automation to
streamline data processing and enable real-time analysis,
improving efficiency.

b) Fact-Checking Mechanisms. Implement reliable
fact-checking mechanisms to identify and filter out
misinformation, ensuring data accuracy.

C) Collaborative Partnerships: Collaborate with tech
companies and civil society organizations to access
expertise and resources for enhanced analysis.
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d) Ethical Guidelines: Establish and adhere to ethical
guidelines to ensure unbiased analysis and responsible data

usage.

€) Continuous Skill Development: Provide training
and ongoing skill development for analysts to improve the
quality of analysis and decision-making.

COUNTER COGNITIVE OPERATIONS

In addition to proactive detection and analysis of social
media activity related to riots, the recommended
operational framework also emphasizes the importance of
developing and implementing counter campaigns and
measures against fake news and misinformation. These are
important strategies to counteract the potential negative
effects of socia media on riots, such as the spread of
rumours and false information.

Furthermore, it is important to continuously evaluate and
adjust these strategies based on their effectiveness in
countering the spread of falseinformation. Thiscaninvolve
using sentiment analysis to measure the public's perception
of the counter campaigns and measures and adjusting
messaging and tactics accordingly.

Overall, the use of counter campaigns and measures agai nst
fake news and misinformation is a crucial aspect of
effectively responding to the use of socia mediain riots.
By implementing these strategies in conjunction with the
OODA loop and other tactics outlined in our framework,
stakeholders can more effectively navigate the complex
and rapidly evolving landscape of online activity related to
riots.

5. CONCLUSION

In conclusion, social media has become an increasingly
important  tool for organizing, mobilizing, and
propagandizing riots around the world. The case study of
the Sri Lankan riots has shown that social media played a
significant role in organizing and mobilizing theriots. The
use of dedicated Facebook groups and Telegram channels,
as well as hashtags, provided a platform for activists to
coordinate and disseminate information quickly and easily.

Open-source intelligence (OSINT) techniques have
proven to be a valuable tool for understanding and
responding to the use of social mediainriots. Thisresearch
demonstrates the effectiveness of using OSINT techniques
to collect, process, analyze and disseminate information
from publicly available sources to gain valuable insights
into the patterns and trends related to the use of social

media in riots. These insights can inform more effective
responses to emerging threats.

The proposed operational framework for responding to
the use of social media in riots draws on the OODA loop
framework. The framework emphasizes the importance of
proactive observation and analysis of socia media activity
related to riots, as well as the need for rapid and effective
responses to emerging threats. The use of counter-
campaigns and measures against fake news and
misinformation can also help to control social media
activism on riots while safeguarding fundamental rights.

This research contributes to a growing body of literature
on the use of social media in riots and the role of OSINT
techniques in understanding and responding to emerging
threats. The patterns and trends identified and the
recommendations in this study provide valuable insights
for researchers, practitioners, and policymakers working in
thisimportant area.
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Abstract— The Nagorno-Karabakh war in 2020 demonstrated the
unprecedented paradigm shift in aerial warfare, with Azerbaijan
successfully utilising attack drones to destroy enemy troops and
defence systems. This study underscored the prominence of
comprehending and keeping pace with the evolving trends of
drone technology in the security realm. The study addressed the
knowledge gap by providing valuable insights into defining an
operational framework and integrated approach for drone
operationsin Si Lanka. It emphasized the importance of aligning
drone utilization with the operational framework to achieve
favourable outcomes in military engagements. Besides, the study
established a statistical correlation between the integrated
approach and the employment of drones in the security realm,
highlighting the significance of collaboration between different
state agencies and the military. The research methodology
employed a mixed-method approach, combining primary data
collection through questionnaires and interviews with secondary
data from literature and doctrines. The sample size was
determined using the stratified sampling technique, ensuring
representation from relevant stakeholders involved in drone
operations. The conceptual framework is based on the review of
theoretical studies. The study explored that the operational
framework must be based on purpose, time, space, and resources
inland and maritime domains. Further, centralised command and
integrated operational environment must be established whilst
enhancing the collaboration in research and development
projects to advance the drone industry in the country.

Keywords- Drone, Operational Framework,
Approach, Centralised Command

Integrated

I.INTRODUCTION

“ If you ignore during the peace, consequences will be
greater in war ”
- Sir Winston Churchill

In the new millennium, formidable militaries are
vigorously developing drone technology and enhancing
their drone arsenals. Simultaneously, multinational

corporations are also endeavouring to utilize drones for
multi-purposes, aiming to lower human involvement
(Priyamal, 2022). Therefore, Sri Lanka needs to gain
insights and keep pace with these evolving trends to
progress alongside the contemporary world.

It isnoteworthy to writethat in the post-conflict era, limited
attention has been given to enhancing the military
capabilities of the country. Drones have no exemption
either. Therefore, it isimperative to comprehend and study
the applicability and significance of drone operations in
current and future warfare. This understanding will enable
the necessary reforms in the country's force structures to
align them with the evolving trends in drone technology.
The Nagorno-Karabakh war in 2020 symbolised an
unprecedented paradigm shift in aerial warfare. Azerbaijan
successfully gained complete control of the skies against
Armeniawithin the six-week war, utilizing attack drones at
a relatively low cost. The ability to hunt and eliminate
ground troops has become easier than ever before, and it is
too at a significantly lower economy of effort (Detsch,
2021). Further, the widespread use of drones has facilitated
targeting troops hiding inside trenches in mountainous
areas (Dixon, 2020). This accessibility of drones has
demonstrated their effectivenessin targeting enemy troops,
tanks, and air defence systems compared to conventional
manned fighters (Ahmad, 2022; Priyamal, 2022).

Figure 1. Azerbaijan drones attacking Armenian tanks

=
Source: Eurasianet (2020)



Drone-Enable Security: Advancing an Operational Framework for Sri Lanka

According to Wijetunge and Wanasinghe (2021), drones
have emerged as adominant force on the modern battlefield,
presenting a glimpse into the future of warfare. Therefore,
it becomesimperativeto thoroughly examine and articul ate
the various pathways of drone operations within the context
of the Sri Lankan security landscape.

A. Significance of the Study

This study offers valuable insights into the strategic
development of an operational framework for the military
utilization of drones in Sri Lanka. It is indispensable to
establish a well-planned, thoroughly forecasted, and
efficiently organized mechanism in this regard. The
findings of this study will guide the implementation of an
effective operational mechanism for the development,
deployment, and utilization of drones in the security
operations of the country. Researchers learned that no
literature has been found concerning the operational
framework for drone operations. Therefore, this will
certainly add new knowledge to the existing limited
literature and will help to bridge the knowledge gap.

B. Problem Statement

The use of drones has witnessed an unprecedented increase
worldwide in the second decade of the new millennium.
Wijetunge and Wanasinghe (2021) emphasized the
widespread adoption of drones by both state and non-state
actors due to their cost-effectiveness and relatively simple
technology. The Sri Lankan Army (SLA) has also
recognized the importance of employing unmanned aerial
vehicles (UAVS) in security operations and enhancing its
capabilities for future applications. However, researchers
learned that currently no collaboration or unified
mechanism in place to advance, drone operations in the
country.

Following the Nagorno-Karabakh war in 2020, notable
armies, including the US and Britain, have developed a
school of thought regarding drone operations (Priyamal,
2022). Detsch (2021) and Dixon (2020) argued that off-the-
shelf air power will undergo significant changes and
dominate the battlefields of the future. Therefore, the
researcher has concluded that it is crucial to keep pace with
the evolving warfare dynamics to avoid the predicaments
faced by small militaries in developing economies, which
could have detrimental effects on national security. Thus, it
is imperative to discover the roles that drones can be
employed in the security realm of Sri Lanka.

Despite the increasing prominence of drones in the realm
of security, there is a clear absence of empirical studies
exploring the effective application of drone operations in
this context. This knowledge gap hinders the development
of informed strategies and guidelines for utilizing drones
optimally in security operations. Therefore, this study aims

to address this gap by laying afoundational basisto explore
the determinants of effective drone applications within the
security landscape and their empirical associations. By
doing so, it seeks to provide valuable insights and
contribute to the advancement of practical and evidence-
based approaches to implementing drones in security
operations.

C. Scope of the Sudy

The study mainly focuses on the application of drones in
the security landscape of Sri Lanka. Besides, it involves
exploring the roles and potential uses of drones for
addressing security challenges in the country. Further,
research haslimited the scopeto SLA and SLAF asthetwo
principal drone operatorsin the country's military context.

D. Aim of the Sudy

To explore effective drone applications in Sri Lanka's
security landscape, contributing to informed strategies for
optimal utilization and enhanced national security whilst
identifying their air power roles.

E. Research Objectives

1. Toexploreair power rolesthat drones can execute
in security operations of the country.

2. To define an operational framework for drone
operationsin Sri Lanka.

3. To examine empirical associations between the
employment of drones in the security realm and
operational framework as well as an integrated
approach.

[I.METHODOLOGY

This piece of the study has discussed the methodology
which supported to derive the conceptual framework.
Further, presented with population, sampling technique,
sample size, tools of data analysis, etc. Besides, the
researcher formulated hypotheses related to the study and
subsequently discussed how these hypotheses are tested
and data analyzed. The research design of the study is
enumerated as follows.

Research Approach- The study conformed to a deductive
approach to test hypotheses and correlations.

Research Choice- The exploratory study has resorted to
mixed-method research.

Research Philosophy- This study principally developed
from a positivist stance where researchers envisaged the
existence of associations between variables.
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Research Strategy- The study resorted to a case study
strategy whereas the discovered case was the drone
employment in security operations of Sri Lanka.

Technique and Procedure- Data collection and analysis
are the technique and procedures of the study. Primary data
were collected through self-administered questionnaires,
and expert interviews whilst secondary data were collected
from previous research, journa articles, news and web
articlesaswell asair power doctrines of regional/global Air
Forces.

A. Conceptualisation

The schematically derived conceptual framework has
reflected the prospects of the researchers. This study is
structured around three research objectives and is designed
to align with a deductive approach. Through an extensive
review of the literature, a conceptual framework has been
developed to guide the identification and testing of research
hypotheses as well.

Operational
Framework

(OF)

F
Employment of
Dronesin
Security Realm
(EDS)

\A/4

Integrated
Approach

O

(1A)

Dependent
Variable (DV)

Independent
Variables (1Vs)

Figure 2. Conceptual framework
Source: Authors (2023)

Operational Framework: The operational framework
serves asacognitive tool utilized by Commanders and staff
to effectively visualize and articulate the application of
combat power in terms of time, space, and purpose, with
available resources during operations (US Army Doctrine,
2017; Priyamal, 2022). Successful employment of drones
on par with the operational framework resulted in
favourable outcomes for Azerbaijan's military in the
Nagorno-Karabakh war (Destch, 2021). Thus, researchers
explored that operational framework has a significant
relationship with the employment of drones in the security
realm.

Integrated Approach: Land forces rely on joint, inter-
agency, and multinational relationshipsto effectively carry
out military activities. The SLAF and Army have acquired
small-scale drones to support civil and law enforcement

agencies (Joseph, 2021). Priyamal (2022) has concluded
that ajoint approach to the application of dronesin security
operations exhibits a positive correlation. Therefore,
researchers discovered that a significant relationship
prevails between the integrated approach and the
employment of dronesin the security realm.

Employment of Drones in the Security Realm: The
application of ar power in three distinct situations
categorised as peace, crisis, and war ( SLAF Doctrine, 2022;
BAF Doctrine, 2014). Land operations in peacetime
involve two types of operations such as combat stability
and Military Aid to Civil Authority (MACA) (British Army
Land Operations, 2010). Consequently, the researchers
have identified that the employment of drones should be
done following the aforementioned operations.

B. Hypotheses

Researchers have devised three hypotheses based on the
conceptual framework and identified variables.

Hy @ A dignificant relationship exists between the
operational framework and the employment of drones in
the security realm.

Hio : No significant relationship exists between the
operationa framework and the employment of drones in
the security realm.

H, : A significant relationship exists between the integrated
approach and the employment of drones in the security
realm.

Hzo : No significant relationship exists between the
integrated approach and the employment of drones in the
security realm.

C. Operationalisation
Table 1: Operationalisation

Variable Indicator M easurement

Demographic Gender Nominal scale
Age Ordinal scale
Service Nominal
Experienceinthe | ordinal scale
Dronefield

Operational Time Nominal scale

framework ]
Space Ordinal scale
Purpose Ordinal scale
Resources Ordinal scale
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Integrated SLA operators Ordinal scale
approach i
SLAF operators | Ordinal scale
Police Ordinal scale
State agencies Ordinal scale
Employment of | Combat stability | Ordinal scale
drones in the )
security realm Peace support Ordinal scale
Humanitarian Ordinal scale
Assistance and
Disaster Relief
(HADR)
MACA Ordinal scale

Source: Authors (2023)

D. Population

Population of research refers to any group of people or
objects that are the subject of study in a particular survey
(Sekaran and Bougie, 2016). Researchers identified drone
operators of the SLA/SLAF, decision-makers in drone
operations, and entitiesthat utilize drone information asthe
most appropriate individuals to obtain first-hand
information about operational engagements. Thus, the
population consisted of individuals at the operational and
tactical levels concerning drone operations within SLA and
SLAF.

Therefore, researchers considered the study population as
the sum of five strata: Officerg/Soldiers from the 15th
Drone Regiment (100), Directorate of Operations (05),
Directorate of Military Intelligence (05), Commando
Officers from the anti-hijack unit (25), and drone pilots of
the SLAF (35) (SLA, 2022; SLAF, 2022). Hence, the total
study population (N) is considered to be 170 individuals
(100 + 05 + 05 + 25 + 35).

E. Sampling Technique

A sample is a subset of the population and comprises only
a few elements from the entire population. Besides,
identifiable subgroups within the population may be
expected to have different parameters for a variable of
interest (Sekaran & Bougie, 2016). Therefore, the
researchers have chosen smple random sampling and
stratified sampling techniques.

This involved the process of determining the sample size,
dtratification, and subsequently selecting subjects
randomly from each stratum. The stratum was identified as
described in the preceding paragraph, namely Drone
Regiment Officers/Operators (ni), Officers from
Directorate of Operations (ny), Officers from Directorate of
Military Intelligence (ns), Commando Officers from the
anti-hijack unit (ns), and drone pilots of the SLAF (ns).

F. Sample Sze

Researchers have used the Morgan table to define the
sample sizefromthe population (Krejcie & Morgan, 1970).
Since the study population sizeis 170 (N), the sample size
(n) isderived as 118 following the Morgan table. Thereby,
researchers used the following equation to derive the sizes
of strata respectively ni, nz, n3, ns, and ns (Doane and
Seward, 2008).

i = (/NN
~.m=(118/170)100 ~ 70
~.np = (118/170)05~ 3
.z = (118/170)05 ~ 3
~.ng =(118/170)25 ~ 18
~.ns = (118/170)35 ~ 24

Data Collection and Analysis- Primary data were
collected using a self-administered questionnaire and semi-
structured interviews. Researchers extracted expert views
fromtop brassesin regional AFssuch asIndia, Bangladesh,
and Pakistan. Doctrines, journa articles, conference
proceedings and books were contributed in secondary data.
Quantitative data were analysed using SPSS 27 whilst
thematic analysis was employed as the data analysis tool
for qualitative data analysis. Interview data were coded
using the open coding technique where the redundant codes
were omitted whilst five themes were derived and
presented hereto. Furthermore, the researchers have
conducted reliability tests, validity tests, descriptive
statistics, bivariate analysis, correlation analysis, and
regression analysis concerning the study. The confidence
level used for the analyses was set at 95%, and the precision
value was determined as 5%.

IV.FINDINGSAND DISCUSSION

This section elucidated the findings of the analysis and the
results derived from the questionnaires and interviews.
Subsequently, the testing of hypotheses is presented and
discussed, along with the impact of independent variables
(IVs) on the dependent variable (DV).

A. Findings

The researchers collected data from 110 respondents,
resulting in a response rate of 93%. The reliability test
results indicated a Cronbach's Alpha value of 0.89,
suggesting that the results could be generalized up to 89%.
Additionally, the KMO value of 0.657 indicated that the
sample size was adequate for conducting a factor analysis
and generalizing the results. Furthermore, the skewness
values of all variables were within the accepted range of
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-0.5to +0.5. Moreover, the normality test results indicated

anormal distribution.

Table 2: Reliability statistics

|Cronbach's Alpha
.780 23

Source: Authors (2022)

N of Items

Demographic data revealed that the mgjority (58%) of
respondents are within the age limit of 30-35 years. Further,
more than 64% have engaged in drone operations between
0-5 years. Thus, it was explored that the majority of the
sample have considerable experience in drone operations.

Exparinoe

Figure 3. Experience in drone operations

EDS |OF 1A

EDS  Spearman - -

Correlation 1 588" 1525

Sig. (2-tailed) .000 |.000

N 110 110 110
OF Spearman o o~

Correlation 588 ! 317

Sig. (2-tailed)  |.000 .001

N 110 110 110
1A Pearson e .

Correlation 525 S

Sig. (2-tailed) |.0o0  |.001

N 110 110 110

Table 3: Correlation analysis
Source: Authors (2023)

All the IVs exhibited a positive correlation with the DV,
with p-values below the significance level of 0.05. It is
important to note that in all cases, the Spearman correlation
coefficient (r') values ranged from 0.5 to 1, indicating a
strong relationship (Richard 1990; Sekaran and Bougie,
2016). Spearman correlation was considered since the
study examined associations between ordinal variables
(Saunders et a., 2018). Therefore, it is statistically evident
that strong relationships exist between the IVs of OF and
|A with the DV of EDS.

Table 3: Correlation analysis
Source: Authors (2023)

The tolerance and Variation Inflation Factor (VIF) values
obtained from the multicollinearity test confirmed that
there was no risk of multicollinearity, indicating that the
data was suitable for conducting multiple regression
analysis. Thetolerance values were above 0.2, and the VIF
values were below 5. Besides, the minimum and maximum
values of the standard residua statistic suggested that no
outlierswere present in the collected data. Furthermore, the
ANOV A tableindicated that the regression model provided
amoderately good fit for the collected data.

Table 4- Collinearity statistics

Collinearity Statistics
Model Tolerance  [VIF
1 OF .892 1121
1A 779 1.283

a. Dependent Variable: EDS
Hypotheses Testing
In accordance with the forementioned correlation analysis
hypotheses testing was done to test the relationships
between IVsand DV.

Table 5: Association between |Vsand DV

EDS OF 1A
Spearman Correlation |1 .588" 525"
Sig. (2-tailed) .000 .000
N 110 110 110

Source: Author (2023)

Hi : A significant relationship exists between the
operationa framework and the employment of drones in
the security realm.

According to the respondents, it was found that a strong
positive relationship prevails between OF and EDS.
Further, the correlation coefficient of 0.588 with a p-value
of 0.000 (P<0.05) signified that statistical evidence proved
that Hoisrejected and Hiisaccepted. Hence, itisimplied
that there is a positive relationship between the OF and
EDS.

H2: A significant relationship exists between the integrated
approach and the employment of drones in the security
realm.

It was found that a strong positive relationship prevails
between | A and EDS. Further, the correlation coefficient of
0.525 with a p-value of 0.000 (P<0.05) signified a strong
relationship between the two variables. Thus, H: is
accepted and Ho is rejected. Hence, it is implied that a
positive relationship exists between JAI and EAD.

Interview Results
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Operational Framework. SLA is currently operating
small-scale drones with limited operational capabilities
since 2016 (Priyamal, 2022). However, thereisalack of a
specific operational framework for drone operations in the
country. Thus, it is necessary to define an operational
framework that takes into account aspects such as time,
space, purpose, and resources, while providing insights on
operationa themes including warfighting, security, peace
support, and defence engagements. The future expansions
of SLA drone engagements should be tailored to operate
across al operational themes.
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Figure 4. Operational framework for drone operationsin Sri
Lanka Source: Authors (2023)

I ntegrated Approach. Interview results suggested that
an integrated approach would be beneficial to boost the
research and development of drone programmes according
to the national requirement. In thisregard, SLA, SLN and
SLAF as well as other agencies such as Poalice, Customs,
Wildlife, Forest department etc. and universities must be
worked collectively. Further, establishing an integrated
drone research and development centre for that purpose
would be a better option.

Types of Drone Operations. Drone operations in
support of land operations can be done with the upgradation
of existing assets though necessary to acquire new
platforms equipped with optimum IR and camera sensors
to operate in the maritime domain. Drone operationsin Sri
Lanka mainly can be split into two tiers such as land and
maritime operations.  Although, current capacities and
capabilities are not sufficient to cater for these demands
owing to the non-availability of assets (Wijetunge and
Wanasinghe, 2022; Priyamal, 2022).

Centralised Command.  SLA operators are till novel to
the operational context and necessary to be aware of other
considerations that are compul sory for aflight of an aircraft
within Sri Lankan airspace. A centralised command post is
necessary to log down the all drone requirements of SLA
and SLAF as well as other agencies such as the Police,

Customs, Wildlife, Forest department etc. This operations
centre must be under the operational command of SLAF
since airspace management directly comes under the
purview of SLAF. Hence, establishing integrated drone
operations monitoring cell that is equipped with an
essential communication network is pivotal.

Research and Development. Research work must
be aimed to develop ISR, capabilities and attack drones.
Hence, SLAF and SLA collectively need to continue R &
D work in respect of developing drones compatible to
conduct | SR and attack operations. The main challengesin
this regard are developing drone engines, data links, IR
optical and highly sensitive cameras and other sensors.
Foreign assistance may be necessary to avail given
acquiring technical know-how. Wijetunge and Wanasinghe
(2022), underscored that air diplomacy can be leveraged to
acquire technical know-how from foreign-friendly Air
Forces. Therefore, SLAF can employ air diplomacy to
advance its R& D capacities through air diplomacy.

Attaining Research Objectives

To explore air power roles that drones can execute in
security operations of the country. The study found that
principal air power roles, such as ISR (Intelligence,
Surveillance, and Reconnaissance) and attack, can be
employed. However, neither SLA nor SLAF has this
capability and isunlikely to develop in coming years owing
to the absence of external threats. Currently, | SR operations
can be employed in the land and maritime domains, though
there is a need to enhance capabilities and capacities
specifically for maritime operations. These roles will be
greatly benefitted to state authorities such as the police,
wildlife, forest, and customs departments. It is also
important to adhere to air traffic control (ATC) and air
defence (AD) instructions to operate within Sri Lankan
airspace. Therefore, establishing an integrated operational
environment would address issues related to flight safety
and air defence

To define an operational framework for drone
operations in Sri Lanka. The findings indicate that
currently, the SLAF and SLA are operating in isolation
when it comes to drone operations. Therefore, it is
necessary to establish ajoint drone operations monitoring
cell equipped with a robust communication network to
ensure effective and timely communication, as well as to
prevent unauthorized drone operations. The authors
suggested that the SLA, SLN, SLAF, Police, Wildlife,
Forest Department, and Customs must work collectively,
taking into consideration factors such as time, space,
purpose, and available resources. Besides, the SLAF and
SLA should collaborate on research and development
efforts to develop drones that are capable of conducting
ISR and attack operations, subject to the necessity. Based
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on these findings researchers have designed an operational
framework that isillustrated in figure 4.

To examine empirical associations between the
employment of drones in the security realm and
operational framework as well as an integrated
approach. Quantitative data analysis illustrated that
operational framework and integrated approach have
strong correlations with the employment of drones in the
security realm. Spearman’s coefficient of correlation (r)
values respectively 0.588 and 0.525 at a significance level
of 0.000 delineated that strong positive association between
IVs and DV. Further, hypotheses testing also proved that
H and H; are accepted whilst Hy gand H o were rejected.

V. RECOMMENDATIONS AND CONCLUSION

Researchers, conseguent to the extensive study, findings
and discussion, recommendations have been made on par
with the set objectives.

A To establish an integrated operational
environment by integrating SLA, SLN, SLAF, Wildlife,
Forest department and Customs to cater to requirements
being projected concerning all operational themes.

B. To establish a centralized command that is led by
the SLAF on drone operations.

C. To adapt the operational framework for drone
operations of SLA and SLAF based on operational themes
of warfighting, peace support, defence engagement and
security in par with time, space, purpose and resources.

D. To provide real-time drone picture-driven data to
respective decision-makers to take prompt decisions that
are driven by accurate data.

E. To conduct educational/awareness sessions for
middle-grade Officers in SLA/SLAF about drone
operations/technology in aerial warfare by expertisein the
field.

F. To incorporate drone operations and technology
into the training and education syllabuses of S A/SLAF

Officer Cadets and Officers training/education
programmes.
G. To conduct tactical air power missions in respect

of ISR in support of SLA land operations.

H. To establish a joint drone research and
devel opment (R&D) centre with the collaboration of S AF
and SLA to develop an indigenous drone for SLA for
operational and tactical purposes.

J. To study the devel opment of an indigenous combat
drone for Si Lanka.

CONCLUSION

A new paradigm has emerged in respect of military drone
operations, driven by the changing dynamics of warfare.
The Nagorno-Karabakh war has provided esteemed
insights into the effective employment of drones on the
battlefield. Consequently, it is decisiveto clearly define the
types of operations, determine the extent of engagement,
and identify the necessary apparatus required for security
engagements. This strategic planning will ensure effective
and informed decision-making regarding the acquisition
and deployment of dronesin the security realm.

The study explored that employment of drones in security
operations (EDS) has been determined by operational
framework (OF), and integrated approach (IA). Therefore,
researchers have conceptualised preceding determinants
and operationalised the same to the collection of data
through questionnaires and semi-structured interviews.

In conclusion, this research has shed light on the
significance of developing a comprehensive operational
framework for drone operations in Sri Lanka. The study
underscored the global rise in drone usage and its impact
on modern warfare, drawing insights from the Nagorno-
Karabakh conflict. It elucidated the need for SLA and
SLAF to collaborate and establish ajoint drone operations
monitoring cell to facilitate effective communication and
prevent unauthorized drone activities. Furthermore, the
research emphasized the significance of joint effortsamong
various stakeholders, including SLA, SLN, SLAF, and
other state authorities, in adhering to operational principles
and optimizing the use of drones in different security
domains. By tackling these key aspects, Sri Lanka can
establish a robust and effective drone programme for
bolstering its security operations.
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Abstract € In the aftermath of the U.S. and NATQ@apabilities of both state and netate actors. The dawn of
withdrawal from Afghanistan in 2021, the warn nation hybrid warfare has empowered a state or an insurgent group
has experienced a significant shift in the nature of its endlésdimit batlefield losses and achieve its overall strategic
conflict. Following the Taliban regaining power by oustingbjectives by concentrating a minimum force within
the Kabul regime, Afghanistan has eragain transcended multiple operational domains (battlespaces).
as the latest geopolitical battleground for superpowers and . .
regional state actors. The perpetual state of war in ~The constantly evolvingsperpetual war in
Afghanistan has converged local and transnational militaffgnanistan has led to state and rsate actors
aspirations with geopolitical interes&leading to a nexus Con”'b“t_'”g, t.(ward.s thg hypndlzatlon of thg conflict, Wh'Ch_
between state and nestate actors that are engaging in poses significant |mp_I|cat|ons to _the_reglonal s_ecunty in
hybrid war. The utilization of hybrid warfare strategies irPUth and Central Asia. The application of hybrid warfare
Afghanistan by state and netate actors has added a neﬁtrateglgs in the Afghan theater by m|lltant groups such as
dimension to the conflict, which has developed into the Iatgﬁ '_I'ahban, Al Qaeda and IsIa:mSt_ate of Khorasan
major threat to peag and security in the South and Centraﬁrovmc_e (ISKP), has enableql them to influence mst_rume_nts
Asian region. As the Taliban grapples to maintain its hofd natlpnal power, bY 5|multane9us!y engaging 1n
on governance, their authority and legitimacy facé;bonventmnal,.asymme'Fnc and ponllqnetlcl means ,Of
persistent challenges from local militants and transnationdp'fare. While terrorist organizations in Afghanistan
terrorist groups. This complex milieu proeisia space for CONtribute towards the avsening security environment,
state actors and militant groups to operate below ﬂ%eopolltma! factors  and regllonal rlvalrlgs are
threshold of a conventional war, by employing synchronizZ&gfespondingly further exacerbating the hybrid threat,
multidimensional methods of warfare. The objective of tfi§iich is driving foreign state actors to use Jmoifitary
paper is to help guide strategic thinking by understandiﬁ%OIS to instill their influence in the country.
the appliations of thg concept of hybrid Warfare in thg Afghanistanhas once again emerged as a hub for
context of the conflict in Afghanistan. This analysig;nsnational terrorism following the U.S. and NATO forces
examines the implications to regional security in South a@Hding their nearly twalecade long occupation in 2021
Central Asia, by exploring the current trajectory Ofinstitute for Economics and Peace, 2023; 2022; 2021).
Afghanistan’s perpetual war, which has led into a state according to the International Rescue Committee,
of "perpetual hybridity” resulting from hybrid strategies thak ghanistan topped the list of countries that has the highest
are directed by state and natate actors. risk of a deteriorating humanitarian crisis in 2022
(IRC,2022). The Global Terrorism Index of 2023 has also
ranked Afghanistan at the top of its list for the fourth
Keywords: Hybrid warfare, Perpetual WarPerpetual consecutive year, noting thatansnational and regional
Hybridity, Afghanistan, Taliban, Islamic State Khorasanterrorism has been thriving amidst a volatile security
Province (ISKP), Reginal Security, Battlespace environment (Institute for Economics and Peace, 2023). The
current dynamics of the perpetual war in Afghanistan is
precipitated by political instability, infighting within ¢h
I.INTRODUCTION Taliban regime, multiple internal conflicts, the humanitarian
crisis, the growing threat of transnational terrorism

The changing nature of armed conflicts in the Zlgliig_inating frgm ISKP, * geopolitical competitiong _and
Century is manifested by the advent of Hybrid warfariggional conflicts. Many of trse factors that are driving

which includes the synchronized use of conventional dﬁtgr}anlstams pefrpetuf;’;_ll Wahav_e aIIhco%verlged \(/jv_|t_h|n af
asymmetric strategies, combined with frailitary (non single theater of conflict, creating the ideal conditions for

kinetic) instruments of warfare that raprises€ political, hybrid threats that pessignificant implications to regional

psychological, diplomatic, informational, cyber anaecurity'

economic tools, which is reinforcing the strategic Il. METHODOLOGY
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Mujahideen in their offensive against the occupying Soviet

. . . , Union forces.
This paper will delve deep into the changing nature

of Afghanistans pertual state of war which has evolved

into a hybrid war that has the potential to last for . .
generations. Recognizing and examining these dynamics is Aga'“St_the_ backdrop of th_e ‘?'e“eat anc_i withdrawal
crucial when formulating effective regional policies aimedf the SovietUnion in 198ghe conflict in Afghanistan took

at fostering stability, peace, and developmeAfghanistan & NeW turn as competing Afghan militant groups were
and the wider region. This study is a qualitative research tﬁggaggd in an internal conflict to gain power. The aftermgth
will utilize secondary data sources shed light onthe of the internal power struggle resulte_d in the Taliban ousting
concept ofPerpetual Hybridity, This study willanalyzethe the Afghan government and capturing state poiwe the
fastevolving conflict trajectory oAfghanistan which has first t|m§|n Septemper 1996. These gvenFs uIt|-r-nater led to
transitioned to atate of perpetual hybridityherebyposing Afghanistan emerging as a hub for Jihadist militancy and a

grave regional securityimplications to the South angS@f¢ haven for Al Qaeda, which was the only major
Central Asian region. transnational Salafi Jihadist terror group at the time. The

9/11 terror aticks perpetrated by ADaeda, eventually led
I11. ANALYSIS to the Taliban regime being toppled in 2001 by the U.S.
intervention in Afghanistan. The withdrawal of U.S. forces
o ) from Afghanistan after a nearly 3@ar intervention led to
A. Within a state of perpetual conflict the Taliban overthrowing the Ashra&@hani regime and

The concept of a perpetual war is characterized %E}nexing state power. The perpetual war in Afghanistan

an ongoing conflict without a clear endpoint, with shiftin§ontinues unabated as it keeps taking a new shape through
hybridization of the conflict that is fueled by both

objectives and elusive enemies, while the classical conc;
of war is based on the notion of having a victor |aternal and external factors that has threatened the balance

vanquished, a truce, a surrender or an end result that [E{@We in the region.

to the termination ofa conflict (Hoffman, 2015). The absence of a clear endpoint and the multiple
Traditionally, wars were considered to consist of @Rynflicts that are occurring concurrently has contributed to
identifiable center of gravity, identifiable objectivese perpetuation of the conflict in Afghanistan, which has
specific  battlespaces, specific opponents and clgdgpled state and nmtate actors to engage belligerent
outcomes. forces by ging beyond a single battlespace, while focusing
Many scholars have often cited the p@i&tL "War more attention towards the n&imetic realm of warfare

on Terror" as an example of a perpetual war due to {ferguson,2022). Unlike the conflicts in Syria and Crimea,
ambiguous nature, lack of a defined battiefield, and tifi¢ current events have led to Afghanissaperpetual war
absence of a clear point of conclusion (Keen, 2006; Danf!Ving into a perpetual hybricconflict, which has
2005). However, the concept of a perpetual war has becdipaverged geopolitical interests, internal conflicts, regional
ever more relevant in the demt of Afghanistan. The conflicts and transnational terrorisnposing a major
theoretical aspects of a perpetual war in relation fggional security threatkonyshev and Parfenov, 2019).

Afghanistan is characterized by geopolitical interests, prok§)iS threatwill continue tokeep evolvingoy taking new
Feg‘ns despite successive military interventions and counter

wars, insurgency dynamics, regional conflicts, and resoult _ i )
competition (Gharji, 2012). insurgency campaigns. The hybrid threat stemmlng. from
Afghanistan can be used as a launchpad for a belligerent
The nature of Afghanistas conflict has state and nostate actors that will seek to exploit multiple
transformed in many stages since the early part of the 2odittlespaces by remaining lbe the threshold of a
Century, which is marked bgumerousinternal conflicé conventional conflict (Maizland, 2023).
that led to the deposition and assassination of several

monarchs. (Sarkees and Wyman, 2010; Hazfrah By The definitional ambiguity of hybrid warfare

McChesney1999). The involvement of foreign state actors Comprehending the concept of a hybrid war in the
played a key role in ending the 48ar reign of the final context of Afghanistas perpetual state of conflict is
monarch of Afghanistan, Mohammad Zahir Shah who WaSsential in order to identify its implications to regional

deposed following a coup d'état in 1973, which eventuallyc,rity. Over the years, the concept of Hybrid Warfare has
led to a period of political turmoihat resulted in constanty,qq subject to several defioital debates due to its

regime changers and political assassinations (Arnold, 198R\qetical ambiguity and due to it containing elements of
These events led to the Soviet invasion of Afghanistgher forms of iregular or asymmetric tactics and
which evolved into an extension of the Cold Way,-onventional or nomilitary strategies.

Afghanistan eventually emerged as a decisive theater for a

proxy war waged by the US Central Intelligence Agency The term hybrid warfare initially gained attention

(CIA) that was arming, training and funding the Afghaim the paper titledConflict in the 21st Century: The Rise of
Hybrid Wars authored by Frank G. Hoffman, who provided
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a broad conceptualization of a new form of warfare whigisychological, political, economic, and informational
has evolved from regular and irregular warfare (200@spects that are part ohgbrid warfare strategy (Bfrzi"%o,
According to Hoffman (2009) hybrid warfare consiet the 2020).

synchronization of strategies and tactics within multiple ] ] ) ]

domains of operations. Hoffman (2009) has asserted that: Russias annexation of Crimea which developed
»Hybrid threats incorporate a range of different modes gfo the conflict n Ukraine and HezboILemengagement of
warfare including conventional capabilities, irregular tactié:%rael' forces during the 2006 Lebanon conflict, can be taken

and formatbns, terrorist acts (including indiscriminatéS ¢@se studies of hybrid warfare. Russig/brid war in

violence and coercion), and criminal disorder. Hybrid wakd@ine included synchronized offensives that were

can also be multinodalconducted by both states and 8onducted across multiple battlespaces, which entailed
variety of nonstate actofs. Another significant cyber warfare; information operations which included

characterization of the phenomena of a hybrigtahwas PSYchological operations, disinformation campaigns and
highlighted by Russell W. Glenn (2009) whssertghat it fake news to fuel internabsial upheavals in the country;

is, ,an adversary that simultaneously and adaptivé?;‘?"t"_:‘f"l warfare st_rategles to crgate a fa\_/ourabl_e political
employs some combination of (1) political, miIitary,Cond't'on for Russiacovert special operationgspionage

economic. social. and information means. and @?tivities, the employment of private military contractors
conventional, irregular, cataspioic, terrorism, and such as the Wagner Group; and use of insurgeoups in

disruptive/criminal warfare methotis Ukraine as a proxy force (Wither, 2016). Similarly,
Hezbollahs operational art during the 2006 Lebanon

conflict against a far superior Israeli Defence Force, is a
_ i o classic example ahe applications of hybrid warfare gy
Despite hybrid warfare containing elements Gf;nsnational terrogroup that simultaneously engages in

asymmetric warfare, ) th? two te_rms have dif_f‘_aremultiple battlespaces (Piotrowski, 2015; Eilam, 2016).
connotations and applications. Hybrid warfare specifically

refers to the simultaneous use of a combination @f. The state of perpetual hybridity

conventional and unconventional warfare and/ agutar ) ) )

tactics, along with the use of ndinetic forms of warfare The current trajectory of Afghanistarconflict has

to achieve a specific strategic objective. On the contraﬂ:‘jﬂult"’m,eouSIy unveiled gll forms of warfare .|nclud.|ng
asymmetric warfare can be distinguished from hybrﬁg)nventmr_]al to_ uconventlor_lal warfare, low mtensny_
warfare, as it refers to a broader concept that encompaS9drontations, irregular tactics, proxy wars, asymmetric
various strategie and tactics used by weaker actors arfare, political warfare, urban warfare, siege warfare,

overcome the military advantages of stronger adversaffgdorism, insurgency, transnatl_onal crime, psychological
(Russel, 2004) warfare, cyber warfare and information waefarThe

security environment in Afghanistan is continuously

Accordingly, hybrid warfarewill entail the use of redefined by these simultaneous conflicts that are fought in
proxy forces, terrorism, covert operations, informatianultiple battlespaces. The evolutionary nature of
warfare, psychological warfare, ayb warfare, lawfare, Afghanistans perpetual war has created the conditions for
espionage, diplomacy, organized criminal activitieBybrid militant groups an@mbitious state actors that are
political subversions and economic incentives or coerci@mploying hybrid warfare strategies to fill the security
which is blended with conventional, unconventionalacuum that was followed by the U.S. and NATO
regular, irregular, and asymmetric tactics. The emergencevidhdrawal in 2021.
hybrid wafare has blurred the line between war and peace ) )
as battlespaces can be extended to includekimmtic = -In order to comprehend thg f,eg'oﬂa' security
realms of operation and it also includes the Weaponizing”?fpl'cat'onS to South and Central Asia, it is importent

non-military tools such as propaganda, economic faultlinéjse,'lve deeper into the factors that are driving Afghanistan

political systems humanitarianissues, natural resourcestoWards a hybrid war. The hybrid war in Afghanistarich

diplomatic channels and ethnic divisions (Stoker afi@Ses grave regional security implicationsueled by five
Whiteside, 2020). The ability to extend the battlespacef'twdamental factors:

multiple operational domains and by operating below tlrjﬁe_ Talibans transition from insurgency to goverean
threshold of a conventional war, which is known as a grey

zore € has empowered state and rgiate actors to employ2). The nexus between state and-state actors

hybrid strategies as a force multiplier. . . o
4 g P 3). Vibrant transnational hybrid militant landscape.

The significance of directing nemilitary
strategies as part of hybrid warfare has been incorporateé)i'
the most recent Russian military doctrine that hesnb 5) Regional conflicts andeppolitical influences
dubbed as the Gerasimov Doctrine, named after its architect,

General Valery Gerasimov. This doctrine introduces the
concept of New Generation Warfare, which focuses on the

nInformation and Ideological warfare
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Addressing the factors thahave contributed groups, ISKP and other Salafi Jihadist terror groups in the
towards thehybridization of the conflict in Afghanistancountry, which is generating new forms of conflict drivers
needs to be addressed in a multidimensional and integratedn already complex and volatile security environment.
manner that would combine bother kinetic and-kimetic The existence of several tribes and divisions within the
forces.Within a hybrid conflict landscapepth states and predaninant Pashtun ethnic grougdone has contributed
insurgent groups will & able to take advantage of thesewards perpetuating the conflict in Afghanistan. The
factors by ensuring its survival. complex militant landscapehas createda conducive

environment for a hybrid war that would further empower
state actors and militant groups to condugtrations by

Despite, Afghanistan facing less armed violence §oncealing  their  attribution and ensuring plausible
2022 and 2023 in contrast to previous years, the ongofifgiability.
humanitgrian c_r?sis, the threat_ of famine,_ worsening  Transitions of a hybrid militant landscape
economic conditions anthultiple internal conflicts have
aggravated the ongoing hybrid war (International Crisis The intricate nature of the militant landscape in
Group, 2022). The weaponizing of byproducts of war hAfghanistan has created an avenue for the perpetuation and
further redefined Afghanistas state of perpetual conflict,hybridity of theconflict following theTalibanstransitioned
leading to the most dominant Jihadist insurgenugs in from being the foremost insurgent group in Afghanistan to
the country€ Taliban, Al Qaida and ISKP engaging in aemerging as the caretaker government. Amongst the most
ideological and propaganda war. Maintaining dominanfiemidable transnational terror groups operating in the
within the informational (propaganda), psychologicatountry ISKP, Al Qaida and Al Qaida in ehlindian
social and political battlespaces is critical for their succesapcontinent (AQI) have gained significant prominence due
as it strengthenghe recruitment drive of these insurgertb its renewed capability of maneuvering within multiple
groups that have remained resiliatespiteenduring heavy operational domain&unarata, 2023; Fuard, 2021)

losses and strategic setbacks. ) -
The hybrid militant landscape hageated the

conditions for Afghanistan to hesed as a hub feegional
) ) ) _terrorist groups such as East Turkestan Islamic Movement
~ Following the Talibars resurgence, Afghanistan i§eTy\), Tehrike Taliban Pakistan (TTP/ also known as the
facing two notable insurgencieg (i). The republican Pakistani Taliban), Jamaat-Ahrar (TTP breakaway
i”S”fg_e”Cy led byth(_a National Resistance Front thagT;roup), Islamic Movement of Uzbekistan, Islamic
comprise of predominantly astaliban secular groups,penaissance P of Tajikistan, Jundullah (TTP breakaway

nonPashtun communities and members of the fomt?rroup) Lashkae-Islam, Lashkae-Taiba (LeT), Jaiste-
regime, and (ii). The Islamic State Khorasan Provinge .. (Led) " JaigeMohammed.  lslamic

(ISKP), which is the Afghan affiliate of ISIS (ISIL/ DaeShhenaissance Party of Tajikistan and Haukialihadal-
(International Crisis Group, 2023). Apart from these WO mi

major insurgencies in the country, the Taliban Is
encountering further security challenges that stem from When examiningAfghanistans hybrid militant
defectors, tribal/sectarian militant groups and ctumsler landscape, it must be considered that the Taliban is not a
clashes with neighboring statestbeir proxy forces. monolithic entity as it comprises of a coalition of various
) o tribal militant groups and insurgent groups. For instance, the

) An inherent characteristic _'n mqst protrac’Fed SOC'I‘i\laqqani Network which is the most prominent and one of
conflicts tha_t havc_—:‘ _Iasted ggr_1erat|ons IS the_o_b_\nous-d most powerful milént groups aligned with the Taliban
rooted ethnic, religious, political or social divisions. In R currently playing a significant role in their government,

hybrid war, state or nestate actors can weaponize angqying the overthrow of the Kabul regime in 2021. The
exploit ethnic/social divisions and fault lines, that would atose affiliation the Taliban maintains with the Haqgani

as a cataly< leading to cycles of competition and Conﬂ'Ctnetwork and aRaeda, is characterized by eridg

In the case of Afghanistas perpetual war, sectarian,iergenerational ties dating back to the @uiiet Afghan
divisions can be Weaponlzed,. ,Wh'le the nnrlltgry jihad of the 1980s. These alliances have further solidified
battlespaces such as theolifical, psychological, through the shared experience of combatting U.S. and

ideological, cyber and informational domains are utilized WATO forces. as well as through familial bonds, including
a synchronized manner. The success rate of Weaponi%mgrmarriage,s ’

sectarian and ethnic divisions as an instrument of warfare

can be determined by the Taliban and |SK&bility to dter Similarly, despite the Taliban, Al Qaeda and ISKP

perceptions and influence instruments of national powbaving ideological differences, a symbiotic relationship

while leveraging from the ensuing chaos and conflict thextists between the Afghan and other regional Jihadist

emanates from the incitement of such divisions. combatantsthat periodically migra¢ between different
militant groups (Sharifi, 2020; Fuardp21). Therefore, a

Many of thenon-Pashturminority ethnic groups significant characterization of the perpetual war in

have come under increasing threats fn@gional Taliban
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Afghanistan is marked by the insurgenability to morph information warfare operations was a key component to the
and evolve within a complex hybrid militant landscap@alibans capabilities of undermining the Afghan security
while weaponizing notkinetic instruments of warfare thatforces and toppling the Ashraf Gtiagovernment.The
would ensuresuccess at tactical and strategic levels. Itfisundation of theTalibans hybrid tactic was centered
within such a hybrid militant landscape, insurgencies led Gsound exploiting the informational and ideological space
the Taliban and ISKP have thrived over the years, desfiyepromoting their form of Islamist nationalism combined
being weakened due to loss of territory, leaders awith atrocity propaganda. The abuses within the Afghan
combatants. state and & close alliance with the U.S. was usesl a
catalyst to amplify the narratives of injustice and
persecution The online propaganda combined with the
The operational art of the Talibais a clear involvement in tribal politics and diplomacgowed the
depiction of the effectiveness in employingbrid warfare S€€ds of discontemainst the Ghani regimehich would
strategies, which eventualfgsulted in a far superior force€Ventually lead to a section of tifghan population
being politically,  psychologically and  militarily SUPPorting the Talibas cause.
outmaneuveredAccording to Benjamin Jensen (2021) who

&) However, the weaponizing of atrocity propaganda
was part of the NATO led Resolute Support Mission iy engaging in cyber politics is not a new tactic in warfare.

Afghanistan, the Taliban had executed a fourfold hybﬁi§|5 has been able to engage in its own forfinmcyber
strategy which focused on: isolating the Afghan militar}gomiCS through its online propaganda campaigns and

targeting  cohesion through thr(_aats by. using |tad_o ideological was by exploiting the social media space. The
propaganda and conducting information operationg;itiing hattlespaces between the physical to the online
Utilizing innovative forms of terror tactics to undermine thg, . 1ins has added a complex layer which triggers the

Afghan_gove_rnment Wh“_e Cr_ea“”Q_ a fear psychosi_s; aﬂgrpetuation of a conflicvithin the political, ideological
integrating diplomacy with its military and ndnetic and psychological space

campaigns that paved the wiay a peace deal between the
U.S. and the Taliban, which further undermined Ashraf In the current context the conceptualization of
Ghanjs government. hybrid warfare can be distinguished based on: the current
) . evolution and innovations in warfare; a rapidly evolving
_ The resurgence of the Taliban is a testament t0 ifs,jitical landscape: the @mee of a physical center of
resilience, despite it facing multiple superi@tate gaity: frequent engagement in cyber politics and online
adversaries, while engaging amaliban miltant groups j,sormation (propaganda/Psyops/misinformation)
such as ISKP _(GiUStOZZi’ 2022). The_ Tal_iksalability to _campaigns; and technological advancemé&mtor to the
avoid any decisive battles by blending irregular tacticfyinan and ISKRonducting multidimensional operations
while  simultaneously ~ exploiting ~ the  ndinetic i, 4 tygone era that did not possess the power of social
bgttlespa}ces by f:.onductlng mformatlon,- psychologlc%,edia, the Sri Lankan separatist insurgent group, Liberation
dlplgma_Uc and po_I|t|caI arfare was one of its key reasons‘aigers of Tamil Eelam (LTTE) successfully pioneered the
behind its success effortlessly taking over KabulSalt, jheqration of atrocity propaganda and cyber politics as part
2018). of their broader strategyDuring the three decade long
The Taliban has been able to outlast the US forcParatist war waged by the LTTE against the Sri Lankan
and overthrow a democratically elected Afghan governmé&te, the terror insurgent group effectively exploited cyber
by gaining tactical victories by using the umtainous SPace as a battlefro_m that W_o_uld.have significant internal
terrain and urban battlespaces to their advantage, wRffstical and geopolitical ramifications (Vidage, 2009).
avoiding any direct confrontation with the enem-)ll—he LTTE strategy of exploiting cyber space enabled the
(Trifkovic, 2022). However, for the Taliban to gain aferor group to galvanize both local and global support bases
overall strategic advantage, asymmetric and unconventidfidt Were capable of influencing instruments of national
military strategies aloneould have not sufficed. In orderPOWer. The LTTEs strategy of engaging imultiple
to outlast the U.S. and succeed in overthrowing an eledb&itlespacesind leveraging the notkinetic domains is an
government, the Taliban had to engage in its own form&&'1y depiction of an insurgestuse of hybrid warfare
political warfare by using propaganda tools within the cybgifategies. . The LTTE nonkinetic operations that were
and informational domain to discredit the AashGhani aimed at influencing specific target audiences both locally

regime which was embroiled in accusations of corrupti@fd globally is an operational ahatis nowfollowed by
and human rights abuses. ISIS, Taliban Hezbollah and ISKP

E. Operational Art of the Afghan insurgency

The Taliban had executed its most successfft Regional conflicts and geopolitical influences
psychological operation by giving an ultimatum for the Over the decades, the geopolitical interests in

Afghan government forces to surren_der with the|_r Weap%ﬁ;hanistan have been defined by several factors, including
or ele the Afghan government soldiers, and their familigs gt ategic location, access to natural resources, economic
would face death if they resisted. Psychological angortunities, regional rivalries, and counterterrorism
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efforts. Afghanistan is posithed at the crossroads offalibans offensive against NRF in Panjshir valley.
Central Asia, South Asia, and the Middle East, and tRekistans strong affiliation with key Taliban coalition
landlocked country maintains a geostrategic nexus betweantiners such as the Haggani network has been described by
multiple spheres of influence (Voje, 2021). Throughotite U.S. Joint Chief of Staff Mike Mullen as,de facto
history, Afghanistan has been dubbed assginaveyard of extension of the ISt. ISI was able to successfully exploit
empres especially since the balance of power in the regisnlnerabilities within the no#kinetic battlespace that
has been affected by events that led to the defeat of histeriabled Islamabad to install a Taliban governmentsatd
superpowers that includes the militaries of Alexander ttre stagdor the militant group to gain legitimacy withan
Great, Great Britain, USSR and now the United Statéerge sectionof the international communityTrifkovic
Currently, the convergee of internal and regional(2022) assertgPakistans involvement in Afghanistan was
conflicts, combined with geopolitical influences hadgled in itself a striking example of a complex, long, and
a new lay to thetate of perpetual hybridity in Afghanistaneminently successful hybrid warfare operation. It was
and it is paving the way for instability in the wider region.directed directly against the U.S. and itseal]iand indirectly
o against India, in pursuit of Islamahad geostrategic
_The historical influence of the Great Gan@ld e ctives. All along, the pretense of partnership with the
War rivalries, and ~contemporary power strugglg§ s was successfully maintained due to the inexplicable
exemplifies the shifting balance of power, which has begg utterly selflefeating willingness of American

intricately connected to its regional dynamics. In the currefificialdom to pretend that all was well, even after the
context, countries such as USA, Pakistan, Iralﬂlling of Osama bin Ladefh '

Turkmenistan, Tajikistan, Uzbedtan, China, India and
Russia, have substantial interests in Afghanistan and hBa&istan will seek to leverage its success in the Afghan
historically played influential roles in shaping its politicaheater by trying to mediate between dissenting parties that
and security environment. Middle Eastern nations suchaae within the Taliban. While the ISI providesilitary,
Saudi Arabia, UAE, Qatar and Turkey have continued technicaland financial support to ensure tentinuityof a
influence Afghanistars internal affairs by being a key donofraliban government, Islamabad will seek to build alliances
to the country. In recent times the Middle Eastern states hanth the many militant and tribal groups that maintain
contributed towards the Talibanefforts to transition from influence and power in Afghanistan. The capability of
a militant group to a legitimate state actor, as this is evidamaponizing byproducts of a conftt are an essential
in Qaar,s role in facilitating the Doha Talks that led to theomponent of hybrid warfare. Those internally displaced by
2021 U.S. and NATO withdraw#&lom Afghanistan war can be used as a source of human intelligence
) ) ) (HUMINT) and a more lethal force when operated as a state
The evenj[s tak'”g place in Afghanistan has':t;\nctioned proxy forc@®uring all conflicts in Afghanistan,
attracted the at.ter?t|on of regional powers thqt are attemptt‘@ﬂjgeeshave been used by ISI as proxy militants or
to secure their interests by employing figbwarfare e ligence assets, that would provide Islamabad a strategic
strategies that are below the threshold of a conventional Vgl%antage over IndiZhe nexus between state and sbate

Qlobal security - expert, David. Kilcullen (2020), haﬁctorswill inevitably fuel more conflict within the region as
introduced the theory known agminal warfare which this would pose direct sedty implications to India.

illustrates how state and nsfate actors are engaging ifbayistan will havean option of maintainingplausible

Warfgre within agrei(,zor?e that does not 9“?'"3’ to b%eniability when using such proxy forces to undermine
considered as a justification for war or retaliation. SUChIr?dia in the conflict in Jammu and Kashmir

condition is applicable to the current hybrid war that has

engulfed Afghanistan, which has emerged as a geopolitical Afghanistan will continue to remain strategically
pivot (Chakravarty, 2021). The perpetda hybrid significant to India ad Pakistan, as long as hostilities and
environmenthas led tostate actors to conduct covertension between the two states remain constant (Dormandy,
multidimensional operations tmstill their influenceby 2007). Indias geopolitical ambitions in Afghanistan are
winning wars without fighting. The events unfolding iprimarily driven by the objective of countering Chisa
Afghanistan is continuously shifting the threat perceptioimdluence in the region and countering Pakissanfluence

due to a constantlyarying strategic interelationship in Afghanistan. Both these factors that have centered around
between US, China, India, Pakistan and Russia that Afghanistan are part of Indig broader strategic priority in
battling to enforce a rebalance to the region (SanaullehsuringNew Delhjsinterests are secured.

2019). : , . o
Since the fall of thérst Taliban regime ithe wake

The successful results of dybrid operation of 9/11, India hasheen at the forefront of efforts to rebuild
conducteddy a state actdn Afghanistan iexemplified by Afghanistanby becoming a leading provider dhancial
Pakistans premiere intelligence agendy Inter services and humanitarian assistance (Betigeri, 2021). Defpiie
intelligence (ISl) Pakistanps hand in ensuring the Talibarmaking significant investmentsin Afghanistan, the
successful transition from militant to government wassurgence of the Taliban has altered lyediafluence it
evident when the ISI Chief, Lt. Gen. Faiz Hameed, wasce maintained with the Ghani regime. The inability to
present in Afghaistan during the concluding phase ofounter the rise of the Taliban and the incapacity to prevent
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Chinas expansion into Afghanistan are strategic failures bombers have joined ISKP, leading to several deadly attacks
the part of Indiawhich eventuallyed to Pakistan emergingtargeting Chinese nationals in Afghanistan and Paki&gn.
triumphant inAfghanistans hybrid war. providingsubstantial aid packagand economic incentives
o . to Afghanistan, Chinwill hold significant leverage over the
However, India will have to adapt to the changing,inan The ChinaPakistan partnership will be bolstered

regional securllty environment as thg Afghan Igssgn China's substantial financial resources and Pakistan's
proved that policymakers and strategists in Nethi will close relationships with the Taliban, creating a strong axis

have towork towardsa counter hybrid warfare strategy WQuith interests deply intertwined in the affairs of
undermine Pakistas dominance in the Afghan theaterAfghanistan

India is in a position to negotiate with ahtaggani network

militant groups and anfPakistani militantswith the aim of The Afghan conflict has fareaching implications

gaining astrategic foothold in Afghanistan. India will seelat the regional level, given Afghanistan's geographical

to exploit any internal fractionalization of the Taliban thatroximity to six neighboring countries: Pakistan, Iran,

would lead to undermining Pakistarhold orAfghanistan Tajikistan, Uzbekistan, Turkmenistan, and i@hi(Strand
and Harpviken, 2001). Each of these nations holds distinct

As a Ch|-na ar-ld Paklstgn backe-iﬂ'ahba-n interests concerning the conflict, leading to the pursuit of
government consolidates iwer, India ha realigned its yerse political strategiedhis is clearly depicted ithe

foreign policy by making attempts to build strong alliancgs,, atghan relationsvhich have deteriorated significantly
W't_h central Asian s-tates..ln 20,21’ '“‘?’aore'@!” mllnlster S andis marked with regular border skirmishes following the
Jal_shankar held W'dmngmg dlscus_S|ons with his centrakom Taliban takeover of Kabul. Iran has also been engaging
Asian counterparts which had a primary focus on security.; hroxy war by providing military and financial support
economic cooperf-;mon.and the “SI.'{U&'[IOH. in Afghan!sta{& the National Resistance Front and other Shia Muslim
During this summit India and Tajikistan signed a series mnority groups that havecome under the grip of
agreements on security cooperation (Economic TiM@gycecition following the Taliban takeov&imilarly, an
2021). India's recent interest in ti@entral Asian states g\ ,ing border conflict between Kyrgyzstan and Tajikistan

(Kazakhstan, Kyrgyzstan, Tajikés, Uzbekistan, and is adding further complications to the regional security

Turkmenistan) arises from the necessity to engage Willyironment thatvill have aneffect on Afghanistan. The

developments in  Afghanistan. While —this renewggl ipje regional conflicts have creatad environmentor
engagement between India abentral Asian statesay not war to be perpetuated by means pfoxy, political

immediately yield significant benefits for New Delhi, th%ubversions diplomacy, economic sanctiomormation

potential consaugnces of disengagement are greater. In(aﬁerations cyber operationsnd other notkinetic forms

runs the r.isk of beiqg exclgded from develop.me.nts that is constantly altering thérajectory of Afghanistars
Central Asa and specifically in Afghanistamnd this risk conflict.

has even led to New Delhi opening a back channel to

explore the options of working with the Talibaegime The regional security implications that have

(Basit, 2021) These backchannel talks eventually evolvdthnspired due to the rise and growth of ISKP has created an

into an Indian delegation visiting Kabul and holdingpportunity for the Taliban to project an image that they can

discussions with senior members of the Taliban governmiaverage within the geopolitical realm. Theerief ISKP

in 2022 which indicates that India is shifting from itsaalong with the plans of withdrawing American and NATO

previous antiTaliban stance. troops from what has been viewed as an unwinnable

] » ) ) protracted war, set in motion events that would lead to the

) Chma's _ambmor_ls ”f' Afghan|§_tan are Closelk\j.s. signing a peace deal with their onetime enemy. The

aligned with Pakistan, primarily due Eeijing,srole as a pop, Talks set the foundai for the Taliban to annex state

crucial financial ally and a counterbalance against Ind'Bewer by overthrowing the government in Kabul by

hegemonyin the region. China's interest in engaging Wilhieyging to the U.S. to prevent Afghanistan being used as a
the Taliban stems from three strategic objectives: comba for transnational terrorism by groups such as ISKP and

terrorism that stems from ETIMpimarily Chinese Uygur Al Qaeda, in return for a complete troop. The U.NcuSity

Mushms.), |nv-e.s'F|ng n mlnerall respurces and Oth%,rouncil unanimously backed the deal with the Taliban,
economic activities, a_nd ext_endmg itselB and Road which was perceived as the best of the worse alternatives
Initiative (BRI) to establish regional hegemony (Russel aegnsidering that the global security agenda has primary
Berger, 2020). The militant group ETIM which maintaing, s on neutralizing ISKP, which is perceived as more
close links to ISKP, is using Afghanistan as a hub to condighi~a| than most other hidist groups operating in the
Iow intensity_ confronta_lti_c_ans and_ terrorist attadhsthe_ country. However, the drone strike which killed Al Qaeda
Chineseprovince of Xinjiang which borders Mongolia,qqqer, Ayman al Zawahiri in Kabul in 2022 proved that the
Rus§|a, Kazakh;tan, Kyrgyzstan, Tajikistan, Afghan'Stafhliban was not sincere in its plans of preventing Al Qaeda
Pakistan and India . China has secured a commitment fipga, operating in Afghanistan. By conducting decstrikes

the Taliban to counter the ETIM militants and to prevegyiiar 1o the one that killed al Zawahiri, the U.S. has clearly
them from using Afghanistan as a hubtieeir activities. In

recent times ETIM militants and Uygur Chinese suicide
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displayed its intentions of continuing to be involved ia major role in their ambitions of using Afghanistan as a
Afghanistan through thejjOver the Horizofficampaigs.  launchpado conduct terror activities irhe regionwith the

, , _aim ofregainng its global appeal that has been overtaken
Much like the Taliban, ISKP has been conducnq%, ISIS (Rohan Gunaraan2023).

its own tribal foms of diplomacy to gain the support of

tribal groups and Jihadist networks. Many regional and Thethree key elements that are fueling the state of
Pakistani based Jihadist groups have already pledged theipetual hybridity in Afghanistan atbe complex militant
support to ISKP which makes them a formidable contendiymamics in Afghanistgamegonal conflicts and insurgengy
that would challenge the Talibaninternal hegmony in andgeopoliticalcompetitiors. These three elements which
Afghanistan. While creating alliances with regional jihadistre intertwined will createew forms ofegional threats that
networks and winning over a significant support base in thél continue to evolve primarily due to the shifting
rural parts of  Afghanistan, ISKP will seek t@ain a battlespaces that have created new centegganfity. As
global support base that is driven by regional conflidhng asthe focuson Afghanistans conflictremainson the
specifically n regions such as the Afgh&akistan border tangible factors, the lack of foresight on thenkinetic
known as the Duran line, Baloch insurgency in Pakisten, battles will yield a detrimental outcome for regional
conflict in Xinjiang province which has led to large numbesecurity.In Afghanistan and in most hybrid wars the battle
of Uygur Muslimsjoining ETIM which collaborates with within the mychological, diplomatic, informationatyber
ISKP and the conflict in Kashmir. ISKis galvanizing their and political domains will determine the outcome of a
support base by discrediting the Taliban, while incitingcanflict in a globally digitalized ereDue to the convergence
sectarian conflict by continuing to target minority religiousf geopolitical interests and militant dynamics, the cycle of
groups and Shia Muslims in Afghanistan. The additionafghanistans perpetual wahas pavedhe way for a state
layers within Afghanistais conflict that has also becomef perpetual hybridity, which is threatening regional security
intertwined with regional conflicts will create then South and Central Asia.
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Abstract € This study explores the interconnectedness of
climate change and human security in Sri Lanka and its

broader implications for Small Island Developing States (SIDS) | INTRODUCTION
in the Indian Ocean region. The research addresses a critical ) o .
gap in understanding the coneplrelationship between climate Climate change poses significant risks to human

change impacts and the challenges faced by human security $¢CUrity, particularly in small island states within the
Sri Lanka, with implications fosimilarly vulnerable island INdian Ocean region (IPCC, 2022). The impacts of
nations in the Indian Ocean region. The research problenflimate change, such as rising sea levels, increased
stems from the recognition that climate changoses frequency and intensity of extreme weather events, and
substantial risks to human security in Sri Lanka, particularly inchanges in precipitation patterns, have-réaching
SIDS in the Indian Ocean region. The objectives of thi§onsequences for the wéléing and livelihoods of
research are texamine the specific impacts of Climate Changd?0Pulation in these vulnerable island nations (UNEP,
on Human Security in Sri Lankassess thelimate change 2020). Among these countries, Sri Lanka stands as a

induced Human Security challenges faced by Sri Lamkal ~COMPelling case study to explore the intersection
recommend evidendmsed adaptation and mitigation between climate change and human security. This small
strategies to Sri Lanka aratherSIDS inthelOR. The research  island state faces a range of climegtatedchallenges,
methodology features a qualitative approach blending desincluding coastal erosion, loss of land, water scarcity, and
review with participatory metids, like case studies, enabling diSruptions to agriculture and food security (Ministry of
a comprehensive exploration of the research problem. AMahaweli Development and Environment, 2016).
participatory approach involves Focus Group Discussiond/nderstanding the implications of climate change on
(FGDs) and semstructured interviews with affected NUman security in Sri Lankaan provide valuable
communities, local leaders, and experts. Data analysis amploinsights into the broader context of climate change
the Conflict Tree Visualization tool to illustrateauses impactsonSmall Island Developing States (SIDSYhe
problems, and effects. To bolster reliability, a triangulation!Ndian Ocean region and inform the development of
approach crosseferences data from various sourcekhe effective adaptation and mitigation strategies to
results demonstrate that climate change exacerbates existifgfeguard the wetbeing d vulnerable communities.
vulnerabilities and poses significant threats to human security

in Sri Lanka and other SIDS in the Indian Ocean region. The Studies have extensively examined the impacts
findings reveal the interconnected nature of climate chang@f climate change on various scales, including global,
impacts and human security challenges, highlighting thé@dional, and local levels (Smith et al., 2019; UNEP,
necessity of integrated apmrches that address social, 2020). However, there is a noticeable gap in
economic, and environmental dimensions. In conclusion, thisomprehensive research that specifically addresses the
study emphasizes the significance of enhancing resilienddlique challenges and vulnerabilities facedIpS in
measures and strategies to protect vulnerable communities at@e Indian Ocean region. ThesdDS including Sri

ensure sustainable development in SIB$he Indan Ocean  L@nka, possess distinct so@sonomic and geographical
region. characteristics that significantly influence the way

climate change impacts human security @RQ022).

Keywords: Climate Change, Human Security, Sri Lanka, Despite the existing literature on climate change and

Small Island Developing States, Indian Ocean Region human security, it often fails to providedepth insights
into the specific risks and coping mechanisms of

vulnerable communities i8IDSlike Sri Lanka, thereby
leaving a research gap thatecessitates focused
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investigation (Smith et al., 2019; Ministry of Mahaweli It encompasses various dimensions, including
Development and Environment, 2016). military, economic, political, and environmental security
(Mendis, 1992). The UN General Assemblgport
The research problem at hand delves into thentitled "Climate Change and its Possible Security
intricate relationship between climate change and humdmplications" (A/64/350) addresses various points
security in Sri Lanka, with a broader ppective on its related to the impact of climate change on SHD8 their
implications for SIDS in the Indian Ocean region. Thissecurityimplications(UN General Assembly, 2009).
study seeks to address a critical research gap by
providing a comprehensive understanding of the specific The report recognizes climate change as a
challenges confronting vulnerable communities in thesignificant threat to SIDS due to their geographical
face of climate change. vulnerabilities. It highlights the security implications of
climate change for SIDS, including the potential for
The primary objective of this research is toincreased conflict over scarce resources, digpent of
investigate and analyze the precise impacts of climatgopulations, and damage to critical infrastructure.
change on human security within the context of Sri
Lanka. Another objective is to assess and identify the Additionally; UN General Assembly, 2009
specific human security challenges exacerbated bgmphasizes the concept of human security, which
climate change in Sri Lanka. The final objective of thisincludes protection from climaieduced threats such as
study is to provide evidendeased recommendations for food and water scarcity, loss of livelihoods, and forced
adaptation and mitigation strategies, not only for Srimigration. Furthermore;jit highlighted that theclimate
Lanka but also for otherBS in the Indian Ocean region change mitigation and adaptation effocan contribute
facing similar challenges. to conflict prevention in SIDS by addressing the root
causes of potential conflicts related to resource scarcity.
This researchendeavourgo shed light on the
complex interplay between climate change and human Within the UNFCCC framework, the National
security in Sri Lanka, ultimately offering valuable Adaptation Plan (NAP) process was established. This
insights and actionable strategies to safeguard the wefirocess assists countries iigentifying their specific
being and livelihoods of vulnerable populations, bottadaptation needs and formulating strategies to address
within Sri Lanka and across the broader Indian Oceathese needs effectively (McGray, 2014). A significant
region. milestone occurred in 2015 during the Conference of
Paris, where 196 countries collectively adopted the Paris
Il. LITERATURE REVIEW Agreement.This legally binding international treaty on
climate change aims to limit global warming to below 2
The nexus between climate charagelhuman degrees Celsius, with a preference for 1.5 degrees
security has gained increasing attention on the glob&elsius. To contribute to the global goals outlined in the
arena. The United Nations (UN) was founded in thdParis Agreement, countries have committed to
aftermath of WorldWar Il with a core mission of developing and implementing their Nationally
ensuring international peace and security, as articulatddketermined Contributions (NDCs). These NDCs
in the charter's preamble: to" save succeeding encompass national climate action plans that include
generations from the scourge of WgUN, 1945). This targets for reducing Greenhouse Gas emissions and
historical context underscores the foundational role ofnhancing adaptation efforts (Streck et al., 2016).
peace andexurity in the UN's mission. In 1992, the
United Nations Framework Convention on Climate The United Nations Security Council is an
Change (UNFCCC) was adopted during the Rio Eartimportant instrument for integrating climate change and
Summit. This landmark framework aimed to prevenenvironmental considerations into peace and security
"dangerous" human interference with the climate systenpolicymaking. As of May 2021, the Security Council has
Importantly, it acknowledged the critical importance of recognized the adverse effects of climate change among
both climate change mitigation and adaptation irotherfactors. For example, in its Resolution 2527 (2020)
maintaining peace and preventing confliit®NFCCC, on Somalia, the Council recognizes €the adverse effects
1992). of climate change, other ecological changes, natural
disasters, among other factors, on the stability of
National security comprisesieasures taken by Somalia, including through drought, dedeettion, land
a state to ensure the safety and vibaling of its citizes, degradation, and food insecurity (UN Security Council,
protect its sovereignty, and safeguard its territorial2020).
integrity against internal and external thredts
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For the first time, the 2020 annual report of the(IAGN, 2023). Initiatives like the Local Communities
UN SecretaryGeneral on women, peace, and securityand Indigenous Peoples Platform (LCIPP) under the
includes a dedicated section on climate change and it#NFCCC aim to facilitate knowledge exchange and best
peace and security ffications. The report urges practices for holigt mitigation and adaptation.
governments to integrate climate change considerations
into their National Action Plans on women, peace, and Fragility, as defined by the Organisation for
security. Economic Ceoperation and Development (OECD),
encompasses the combination of exposure to various
To help countries achieve the ambitious globalisks and the limited coping capacity of governments,
prevention agenda, United Nations Common Countrgystems, or communities toamage, absorb, or mitigate
Analyses UN CCAs) are carried out as an inclusive,these risks. Fragility manifests across multiple
multi-stakeholder process to assess gaps, opportunitiéémensions, including environmental, political, societal,
and strategic direction at the country level. Ensuring thatconomic, and security aspects. This multifaceted nature
UN CCAs are informed by integrated climate securityof fragility can result in adverse outcomes, such as
analysis is an important step in delivering ey inter  violence, pwerty, inequality, displacement, and
related SDGs. To this end, several existing globa¢nvironmental and political degradation (OECD, 2020).
frameworks provide the foundation for poliayaking to
address climateelated security risks. Resilience, in contrast, refers to the capacity of
individuals, communities, and states to withstand and
Further, the 2030 Agenda, adopted by worldrebound from shocks while positively adapting to long
leaders in 2015, is a comprehensive "plan of actiwn f termchanges. Resilience efforts may involve substantial
people, planet, and prosperity.” It includes 17 Sustainabteansformations in core structures and institutions,
Development Goals and 168rgets.Responsive action making them better suited to evolving environments
on climate security can help us achieve goals on clima{®ECD, 2018). Building resilience hinges on inclusive
action (Goal 13), inclusive peace (Goal I8yong other and sustainable development, addressing léas,
goals on sustainabilitynclusion, and peace. reinforcing institutions, and ensuring that development
strategies integrate risk considerations. This approach, as
This recognizes that climate change and humaamphasized by the United Nations and World Bank,
security are deeply interconnected. Beyond armetepresents a powerful means of prevention in the face of
conflict, insecurity exists in various forms and at multiplefragility and climaterelated challenges (United Nations
levels, including political, economic, community, andand World Bank, 2018).
personal. Thizomprehensive understanding highlights
that "sustaining peace" encompasses activities aimed at Sri Lanka's extensive coastline, including major
preventing the outbreak, escalation, continuation, andities like Colombo and Galle, is exposed tolexal rise
recurrence of conflict (United Nations, 2017). and coastal erosion. Studies indicate that this threatens
infrastructure, displacescommunities, and disrupts
To broaden the understanding of security, thdivelihoods (Seneviratne et al., 2020T.he island
concept of iman security has gained prominence. Thigxperiences an increasing frequency of extreme weather
approach encompasses a range of security risks thatents, including cyclones and heavy rainfall. These
affect people's daily lives globally, including threatsevents lead to flooding, landslides, and property damage,
related to climate change, such as food insecurityparticularlyin hilly regions (Munasinghe et al., 2019).
displacement, and health issues (UNDP, 1994). The
literature highlights contemporary challenges in the Irregular monsoons and shifting rainfall patterns
context of climate change, and humsgcurity. Rising impact agriculture, the backbone of Sri Lanka's economy.
internal displacements associated with both disasters aflop failures result in food insecurity, affecting both
conflicts (IDMC, 2023), coupled with an increasingrural and urban populations (Hettiarachchi et 2018).
number of people in need of humanitarianistasce Prolonged droughts have intensified water scarcity issues
(OCHA, 2023), underscore the urgency of addressinm Sri Lanka. This has implications for drinking water
these interrelated issues. Nevertheless, a significastpply, agriculture, and hydropower generation
funding gap hinders effective humanitarian response@$ernando et al., 2021).
(OCHA, 2023).
Vulnerability is often tied to socioeconomic
Effective strategies for addressing climate status. Lowincome and marginalized communities lack
related security risks mustvalve diverse stakeholders, the resources to adapt effectively. Women, in particular,
including local communitiesand indigenous peoples face gendespecific vulnerabilities due to societal norms
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and limited access to resources (UNDP Sri Lanka, 2020affected communities and conducting sestnucured
Coastal communities are at the forefront dimate interviews with community members, local leaders, and
impacts. Vulnerability is exacerbated by inadequatsubject matter experts. FGDs promote open dialogue
housing, sanitation, and infrastructure in these areasmong community members, fostering a collective
(Hapuarachchi et al., 2017). understanding of their challenges, while interviews
provide indepth insights from key stakeholder

Climate change exacerbates health risks,
including the spread of waterborne diseases during floods Data analysis is facilitated by utilizing a
and heatelaed illnesses during extreme heatwavesConflict Tree Visualization tool. In this method, the
Vulnerable populations face increased health disparitiesauses of the issues under investigation are depicted as
(WHO Sri Lanka, 2019XCommunities heavily reliant on the roots of the tree, the core problems as the trunk, and
natural resources, such as forests and fisheries, ate resulting effects as the branctesl leaves. This
vulnerable to ecosystem changes and degradati@edau visual representation offers a clear and structured way to
by climate change. Disruptions in these sectors affecinderstand the complex web of causation, problems, and
livelihoods (ADB, 2020). effects.

Sri Lanka has implemented a range of policies To enhance the validity and reliability of the
and strategies aimed at enhancing climate resiliencBndings, a triangulation approach is adopted.
disaster preparedness, and adaptation. These initiativEBangulation involve crossreferencing multiple data
encompass thestablishment of early warning systems,sources and research methods. By combining
the implementation of climateesilient infrastructure information gathered from desk reviews, FGDs, and
projects, and the development of comprehensive disasteterviews, the study can ensure that the findings are
management plans (UNDP Sri Lanka, 2020). robust and consistent. This method reduces bias and

enhances the overalledibility of the research.

Local communities have developed adaptive
strategies through eoamunity-based organizations, Throughout the research process, ethical
sharing traditional knowledge, and implementing lecal considerations are diligently addressed. This includes
level projects. These initiatives enhance resilience angbtaining informed consent from all participants,
coping capacity (Jayatilleke et al., 201%ri Lanka ensuring confidentiality and anonymity of sensitive
receives support from international organizations anthformation, and adhering toestablished ethical
donors 6 enhance its climate resilience efforts, includingguidelines for research involving human subjects. The
infrastructure  development and capaditylding ethical framework underpinning this study safeguards the
programs (World Bank, 2021). well-being and rights of all individuals involved in the

research.

Given the increasing urbanization in Sri Lanka,
there is a need for-idepth studies on urban vulnerability V. ANALYSIS OF THE STUDY
to climate changeand the effectiveness of urban
adaptation measuredssessing the effectiveness of In Sri Lanka, the impacts afimate change are
climate policies and their alignment with the needs oévident in various sectors. According to the Climate Risk
vulnerable communities is essential for informed pelicy Index 2021, Sri Lanka ranks among the countries most

making(World Bank, 2021). affected by climate change in terms of extreme weather
events (Germanwatch, 2021). The country has
. METHODOLOGY experienced an increasethe frequency and intensity of

extreme weather events, such as floods and cyclones. For
This study employs a qualitative research instance, between 2000 and 2019, Sri Lanka witnessed
approach, combining both desk review and participatorg9 major floods, affecting over 12 million people and
methods, including case studies. This approach enablesesulting in significant economic losses (National
comprehensive exploration of the research problem bRisaster Minagement Centre, 2020).
drawing from existing knowledge and engaging with
affected ommunities directly. The impacts of climate change also extend to
coastal areas in Sri Lanka, where -Bagel rise and
To capture the nuanced perspectives andoastal erosion pose significant challenges. According to
experiences of those most impacted, this studissanayake et al., 2021, Sri Lanka's coastline has been
incorporates a participatory approach. This involvegxperiencing an average erosion rate oft0.3.6 meters
conducting Focus Group Discussions (FGDs) wittper year, resulting in the loss of land and displacement of
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coastal communities. These coastal vulnerabilities nai. Analysis of Case Study 1: Coastal
only disrupt livelihoods but also create social and/ulnerability in Jaffna Peninsula
economic tensions, potentially leading to conflicts over
resources and ditacement. The case study of coastal vulnerability in the Jaffna
Peninsula illuminates a grave and multifaceted issue
Sri Lanka is projected to experience aexacerbated by climate change. The analysis of this case
substantial loss of 1.5% of its GDP by 2050 due tstudy encompasses arxaeination of the causes,
climaterelated issues. This stark prediction underscoregsroblems, and effects of coastal vulnerabilityJaffna
the pressing urgency of taking decisive climate action tpeninsula
mitigate these impacts effectively.iSranka's climate
ambition encompasses a dpabnged approach. Firstly, 1) CoreCauses
it involves the launch of Sri Lanka's Climate Prosperity
Plan 2022, which focuses on achieving green growtRising Sea Levels:The documented average dewgel
through the generation of renewable energy. This plarnising rate of 1.4 to 3.5 mm per year over the past few
leverages the advam@s of wind and solar energy to decades presents a significant challenge. This dangerous
facilitate economic restructuring, particularly following trend amplifies the risk of coastal erosion, coastal
the financial crisis of 2022. flooding, and saltwater intrusion, all of which threaten
the livelihoods of coastal communities.
Secondly; Sri Lanka is actively supporting the
establishment of a Climate Justice Forum, a platforrirregular Weather Patterns: The erratic weather
designed to foster international llatoration in patterns resulting from climate change bring irregular
addressing climateclated challenges. These challengegprecipitation to Jaffna. These unpredictable climatic
encompass a wide range of issues, including loss afidictuations undermine the resilience of coastal
damage, adaptation, and mitigation. Recognizing theommunities, rendering them-#élquipped to cope with
finite nature of global resources, Sri Lanka placeshe unpredictability of their changing environment.
strategic emphasis on areakere maximum results can
be achieved in the realm of climate action andnadequate Infrastructure Development Unplanned
environmental sustainability. and insufficient infrastructure development along the
coast exacerbates the region's vulnerabilBoorly
Sri Lanka has presented two noteworthyconstructed buildings and roads in flepbne areas
proposals on the global stage in 2022. First, it advocatesnplify the risks faced by residents.
for the establishment of an International Climate @gan
University, envisioned as a research and developmehtind Degradation: Activities such as deforestation,
platform dedicated to advancing climate mitigationimproper land use, and unsustainable agricultural
actions. Second, Sri Lanka has introduced the Tropicakactices collectively lead to soil erosion and weaken
Belt Climate Ambition Project, whichcentres on  natural buffer against coastal vulnerabilities.
biodiversity conservation, renewable energyjatibn,
naturebased solutions, and pollution control within theLack of Climate Adaptation: Traditional agricultural
tropical belt. This project aims to make a positive globapractices and livelihoods in tRaffnaare often ilisuited
impact in the fight against climate change. for the evolving climate. Communities struggle to adapt
to changing conditions, which finer compounds the
This comprehensive research delves into theconomic and livelihood challenges they face.
multifaceted realm of climatmduced vulneabilities and
their farreaching effects in the context of Sri Lanka. Four ~ 2) Core Problems
distinct case studies were meticulously conducted, each
in different geographical areas, carefully selected basetioastal Erosion This issue is pressing, and data from
on their susceptibility and the frequency of particularlythe Sri Lanka Department of Coast Conservation and
devastahg natural disasters. Coastal Resource Management (2019) indicates an
alarming average coi@s recession rate of 1.2 meters per
The analysis employed a Conflict Treeyear. Coastal erosion threatens infrastructure and habitats
Visualization tool, a robust method that unveils thdn Jaffna.
intricate relationships between tleore causes, core
problems, and profound effecsiemming from these Coastal Flooding IPCC 2022 predicts a surge in
environmental vulnerabilities. extreme weather events, including heavy rainfall and
storms, leading to coastal inundation. Recent data
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indicates a 25% increase in the frequency of floods ovelisruption. This social upheaval reverberates through
the past decade indghlaffna Peninsul&urhter; oastal these closé&nit communities, disrupting the very fabric
flooding disrups communities and infrastructure. of their societies and eroding their cultural heritage. The
complex challenges posed by such social disruption call
Saltwater Intrusion: Saltwater intrusion significantly for comprehensive and culturally sensitive responses,
affects crop yields, with fertile paddy fields lost due torecognizing the deeply rooted connections to land and
this issue. Additionally, it compromises the quality oftraditions held by these communitigsddressing these
drinking water, posing health risks and increasingocial dimensions is paramount in formulating effective
vulnerability to waterborne diseases. strategies for climate resilience in tha&ffna peninsula

Agricultural Loss: The intrusion into arable lands In summary the case studyf the coastal
results in the loss of fertile paddy fields, affecting localulnerability in the Jaffna Peninsula underscores the
food security and the nutritional wddeing of severity and complexity of this issue. Climate change
communities. induced factors, inadequate infrastructure, and a lack of

adaptation measures compound the challenges faced by
Resource Scarcity Prolonged coastal vulraility this region. Addressi these issues requires not only
exacerbates resource scarcity, particularly in terms a@nvironmental measures but also social and economic
potable water. The intrusion of saltwater into freshwateinterventions to safeguard the wbking and livelihoods
sources intensifies the shortage of clean drinking waterof the coastal communities the Jaffnapeninsula

3) Profound Effects B. Analysis of Case Study 2: Landslide Risk in

Badulla

Food Insecurity: Saltwater intrusion disrupts crop yields

leading to local food insecurity and increased The case study on landslide risk in Badulla

dependence on external aid for sustenance. This affedisiminates a series of complex issues caused by climate

not only the quantity but also the quality of foodchange and human activities that threaten both the

consumed by the affected population, with implicationgnvironment and the welleing of the local population.

for their overall nutritional welbeing. The analysis will delve into theore causes,core
problems, angrrofoundeffects of landslide vulnerability

Community  Displacement  Pervasive  coastal in Badulla.

vulnerability forces communities to contemplate

relocation, potentially displacing generations from their 1) CoreCauses

ancestral homes, culture, and traditions. This migration

disrupts the social fabric of these communities andiregular Rainfall : One of the primary causes of

creates challenges in terms of resettlement, livelihoodf&andslides in Badulla is irregular rainfall patterns

and preserving cultural heritage. exacerbated by climate change. These unpredictable
weather events;haracterized by unprecedented rainfall

Economic Vulnerability: Households reliant on inrecent years, contribute significantly to soil instability.

agriculture and fisheries confront economic hardshipsAs climate change continues, these irregular weather

affecting their overall welbeing and access to essentialpatterns are likely to persist, further increasing the

services such as healthcare and education. Incomsesceptibility to landslides.

reductions due to saltwater intrusion and land loss have

led to a staggering 30% decrease in annual incomes fDeforestation Extensive deforestation, primarily driven

affected households. by agricultural expansion, poses a critical environmental
challenge. It has left the region's steep slopes vulnerable

Health Risks The intrusion of saltwater into freshwaterto erosion and has compromised soil structure. The

sources posesehlth risks as it compromises the qualityremoval of trees and vegetation disrupts tretural

of drinking water, increasing vulnerability to waterbornebalance of the environment, making landslides more

diseases. This exacerbates the vulnerability of thikely and more severe.

population, particularly affecting the health and well

being of children, the elderly, and those with-pkisting  Urbanization: The rapid urbanization in Badulla, fueled

health conditions. by population growth and inadequate urban planning, has
led to the haphazard construction of buildings and

Social Disruption: The pervasive coastal vulnerability in infrastiucture on slopes prone to landslides. This reckless

the Jaffna peninsula has triggered profound social
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expansion contributes to the increased risk of landslidésjuries and trauma. The physical and mental health of

in urban areas. affected individualsgspecially children, the elderly, and
those with preexisting health conditions, is at risk.

Weak Regulatory Frameworks Inadequate regulatory

frameworks governing construction and deforestation iEconomic Vulnerability: Economic instability caused

vulnerable areas havd@bhed dangerous development to by landslides affects the overall wékking of households,

persist. The absence of robust enforcement and clear lalihiting their capacity to access essentggdrvices,

use policies further exacerbates the problem. Legal andcluding education and healthcare. Households have

policy measures are urgently needed to address thegperienced substantial reductions in their annual

aspect of landslide vulnerability. incomes.

Limited Awareness Manycommunities in Badulla lack In summary, thecase study underscores the
awareness of landslide risks, and there are insufficienirgent need for comprehensive mitigation and
preparedness measures in place. Educational initiativpseparedness measures to safeguard the coitig@suin

and communitybased programs are essential to improv&adulla from the looming threat of landslides.

awareness and readiness for landslides Addressingthe landslide vulnerability requires a multi
faceted approach involving environmental conservation,
2) Core Problems urban planning, regulatory reform, education, and

support for affected communities.
Community Exposure: Vulnerable communities living
on steep slopes are directly exposed to the heightené&d Analysis of Case Study 3: Drought in Ampara
risk of landslides. Their proximity to landsligeone
areas puts them in immediate danger, and the lack of The case study on drought in Ampara reveals the
resources and infrastructure further amplififseir multi-faceted challenges posed by climate change in a
vulnerability. region heavily reliant on agriculture. This analysis delves
into thecorecausescoreproblems, angirofoundeffects
Infrastructure Vulnerability : The proliferation of of drought vulnerability in Ampara.
infrastructure in landslidprone areas increases the risk
of damage and loss during landslides. Roads, buildings, 1) CoreCauses
and public structures are all at risk, disrupting daily life
and tle overall development of the region. Shifting Rainfall Patterns: Climate change has induced
unpredictable and shifting rainfall patterns in Ampara.
Resource Scarcity Landslideaffected areas struggle Irregular monsoon seasons and variations in precipitation
with resource scarcity, particularly in terms of accessingave led to prolonged dry peds. Climate projections
clean water, food, and shelter. The aftermath ofuggest that these shifting patterns will continue,
landslides can result in a shortage of essential resyurcentensifying the vulnerability to drought in the region.
deepening the challenges faced by residents.
Deforestationt Extensive deforestation, often driven by
3) Profound Effects agricultural expansion and urbanization, has disrupted
local ecosystems. Trees play a crucial role in retaining
Infrastructure Loss: Landslides lead to the loss and moisture in the soil. The reduction of forested areas has
damage of infrastructure, including homes, roads, andiminished the region's natural capacity to store water,
public buildings. This disrupts daily life, hampersexacerbating the impact of drought.
development efforts, and creat significant economic
challenges. Agricultural Practices: Conventional agricultural
metods and practices in Ampara are oftersilited to
Displacement and Loss of Lived_andslide occurrences cope with changing climate conditions. The lack of
have directly impacted more than 5,000 families in recergdaptation measures in farming contributes to the
years, leading to displacement, loss of lives, andegion's vulnerability. The need for sustainable, climate
profound trauma within these communities. The socialesilient agricultural practices is evident.
and economic consequences of such displacement are
substantial. 2) CoreProblems

Health Risks. Landslides disrupt access to healthcareCrop Failures: Prolonged droughts result in widespread
services, posing significant challenges in responding torop failures in Ampara. The changing rainfall patterns
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undermine agricultural stability, leading to significant
economic losses and food insecurity among the affectdd. Analysis of Case Study 4: Flood Vulnerability
communities.Crop diversification and improved water in Colombo
management are essential strategies to address this
problem. The case study on flood vulnerability in Colombo
provides insights into the intricate relationshietween
Agricultural Dependency. Ampara's heavy reliance on climate change, urbanization, and the recurring issue of
agriculture makes communities particularly susceptiblerban flooding. The analysis dissects the core causes,
to economic setbacks during droughts. The latk problems, and effects of flood vulnerability in Colombo.
diversification in livelihoods exacerbates the problem.
Encouraging alternative income sources can help 1) Core Causes
mitigate economic hardship.
Irregular Weather Patterns: Colombo's susceptibility
Water Shortages The decreasing availability of to floodsis intrinsically linked to climate changeduced
freshwater resources during droughts poses significaintegular weather patterns. These patterns result in
challenges, afféing both drinking water access andintense and unpredictable rainfall, overwhelming
agricultural irrigation. This can lead to increasedexisting drainage systems and triggering urban flooding.
competition for limited water resources. The irregular weather underscores the urgendy o
adapting to changing climate conditions.
3) Profound Effects
Sealevel Rise Rising sea levels, attributed to climate
Food Insecurity: Prolonged droughts lead to widespreadchange, significantly contribute to the increasing
food insecurity in Ampara, affecting both the avaiigp  vulnerability of lowlying areas in Colombo. Higher sea
and affordability of nutritious food for the communities. levels worsen the impacts of heavy rainfall lausing
The provision of food assistance and support focoastal flooding and inundation. As sea levels continue
sustainable farming practices can help alleviate thi® rise, this threat will persist, emphasizing the need for
problem. robust mitigation and adaptation strategies.

Economic Hardship: Households heavily reliant on Urbanization Pressures Rapid urbanization, driven by

agriculture suffer from econdmhardship, limiting their population growth and inadequateban planning, has

overall weltbeing and access to essential services sudad to the haphazard construction of buildings and

as healthcare and education. Diversifying livelihoods anhfrastructure in floogprone areas. The urban expansion

strengthening social safety nets are essential to mitigagenplifies the risk of flooding. Effective urban planning

these economic challenges. and sustainable development practices are imperative to
mitigate this isk.

Health Risks. Drought condions, compounded by

water scarcity, elevate health risks, particularlyinadequate Infrastructure: The inadequacy of drainage

concerning waterborne diseases and healthcaend flood control infrastructure in urban areas further

challenges. Improving access to clean water anexacerbates the flooding problem. Poorly designed or

healthcare services is vital. maintained drainage systems struggle to cope with heavy
rainfall. Infrastructure investent and maintenance are

Social Disruption: The disruption of traditional crucial for enhancing flood resilience.

livelihoods due to drought forces communities in

Ampara to seek alternative income sources, altering theinformal Settlements  Approximately 45% of

way of life. Supporting livelihood diversification Colombo's urban population resides in informal

initiatives can facilitate a smoother transition and reducsettlements characterized by inadequate housing and

the overall impact of drought. infrastructure. These vulnerable populations laighly
exposed to floods due to their precarious living

In summary, thecase study on drought in Ampara conditions. Addressing the needs of these communities is

underscores the critical need for climaésilient paramount in reducing flood vulnerability.

agricultural practices, diversified livelihoods, and

improved water resource management. Addressing these 2) Core Problems

aspects can enhance the region's ability to adapt to

changing clinate conditions, ultimately reducing the Infrastructure Damage: Recurrent floods result in the

vulnerabilities and challenges associated with drought. damage of critical infrastructure, including homes, roads,
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and public buildings, hindering overall development angblanning, infrastructure development, community
recovery efforts. Investment in resilient infrastructure issupport, and climate adaptation to effectively address the
essential for mitigating the impact of floods dan recurring issue of urban flooding and its-faaching

facilitating recovery. impacts.

Resource Scarcity Floodaffected areas often face v DISCUSSION AND RESULTS

resource scarcity, including clean water and shelter,

deepening the challenges faced by residents and The impact of climate change on human
impeding recovery efforts. Ensuring a steady supply afecurity in Sri Lankaparticularly in the context of SIDS,
resources during andter floods is critical. is contingent upon their exposure, vulnerability, and

coping capacity in the face of these environmental
Community Vulnerability : Vulnerable populations stressors (IPCC, 2019).
residing in informal settlements are particularly Exposure, in the context of SIDS like Sri Lanka,
susceptible to floods. Limited access to resources ammkrtains to the physical presence of gdapons,
healthcare further amplifies their challenges,nfrastructure, and other critical assets within regions
emphasizing the need for tatgd interventions to protect susceptible to climateelated stressors and shocks,
these communities. including but not limited to selevel rise, tropical

cyclones, and coastal erosion (IPCC, 2019).

3) Profound Effects Vulnerability, which is particularly @ute in
island states, reflects the inclination of these exposed
Infrastructure Loss: Flooding results in the loss and elements, such as communities, infrastructure, and other
damage of critical infrastructure, affecting homes, roadgssential assets, to suffer adverse consequences due to
and public buildings. This hinders overall developmentlimate change hazards. The inherent factors of small
and recovery effortsreinforcing the need for resilient landmass, limited resotgs, and geographic isolation
construction and urban planning. render island states highly vulnerable to climate change
impacts. These encompass elevated risks of flooding,
Health Risks Floods disrupt access to healthcardand erosion, and disruptions to vital services and
services, exacerbating health risks and hinderinfivelihoods (UNEP, 2019).
responses to injuries and diseases. Improving healthcare
access and preparedness ssemtial for minimizing Coping capacity, an integral facet of
healthrelated challenges during and after floods. vulnerability, signifies the capacity of island states and
their populace to effectively manage the repercussions of
Economic Strain The economic upheaval caused byclimate change. This encompasses various determinants,
floods affects the overall welleing of households, including institutional capabilities, financial resources,
limiting their capacity to access essential services anaccess to technology, érhe presence of robust social
education.  Supporting economic  recovery and and community networks. These factors collectively
livelihoods is pivotal in reducing the economic strainempower the adoption of adaptive strategies and the
imposed by floods. fortification of resilience against climateduced
challenges (IPCC, 2019).
Resource Depletion Floodaffected areas suffer from
resource scarcity, particularly in terms of clean water, Furthermore, climate change impacts manifes
food, and shelter. Enhancing resource manageamht in various ways, particularly in SIDS like Sri Lanka
supply chain resilience is crucial for minimizing thesituated in the Indian Ocean region. These impacts can be
challenges faced by residents. categorized into sudden onset stressors/shocks and slow
onset stressors, each posing distinct challenges.
Community Disruption: Pervasive flood vulnerability
strains social fabrics, compelling communities toSudden Onset Stressors/Shock$heseare conspicuous,
contemplate migration and displacement, potentiallymmediate events that include extreme weather
leading tothe erosion of cultural heritage. Preservingphenomena like cyclones, floods, and droughts. These
community cohesion during and after floods is essentiabvents have the potential to inflict extensive damage on
property, infrastructure, and livelihoods, often resulting
In summary, the case study on floodin the displacement @ommunities.
vulnerability in Colombo underscores the pressing need
for comprehensive strategies that encompass urban
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Slow Onset Stressorslin contrast, slow onset stressorsAccess to ResourcesThe availability of essential
are less overt and exert a gradual influence. Thesesources, such as food, water, and shelter, significantly
encompass phenomena such as rising sea levels, Océa#fuences an individual's or community's ability to
acidification, and shifting precipitation patterns. Thesevithstand climate change impacts (Food and Agriculture
phenomena incrementallyaffect the ability of Organization of the bited Nations, 2022).
communities to access fundamental resources like food
and water. The studyscrutinizesthe multifaceted impacts
of climate change on human security in Sri Lanka, with a
Understanding the different types of climatespecial focus on SIDS. Human security encompasses
change impacts, both sudden onset and slow onset, aious dimensions, including health, economic, political,
crucial for SIDS in developing effective adaptation andood, environmentalpersonal, and community security,
mitigationstrategies. By addressing both immediate andll of which are significantly influenced by climate
long-term challenges, island states can enhance thathange (UNDP, 2020).
resilience and welbeing in the face of these evolving
environmental conditions (IPCC, 2022; UNEP, 2020). Health Security: In Sri Lanka, climate change poses
considerable threats to health security, particularly
To provide a more comprehensiveregarding water quality and sanitationRising
understanding, ' essential to consider various factorstemperatures and altered precipitation patterns
that amplify vulnerability to climate change impacts inexacerbated water scarcity issues, impacting around 11.7
Sri Lanka and similar island nations in the Indian Oceapercent of the Sri Lankan population with limited access
region. to improved water sources. This elevates the risk of
waterborne diseases, with vulndebcommunities,
Geographic Locationt Proximity to climate change especially children, facing substantial health challenges
impacts significantly influences vulnerabil Coastal (OHCHR & WFP, 2022).
and lowlying areas are particularly exposed due to their
susceptibility to rising sea levels and extreme weathdfconomic Security Economic security in Sri Lanka is
events (World Bank, 2022). intimately linked to employment opportunities and
income stability. Climate changeduced events such as
Socioeconomic Status Individuals and communities extreme weather events and $eeel rise disrupted
grappling with poverty and marginalization confrontlivelihoods, posing severe economic challenges (Central
heightened vulnerability. Limited resources hinder theiBank of Sri Lanka, 2020). This is especially concerning
capacity to cope with the multifaceted effects of climatén areas with existing poverty and income inequality
change (UNDP, 2022). issues, predominantly rural arg&gorld Bank, 2020).

Gender. Gender dynamics play a pivotal role, with Political Security: Political stability and protection of
women and girls facing elevated vulnerability. Theyhuman rights are pivotal aspects of political security.
often bear theasponsibility for securing water and food, Climate change exacerbated political tensions, as
tasks that become more challenging in the face of climatesource scarcity and displacement due to environmental
change (United Nations Women, 2022). factors maytrigger conflicts. Sri Lanka has previously
experienced political unrest and ethnic tensions,
Age: Vulnerability is also associated with age. Both oldeunderscoring the fragile nature of political security
individuals and children exhibit increased susceptibilitf{ UNDP, 2020).
to climate change impacts due to their diminished
resilience (World Health Organization, 2022). Food Security: Climate changénduced shifts in
precipitation and temperature patterns caostantially
Disability: Persons with disabilities confront augmentedaffect crop yields and food production in Sri Lanka.
vulnerability as they may encounter difficulties accessingnsuring access to nutritious food for all individuals
essential resources and evacuating duritignatic  becomes increasingly challenging with around 17% of
disasters (Disability Rights International, 2022). the Sri Lankan population already experiencing moderate
to severe food insecurity (WP, 2022).
Education: Education serves as a critical determinant of
coping capacity. Those with higher levels of educatiofenvironmental Security: Sri Lanka's environmental
tend to be more equipped to navigate climate risks argkcurity is under duress due to climate change. The nation
employ mitigation strategig€/NESCO, 2022). faces a slew of environmental challenges including
deforestation, land degradation, and pollution. Sri Lanka
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witnessed the loss of amptimately 29% of its forest This includes introducing salblerant crop varieties and
cover between 1990 and 2020, resulting in direfficient water management techniques.
ecological consequences (Global Forest Watch, 2020).
Sri Lanka should rivest in resilient
Personal Security In the context of climate change, Sri infrastructure, esgrially in coastal areas. This includes
Lanka faces specific challenges related to personabnstructing floodesistant buildings and improving
security. The imptations of climate change exacerbateddrainage systems to reduce the impact of inundation.
these existing personal security challenges. Climate
induced events, such as extreme weather events and Sri Lanka shouldmpower local communities to
environmental degradation, can disrupt livelihoods antie part of the solution. Encourage the formation of
communities. Displacement resulting from climate communitybased organizations to manage resources
related dsasters can lead to overcrowded livingsustainably and implement climate adaptation strategies.
conditions and heightened tensions, potentially
increasing the risk of domestic violence and conflicts Sri Lanka should elvelop and maintain early
within communities. warning systems for extreme weather events, including
One notable concern is the prevalence oftorm surges and heavy rainfall. Ensure that these
domestic violence, crime, and child abuse in thewtgu  systems a accessible and understandable to the local
The Sri Lanka Police Department recorded a significanopulation.
number of cases in 2020, with 22,941 reported incidents
of domestic violence alone (Sri Lanka Police, 2021). This Sri Lanka should implement integrated coastal
alarming statistic underscores the urgency of addressimganagement strategies in vulnerable regions like Jaffna.
these issues within tHeamework of personal security.  This includes shoreline protection, mangrove restoration,
and sustainable land use planningegduce the impacts
Community Security: Fostering social cohesion and of saltwater intrusion and inundation.
preventing intercommunal conflicts is pivotal for
community security in Sri Lanka. The nation has &B. Recommendations for SIDS in the Indian
history of tensions between different ethnic and religiou®cean Region
groups. Climagé changenduced resource scarcity and
displacement can further exacerbate these issues (UNDP, Foster regional collaboration among SIDS in the
2020). Therefore, initiatives aimed at promoting dialogudndian Ocean Region to share knowledge, resources, and
reconciliation, and respect for diversity are essential fdbest practices for climate adaptatio@ollaborative
building resilient and inclusive commuaisi. efforts can enhance the resilience of all member states.

In the context of climate change, these Establish a regional network for climate data
dimensions of human security are profoundlycollection and sharing. Accurate and timely data is
interconnected, underscoring the necessity of arucial for understanding climate change impacts and
comprehensive approach to address the evolviniprmulating effective adaptaticstrategies.
challenges faced by Sri Lanka, particularly for SIDSs in
IOR. Invest incapacitybuilding programs for SIDS

to enhance their ability to assess vulnerabilities,
\% RECOMMENDATIONS formulate adaptation plans, and implement climate
resilient projects.
A. Recommendations for Sri Lanka
Promote ecosystetmased adaptation

Sri Lanka should prioritize the development andapproaches, such as mangrove restumadind coral reef
implementation of robust adaptation measures to addregeotection. These natural barriers can help mitigate the
the specific climate change impacts it fac&aise impacts of rising sea levels and storms.
awareness about climate change impacts and adaptation
strategies among coastal communities. Education and Support the development of climatesilient
training programs can help communities understand thafrastructure in SIDS, especially in vulnerable coastal
risks and adopt resilient practices. areas. This includes building resilteroads, buildings,

and energy systems.

Sri Lanka should promote climatesilient
agricultural practices in vulnerable regions like Jaffna. Strengthen disaster preparedness and response

mechanisms. SIDS should have wddfined plans in
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place for responding to climatelated disasters,
including evacuations and relief efforts.

Involve civil society oganizations, local
communities, and indigenous knowledge in the
development and implementation of climate adaptatiof.
initiatives. Their insights and participation are invaluable.

VI CONCLUSION

In conclusion, this study highlights the intricate 7.
relationship between climate change and human security,
particularly in the context of Sri Lanka and ot&DSin
the Indian Ocean region. The findings underscore the
urgent need for comprehensive and egrated
approaches to address the multifaceted impacts of
climate change on vulnerable communities.

In implementing these recommendations, it is
crucial to strengthen institutional capacity, enhance data
collection and knowledge sharing, and prioritize most
vulnerable populations, including women, children, and
marginalized groups. A comprehensive and inclusive
approach that considers the interconnectedness of the
different dimensions of human security is key to
sustaining peace and promoting climagsilience.
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Abstract: The celebrated idea of Prussian war strategist
Clausewitz regarding conventional warfare played a
dominant role up to the First World War in the West. In his
seminal work "On War", Clausewitz posits " If you want to
overcome your enemy, you must match gfforts against the
power of resistance". Ina way, his idea was akin to
annihilatingtheenemy's army in major battles. However, this
idea was challenged by British military strategist Captain
Basil Liddle Hart in his book titled "The Strategy" by
proposng a different military theory called" Indirect
Approach”. Theobjective of this paper is based on making a
comparative analysis between Clausewitz and Liddle Hart
regarding the utility of their military theories in modern
warfare. While taking a methodiy based on a comparative
analysis of the utility of the two doctrines, this paper explores
the effectiveness of those military strategies against the
current asymmetries in modern warfare. In order to buttress
the reliability of this research, the exarapl from the
Ukrainian war and the Sri Lankan war between 12909

will be examined. The main objectivity of this paper lies in
creating a novel discussion on the merits and demerits of
Clausewitz and Captain Basil Liddle Hart€s theories of war in
contempeaary warfare. The results emerging from this
research will demonstrate the relevancerefreading both
Clausewitz and Liddle Hart in an era, where the orthodox idea
of warfare is at stake.

Key Words: Strategy, Military, War, Sri Lanka, Ukraine

I. INTRODUCTION

The dominant refrain of the present age is that
we are in the eposCold War era€. Beyond that, we are
not sure. We may be living amidst the triumph of liberal
capitalist democracy and the end of history, a period of
civilizational conflict, or, as the ctrent worldwide
turbulence would encourage usctinclude, the age of
terrorism or Al Whatever we choose to believe, we tend
to think of the Cold War as a unique event, now the
memory of a bygone age. However, the catastrophic
events that took place lagtarwith Russia€s invasion of
Ukraine suddenly ended the slumber of those who
dwelled on the romanticizingision of liberalism and

Cold War nostalgiaRussian invasiorof Ukraine did
sabotage Fukuyarfia thesis along with Huntington,
who assumed that ailitary conflict between Russia and
Ukraine is an impossibility by virtue of their shared
Orthodox values.(Huntington 89) Given such a
turbulent time, the importance of tracing military
strategiexomedo the fore. It is in thisontext;thatthis
pape intends to make a comparative analysis between
the strategic moves of two great militattyinkers of
human history. It is by no means an exaggeration to state
that the military doctrines propounded by Clausewitz
and Captain Liddle Hart are antitheticale¢ach otheas
their philosophical approaches to the battlefield took
different bents. Thus, any attenmpt compareboth of
them in light of modern warfare can become a
complexity, yet this study determines to takeuanced
approach in revising Clausewitz and Liddle Hart.

The celebrated idea of conventional warfare of
Clausewitz arose in a time when European powers
engaged in complex geopolitical encounters in search of
a hegemonwnd it should be understood under thread of
European history of the9f" century. Wherein, Captain
Basil Liddle Hart emerged as a champion of a different
military theory called fIndirect Approach, in an era,
where conventional warfare failed in achieving the
objectivity of war. The military failues that Liddle Hart
witnessed as a captain of the Yorkshire light infantry
regiment in the Western front or in the battle of Somme
compelledhim to look for an alternative military theory
to intensifyfavourablemilitary outcomes. It appears to
be evidentthat both military strategists haveoulded
their theoriegarallel to the historical incidents, which
contained an empirical basis.

Based on a comparative analysis of both
Clausewitz and Captain Basil Liddiart, this paper
explores the validity of their theorieémodern warfare.
The certainty of challenges that encompassed modern
warfare ranging from military asymmetries to the
development of Al are obvious issues that may refute
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the theories of Clausewitz ahitidle Hart but the task

of this paper remains twofold. First, it examines the
differences between two military doctrines separately
while astutely examining their applicability in the
modern battlefield. In doing this task, this study ok
into the Sri Lankan War ( 1982009), which was by all
means an unconventional war within a state and Russia
Ukraine military conflict. Secondly, this papevill
assess how both military doctrines can become effective
regardless of their orthodoxy Bl stcenturywarfare.

Il . ANALYSIS FROM fON WAR,,

Carl von Clausewitz standsin a prominent
position in the small pantheon of Western military
theorists as his magnum opugofn Kriege stands as a
monumental work containing remarkable ideas, which
are even useful fomodern warfare in the 2century.
Prussian General Clausewitz completed his celebrated
thesis in accordance with the contemporary needs of the
European giants. In fact, Clausewitz€ own state Prussia
was sanwigged betwedhe Austro-Hungarian empire
and RFance by making a hostile environment for
Prussian existence, which fervently impacted
Clausewitz'sunderstanding of war as the continuity of
politics by other means. Nonetheless, today Clausewitz
is often quoted than read, more venerated than
understood(Shephard, 1991).

First-time readers ofClausewitzcertainlyfind
his style obtuse and confusing as it fills with more
philosophical aphorisms than providing more astute
analysis of a military theory. For instance, in the opening
chapter of <OnWar€, Clagewitz describes war as
nothing but a duel on a larger scale, an act of force to
compel the enemy to do our will or else he reiterates his
most popular dictunfWaris a continuation of politics
by other means,(Kennedy, 1988Despite the aphorism
filled with his text that tries to describe war as a dialect,
one needs to understand Clausewitz as a military thinker
ratherthan a soldier. The objective of writing his thesis
*On War, was rooted in capturing the observation that
are universal to all wars regardless of the geopolitical
locations. After having studied the Napoleonic wars in
his time, in which he himself servexs a General, he
uses a dialectical method of reasoning in exploring the
nature of war. Perhaps, this usagetlé dialectical
method ofcritical examination by using a dialogue of
contrary views seemed to have risen from ti&h
century German philosopbal tradition, which
frequently dealt with the dialediMcNeil, 1982)

In his explanation of war, Clausewitz describes
war as a social phenomenon that is aimed at imposing

one€s will on one€s opponent through the use of force.
Based on histatecentricinterpretation, written in an
era, where European powers were interested in
consolidating the state  power, Clausewitz
acknowledged the fact that war can embody different
ends depending on the actors, purpose and even means
available at the time. He furtheunderstands man€s
inherent thirst for war as a part of human existence
which can only be resolved through bloodshed. In
continuing his lengthy analysis of war, Clausewitz
describes war as a riddle which constitutes no logical
limit to its application of érce. Each side will compel

its opponents to follow suit: A reciprocal action that
must lead, in theory to extremes. (Clausewitz, 76)

The mradoxical Trinity is the phase initiated by
Clausewitz in describing the three main pillars of the
war:the governmat, the army and the peopiehe first
factor to be constrained is the government Clausewitz
emphasizes the central role politics plays in war, he
posits that war is not aandunto itself, but rather a tool
in realizing the political objectives. Althoudte was a
trained military general, Clausewitz was not a military
exclusivist torelied only on military solutions as he
regarded war as the last resdiie secongillar in his
trinity is the people and Clausewitz believed that people
should be zealous ivar efforts for its successful need.
He states jpassions that are to blaze up in war must
already be inherent in the people as war is not an action
of living force upon a lifeless mass but always the
collision of two living forces,,. (Clausewitz, p.18).eH
understood the risthat awaitedhe people in war and
duly explained the only way to reduce the human
casualtieson the war front was basedn mutual
coordination among thestates, that distinguished
civilized forms of warfare from savage3he third and
final factor that Clausewitz highlighted was the army
and he stategThepolitical object is the goal, war is the
means of reaching it, and means can never be considered
in isolation of their purposgClausewitz p. 25). All in
all, Clausewtiz€s paradoxical trinity comprised of the
tendencies of thgovernment,people and armies, in
which the effects and contrasts among thenoduce
outcomes which are difficult to predict.

The major military philosophy that Clausewitz
developed was a combiien of many distinct
engagements, which consisted of defengixiaciples
he emulated from Napoleon and Fredrick the Great. The
cardinal approach he developed in his strategic thinking
in war essentially focused on the directness of the troops
and launchig attackson the enemy from the front and
the flanks Clausewitzstates
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fA fundamental principle is never to remain
completely passive, but to attack the eneinontally
and from the flanks, even while he is attacking us. We
should, therefore defendurslves on a given front
merely to induce the enemy to deploy his forces in an
attack on the front, (Clausewitz, p.45)

It should bebornein mind that the geopolitical
trajectories that encompassedlausewitz's military
upbringing decisively shaped hislitary philosophy in
favourof majorbattles He was truly fascinated withe
Napoleonic way of overthrowing the eneitoyrender
him politically helpless and militarily impotent, thus
forcing him to sign whatever the conditions that
Napoleon determined.lgo, Clausewitz was an admirer
of the subtle militarytechniquesused by Fredrick the
Great of Prussigrredrick the Great often looked for an
alternative objective in occupying the territories that
would enable them to annex them or use them in a fair
deal. These two characters more or less inspired
Clausewitz in constructing his strategic approacthe
battlefield based on the launchingf massive attacks.
(Langston, 1963He proposed that the goal of any solid
army was to annihilate the enemy completely. He states

fWe must pursue this goal with the greatest
energy and with the last ounce of our stbn (
Clausewitz p.56)

His faith in major battels in warfare can be
further seen in his analysis of the strategic principles for
the offence which illustrates his stances in the offensive
lines of war. He states

*We must select for our attacks quant of the
enemy€s position and attack it with great superiority€

Clausewitz was more conventional in using the
infantry forces on the battlefield with greater
confidence, which mayhave derived from his
admiration of the French legion. Regarding the
corsistency of the use of force, he states

fEven though we are strong, we should still
direct our main attack against one point only. In that way
we shall gain more strength at this point. For to surround
an army completely is possible only in rare cases and
requires tremendous physical or moral superiority,.
(Clausewitz, pp.67)

Notwithstanding the grandeur geld by
Clausewitzin the field of military theory, his strategies
reached the ebb in the Great War by virtue of their
operational failuresat the groundlevel. Amidst the

FrancoRussian alliance, Germany opted for
Clausewitz€saadmonition of attaining a quick victory
against the foe, which was carried under General Moltke
who desired to capturthe French capital. In fact, this
was a detrimental move made the Germans as their
intensity on the battlefield finally exhausted them by
paving the path to complete militargnnihilation.
(Liddle Hart, 1939) Although Clausewitz had seen
greater European w&in hislifetime, he was not aware

of what awaited him in the following centuffjhe First
World War made unprecedented demands upon the
people of the warring nations both on the battlefield and
the home front which were not possible to be addressed
by the Clauswitzian approach. (Keegan, 2003)

[ll. LIDDLE HARTE€S BIG IDEA

Captain Basil Liddle Harntered the annals of
military history with his most celebrated idea callkd
fIndirect Approach,, but it is important to observe that
his military doctrine eose as an answer for the
catastrophic military failuresof the Great War. In
particular, Liddle Hart understood extensive misreading
of Clausewitz and adherence targescale battles
caused the havoc in the war machinery of both allies and
the central feces in the First World War. Captain Liddle
Hart witnessed the brutality of major war failumsthe
Western Front by deploying more soldiers which led the
troops to slaughter. Liddle Hart described this as a result
that stemmed from Clausewitz€s emphasitheigreat
superiority of warfare, who held that fOnly a great battle
can produce a major decisior,Lewin, 1971)

Inspired by Chinese strategist Sun Tzu, Liddle
Hart developed a new military theory in the 1920€s. He
realized how political dimensions, sea powarcraft
and public uprising altered the face of war, which
fundamentally distinguished dm how Clausewitz
viewed warfare. In his seminal work entitled f Strategy,,,
Liddle Hart analysesthe war as a concept from the
ancient time to the Great Wand he juxtaposes himself
againstClausewitzin the way he interprets the strategy.
In his criticismof Clauswitz, Liddle Hart states thidie
old Prussian General looked at war from a parochial
perspective, which unnecessarily stressed the
importance of engaging the enemy as the only means to
achieve a strategic end. On the contrary, Liddle Hart
descrites strategy as f The art of disturbing and
applying military means tdulfil the ends of policy,
(Liddle Hart, 1967,335)

The indirect approach remains the monumental
contribution made by Basil Liddle Hart to the military
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theory. It appearsliddle Hart cdned this indirect
approach after a careful examination of the history, in
which he realized that war are waien the means of
war are applied in a manner that an opponent is
unprepared to meet, that is, employed in an indirect
fashion. He looked at howatinibal marched across the
Alps to strike Rome as a palpable example from history
manifesting the indirect approach. In his theory of
fIndirect Approach, , strategy does not need to
overcome resistance, but rather exploit the elements of
movements and astish to achieve victory by throwing
the enemy off balance before a potential strikde
states

fDirect attacks against an enemy firmly in
position almost never works and should never be
attempted, (Liddle Hart, 89)

This was a statemerthat came from Im
through a set of historical illustrations he presented,
where attacks on formidable targets ended in
unmitigated military disasters. He uses the word f
Dislocation, as aeyword of the indirect approach as
dislocating the enemy stands more paramount than
seeking an instant victory. The subsequent results
arising from dislocating the enemgpen greater
opportunities for military generals to exploitthe
chances. He discusses theawtes that any military
leader can accomplish in discussing his seqimtiple
of the indirect approach.

fTodefeat an enemy, a commander must first
upset his enemy€s equilibrium; which is not
accomplished by the main attack, lustead musbe
realized before the main attack can succeed,

Unlike Clausewitz, who was fascinated with
major battles and massive attacks, Liddle Hart never
endorsed direct success in war. He explained that a
commander should never employ a rigid strategy
revolving around powéul direct attacksor fixed
defensive positions. The Infantry was Hevourite
mode of war, whichneededto be buttressed by the
combined air and artillerfprces andt was obvious that
this mechanism generated the German military doctrine
f Blitzkrieg, in the Second World War against British,
French and Soviet troops. However, he was minaiful
the political apparatus in achieving the military
objectives.( Waltz, 1959Liddle Hart believed if wars
are waged to attain political objectives, then those
objectives should not be beyond the accessible military
means to achieve them. Generally, the task of war is
what he calls a better state of peace, or the realization of

a policy of goal that makes peaceful existence better for
at least one of the combatanitte argues that military
victory does not spontaneously ensiwattaining the
objectunless it is aligned with the political object.

IV. SHADOWS OF CLAUSEWITZ AND LIDDLE
HART IN MODERN WARFARE

21stcentury warfare is an enterprise
epitomizing the changing dimension$ war blended
with the use of modern technology, which is entirely
different from the orthodox continental warfare during
the time of Clausewitz. Nonetheless, ttoots of the
very genesis of war whicemanates from the human
mind remainconsistent throughout the ages regardless
of the influx of technology. Warlike element is such a
timeless concept that Clausewitz elaborated @n f
War,, which highlights Man€s inherent enthusiasm for
fighting driven by19th-century German romanticism
over the battlefield(Aron, 1983) The spirit that
Clausewitz revered is visible today akey factor in
setting the trajectories of war and those sentimesms
be easily seen in examining some of the modern wars in
different contexts.

The UkraineRussian armed conflict isan
ongoing war, which can be used as an ideal case study
in assessing the relevance Glausewitz€swarlike
elementatthe ground level. After Russia€s launched the
military invasion of Ukraine in 2022 Beuary, the
public morale among tHeussiarpeopleseemedo have
divided as some eagerngagedn the war towards its
end and some openhgsitatedaboutwhether Moscow
could reach afavourableoutcome. But, in the case of
Ukraine, the people€s zeal in defending Kias high
and the armed forces were combined with the volunteers
who appeared to defend the capital. Early reports
indicate most of the Ukrainian citizens came forward
with the most basic weapons from Kalashinkovs to
Molotov cocktails for the sake of defending the capital.
To be sure, the strong Ukrainian resistance that Russian
forces faced from the Ukrainian people stands as a
microcosm of the warlike element of Clausewitz in
action While looking at how warlike elements
propounded by Clausewitz came into the picture in
armed confiit within a state,the Sri Lankan war
becomes the mostclear example. Unlike the
conventional interstate wars that Clausewitz went on to
discuss, the Stiankan example is a war within a state
that lasted for 30 years between the governraadta
terrorist organization called fLTTE (Liberation Tigers
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of Tamil Elam). Therefore, applyingWesternmilitary
theorist in analyzing the nature of a war an islaml
seems to be an absurd task, but such an assumption is
likely to be false as the nature of war remdhessame
regardless of the geopolitical distinctions. In his
paradoxical trinityClausewitz'svar is a strange trinity,
composed of primordial violencénatred and enmity;
influenced by the play of chance and probability; and
rationally subordinated to politics. The primordial
violence, hatred and enmity are linked fundamentally to
the people; luck and chance, to the armed forces and
their commander; andationality to thegovernment.
(Peeira, 2014) In the BElam War, the public sentiment
which stood irfavourof thegovernment war effort was
akin to the manifestation of warlikelements by
Clausewitz In fact, the government mechanism
intensified people€s participation in the war by various
means such as establishing civil security committees
across the country, also the media projection depicting
the warrior image o& f Sri Lankan soldieraffectedthe
development ofpeople€s faith in the victory, which
lasted until the complete elimination of LTTE in 2009. (
Chandra Prema, 2012)

It is by no means an exaggeration to describe
Captain Basil Liddle Hart as the most cited awgll-
receivedmilitary theorist whose military tactics have
vanquished the conventional open war strategy of
Clausewitz. The findirect Approach, that Liddle Hart
coined in f The Strategyyecamethe main mode of
resistance embraced by Ukrainians in their efféots
defend Kiev. When the war broke out on the"2»f
February in 2022, Russians mountedaamouredand
air assault on Kiev with the benign expectatiaat Kiev
would easilysurrender beforéghe Russian air power
along with the artillery. Russian way of initiating
massive attacks denotes the typical Clauwitzian
manifestation of war, who preferred direct ferocious
attacks with on the enemy. But, Russian war machinery
was flabbergasted by the unexpected resistance of
Ukraine. Ratheithan using the massive armed tanks,
Ukrainians used hand held missiles sucliaaslinsto
carry out sudden attacks tre Russian supplghain In
August 2022Jkrainiansattacked the Russian airbase in
Crimeaand weretargeted by some Ukrainian fighters
who bombé eightaircraft When thefully -fledgedwar
was going onon the Ukraine front, the Ukrainian
resistance fighters seemed to have taken it to Russia€s
heart Moscow itself. It has been reported that two
Russian Generals were killed on the war front while
Russian military facilities were often targeted by
Ukrainian rockets. Last summer Russia suffered heavy
causalites as Ukrainian forces intensified

counterattacks based on the findirect approach, that
included the attacks launched on the Russian garrison in
Kherson and destroying the major bridges across the
Dnieper River, which led to sabotage Russian supply
line. Meanwhile, in Moscow, Russia€s prime ideologist
Alexander Dugin€s daughter was assassinated in
August, the US suspected that Ukrainians were behind
the attack. Last September was a rather catastrophic
month for Russianas Ukraine killed nearly 465 soldiers
within a week which was followed by another surprise
rocket attack on Russian troops on New Year€s Eve in
Makiivka. Both the attacks manifesteddtlle Hart€s
two principles in the indirect approach, which states
direct attacks on firm defensive positions seldom work
and should never be attempted and to defeat the enemy
one must first disrupt his equilibrium, which must take
place before the maintatk is commenced.

The utility of the fIndirect Approach,, in Sri
Lankan military apparatus dates back to the early 90€s
and it mainly sprang as a result of the massive failures
suffered by Sri Lankan armed forces from their
conventional combat strategies against the LTTE. Since
the outbreak ofthe Elam war in 1983, the LTTE
achieved an extraordinary combating capacity due to
variousfactorsandthe morale of the Sri Lankan armed
forces reached its nadir in the early 90€s. By the time
General Cecil Waidyaratna became the commander of
the Sri Larkan Army in 1991, the array of military
defeats ofthe Sri Lankan army before LTTE was
catastrophic, which included LTTE€s capture of
Mankulam, retreat from Jaffna fort and daily attacks on
military vehicles. In his unpublished atiography
Waidyaatnadescribes the sorry state of the Sri Lankan
army as one of the military documents praises the saving
Elephant Pass military complex under the command of
Brigadier Wimalarathne as the greatest military victory
earnedby Sri Lankan army. Even though General
Waidyaratna was not a field officer or a greamnbatant,
he was a genuine military theorist. &nwork titled f
Gotta€s War veteran journalist C.A Chandraprema
states

f Waidyaatnawas the first army officer, who
began to think of a comprehensive mechanism to
annihilate LTTE terrorism completely through a prism
of military theory, ( ChandraPrema, 218)

Based on the previous operational failures of
the Sri  Lankan army, General Waidyaatna
recommended thdhe Sri Lankan army should launch
its operations separately. He acknowledged the inability
to combain both North and Eastern provinces together
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astheSri Lankan army did not possess saoladvanced
power. Hence, he suggested tthetarmy should focus

on the Eastern province where the LTTE remained

relatively weaker. In his further analysitie General

believed after capturing the weakest province of the

enemy, the Sri Lankan army should use its fullest
strengthto defeatL TTE in the Northern provincerl his
was what Captain Liddle Heart explainedaasndirect
approach. Also, he suggestethkingintensive actions
to increasethe capacity ofthe Sri Lankan navy to
combat the supply network of the LTTE.

None of those recommendations were
implemented during his tenure and General

Waidyaratngpassed away in 2001 as a retired general,

but surprisingly the operational style adoptedh®/Sri
Lankan army underthenGeneral Sarath Fonseka
resembled what Waidyatna recommended. Between
2007 and2009, Sri Lankan armed forces relied on the
indirect approachiatherthan the direct approach. The

capture of Toppigala and the subsequent military

success in the Eastern province paved the patthéor
Sri Lankan armyd consolidate their whole energy in
liberating the whole Northern province in 2009.

V. CONCLUSION

Both Clausewitz and Liddle Heart were
products of their time. The historicahtecedentsthe
events theyitnessedpolitical ideologies they revered
simply carved the military philosophies that both of
them produced. None of thadesories invar are highly
unlikely to be the mostppropriate ones in an era, where
the asymmetries of wars have come to the fore. Ehen t
Ukrainian war efforts harboured by the indirect

approach would be challenged by the growing

massiveness of Russian attackise celebratedisdom
of Liddle Hart has clearly saved the Ukrainian military
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Abstrac€ Weather warfare or in other words weatherhy afavourableweather forecast. While the Allied weather
modification, finds its place in warfare history in thast andn  forecasters got it right, the German forecasters felt the
emerging technologies in the present context. During differgfeather would prohibit the successful crossing of the

eras of world history amid&teingchallenged for its legality and English Channel. This forecast contributed to the
environmental impact, weather modifications survived under the '

shield of scientific purposesigainst this backdop, weather unsgspectmg moo_d of the German mll_ltary Qn that
warfare being the elephant in the room in power rivalry, thiQartICUIar day. During the same war but in a different

paper finds it imperative to evaluate its futuristic aspects in ter3€atre the Japanese used the weather to conceal their
of alternative futures. approach to the Hawaiian Islands, enhancing their

surprise attack on Pearl Harbpr Similarly, there are
Therefore, the problem statement of this paper is to answer tf@rious examples of situations where weat playeda
plausibility of weathewarfare in alternative futures. In order to critical role in the outcome of war. Historically, the military
find feasible solutions, the methodology adopted in this paperdaapts to the weathein addition, even the training

gualltatlve ba§eq on secondary source§ including medlathmq manoeuvres are framed in adapting the soldier to the
internet and it is further analyzed using the four alternative . . . .

: . o . changing environment or to the climafehus, what if
scenarios forthe future. The discussion includesaluatingthe

usage of weather warfare in the pasigboratingon the usage of m"'tar)’ forceTs cald shape the weather _to enhance
weather warfare in the present contesdyisiting the possible OPerations, hinder or prevent enemy operations, or both?
methods of weather warfare based on inventions in world histotICh is thefuturistic promise of weather modificatioim
critically examiningthe legality of weather warfare and finally toalternative futures.

analyze weather warfare as a possible game changer in future

world power rivalry. As a result, the main objective of this study Further, in terms of scientific and commercial

is to unveil the plausibility of weather modification as a mi"ta%urposes the term sweather warfare, dften used as
strategy in alter.native futures With its' possibility to identify as Qweather modification,, defining the means of artificially
game changer in world power rivalry. attempting or creating or altering climate foona fide

Keyword€ Weather Warfare, Alternative Futures, Power purposes.

Rivalry
Alternative futuresareone of themain categdes

of Future Studies. Its four alternative scenarios tfa
I. PROLOGUE future are developed by the University of Hawaii.

In the introduction, it is aimed to define the kewlternative futures can be defined as a series of imagined
terms of this paper namely, weather warfare andbut plausiblestatesof things which would occur in the
alternative futures. future world. As per England,s Economic Hekand,

alternative futures are not predictiooisthe future, rather

The term eweather warfare or sweaponizing they are plausible futures that reflect different drivers of
weather means creating adverse weather conditions ¢hange.
resultin a disastrous battlefielir hostile partiesln other
words, wether warfare meanghe use of wether Weather warfar¢o be useddn the battlefieldsaas
modification techniques for military purposeSVeather a military strategyrequireshigh technological advances
and *War, are two concepts closely linked. Warriorsvhich could be afforded only by thsuperpowersin
throughout the ages have used weather to their advantaggfare. In order to testweather warfarein alternative
and some have suffered from its effects on the outcomefwtiures, it is a must for its plausible occurrence rather than
battles. As explained bydble (1997),fThetiming of the to be a mere prediction. Weather warfare not being a novel
Normandy invasion o-day, 6 June 1944, was dictatedconcept has been used in battlefields back during World
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War Il as petthe recoded historyand maybe the inventions Project Cirrus was the first scientific effort to
trace back eveto prior erasin which no written evidence seed clouds bthe US Department of Defence (DOD) in
hasbeen found. On the other hand, in the present contdkg late 1940swhenthe US Army Signal Corps cdracted
weather modificatiomasbeen tested by many countries téo provide support for the projedduring the 1950s and
advance their crops and also as a viablamaé¢o overcome early 1960s, military interest in weather modification was
climate change challenges. In these circumstances, ifingited, thus the interestppearediuring the Vietnam War.
apparent thathere is a plausible occurrence of weatheks per Coble (1997), the first scientifically controlled and
warfare in thewvorld power rivalryin alternative futures. monitored effort generally recognized by the
meteorological community as constituting weather
modification occurred in 1948 whdbr Irving Langmuir
Il. RESEARCHMETHODOLOGY first experimented with artificially seedingoelds in order
o The pr_oblem statement, methodology and ﬂ}S produce rainlt is stated thatik experiments showed
objectives of this research are as TOIIOW_S; positive results, sparking tremendous interest in the field
The res_earcrproble_m_qf this paer is mainly f_ocuseobn_ nearly overnightThough no conclusive evidence could be
answeringhe plausibility of weather warfare in alternatlvqraced' this paper suggeshis may bethe same attemjn
futures. weather modification wherethe DOD was involved as

stated above
The methodology of this paper relied on

qualitative methodologyand further, according to the The Tirpitz was the Nazis, most imposing
principles of alternative futures, weather warfare will bearship and the largest battleship ever built by a European
tested in terms of the fioalternative scenarios of 1) growthiNavy. It was also nicknamed "The Lonely Queen of the
2) Collapse, 3) Constraint and 4) Transformation. THéorth" by Norwegians and "The Beast" by Wims
application of these fawscenarios to weather warfare coul@hurchill. The battleship had bee@mchoredat Kafjord to
summarily be done as follows: the first component dfireaten Allied ships bringing supplies to the Soviet Union.
growth stands for the modification or weaponizimj This massive vessahould have been an easy target for
weather as a concept and its later applicationthe bombersThereforeHitler,s navy used a toxic artificial fog
battlefields. The second componentcoflapseresembles to conceal thehip when it was stationed the Norwegian
the critics against the weather warfare aftermath of iford. Gannon (2018) state that MNazis released
application. The third component obnstraintstands for chlorosulfuric acid into the air, which attracts moisture
the legal limitations against weather warfare and finallgnd can create a smoke screen. »..The substance is known
the fourth component ofransformation could be the to be corrosive, and the group of soldiers rasgible for
plausible futuristic applicatiomf weather warfare as aproducing this smoke had to wear special protection
game changer in world poweivalry which this paper suits. It is also recorded that the ship was finally sunk by
strivesto outline. Allied bombs in 1944Thus, it is scientifically provethat
the adverse environmental impacof this one military
Furthermore, i order to answer thgiven problem engagement during World War i$ still evident in the
statement, this studgquires an extensive studywéather forests of Norwg.
warfare and as a resultihe objectives of this researahm _ .
to: Project Popeye was a US mission used to
: weather modification in North Vietham and in Laos during
08 Evaluate the usage of weather warfare in the past . . )
the Vietham War back in 196Here the environmental

08 Elaboratethe usage of weather warfare in the
8 g modification teainique of cloueseedings applied bythe
present context.

5§ Revisit the possible nieods of weather warfare US mlllltary. As per the records found |n.the Offpe of the
. . . Historian (1967), Volume XXVIII of Foreign Relations of
based on inventioris world history. . .
. , . United States 1964968 clearly spelt out théte objective
08 Critically examne the legality of weather warfare.
. of was to prolong the monsoon seasod &lock enemy
08 Analyze weather warfare as a possilgame

changer in futurevorld power rivalr supply routes along the Ho Chi Ming Trallhis project
¥ was f test phase approved by State and Defense and

conducted during October 1966 in a strip of the Lao
Panhandle generally east of the Bolovens Plateau in the
valley of the Se Kong Rik The test was conducted without
consultation with  Lao authorities (but  with
Ambassado&ullivan,s knowledge and concurrence) and,
to the best of our knowledge, remains unknown to other
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than a severely limited number of U.S. offigjalsis said However, this papeargues that in the present
that during the test phase, more than 50 cloud seediogntext, ultimately, both folds of aforementioned weather
experiments were conducted. The results are vieweldeby modificationsfall under weather warfare in terms of power
DOD as outstandingly successful. The amountadriifall-  rivalry despite the objectivieeingscientific or commercial.

inducedby seeding is believed to have been sufficient to
have contributed substantially #ndering vehicular routes V. POSSIBLEMETHODSOFWEATHERWARFARE

in this area inoperable. It is also mentioned thatofie . C.:oble (1997)mentionsthat most Benign Weather
instance, the rainfall continued as the cloud movModﬁmaﬂons (BWM) efforts focus on four general areas:

eastward across the Vietnam border and inundated a U.]é precipitation or rainfall enhancement, 2) hail suppression,

Special Forces camp with nine inches of rain in four hourSSf)fogfdlspersal,-aln.d 4) snow aug.mentatu.)n. 'A(‘j” four ar(ra]as
It is the writer,s opinion thah thistestattempt of weather are of commercial interest, eyuraging continued research.

warfare, the US military has developed advanced Agricultural interests continue to focus on
capabilities that enable it selectively to alter the weath@finmaking or precipitation enhancement to alleviate
patterns. occasional drought, while hail suppression is important in

reducing crop damage. The aviation community continues
to explore themeans needed to disperse fog in order to
improve airport efficiency and safety as well astiome

twofold. One, is the scientifiand/or commercialveather rates. Ski resort operators use snow augmentation

modification and the other, is the military application otfach.n_lques in order to sg_pplement the natural snowfall. In
weather modification addition, local communities depending on snowp#ark

drinking water occasionally use snow augmentation to
increase winter snowfall.

IV. WEATHERWARFAREIN THE PRESENT
CONTEXT
In the present contexiveather warfare can be

It is evident that in the recent past Chirlag

United Arab Emirates and Saudi Arabia sugl up Moreover, Dr. Joseph Golden of the National
rainmaking. They perform these innovations as scientii@ceanic and Atmospheric Administration (NOAA) Office
experiments thus China,s attempts in artificially alteringf oceanic and Atmospheric Research at Silver Spring,
weather also affect the neighbouriiates such a#ts Maryland assumed thatree new likely areas of weather
competitorindia and similarly,betweenthe Middle East modification research in the future as: 1) ice storm
rivals UAE and Saudhrabia.For example, Dubai, a UAE syppression or abatement, 2) hurricane modification, and
emirate, commenced cloteding back in 2010 in order3)tornado modification. (Coble, 1997, p.10)

to increase thgroundwatetevel. According to the World

Meteorological OrganizatignMexico,s Air Force, for In this regard, Racsek (2022) commentshef
example, has begun closgeding in the past 12 monthstechnology falls, gemally, into three categories with
The Arctic Ice Project, an NGO, intends to deploy smdlifferent objectives: fertilizing the ocean to increase its
hollow glass beads, composed of silicon dioxide, acrddRtake of carbon; brightening clouds or ice to reflect more
parts of the Arctic Sea,s ice and in the Arctic Ocean &!nlight back into space and thus reduce global or local
increase reflectivity and slow global warming. Australiaarming; or the most common technolagyas ®en in
universities are piloting aaft spray over the Great Barrieragricultural communities or ski resorts of injecting
Reef to reflect more of the sun,s heat in an attempt ggrosols into the stratosphere to increase rainfall or snow,
conserve the reefRacsek, 2022Fhese ar@afew of many Of to modify a stormf.

incidents thatook place worldwide in terms of weather

e Furthermorewith regard to artificial earthquakes,
modification.

thoughnot yet a populatopic in weather warfarelebate
havean imperative history based on an electrechanical
dification: th " ; th dificati t_lloscillatorwhich was a stearpowered electric generator
modilication. the o_r_le ype ot weather _mo ||c_a 'O_n st %atented by Nikola Tesla in 18%ources declare thatter
used by the US military is fog suppression. Fairchild AFB . . . )

n life, Tesla claimed one version of the oscillator caused

in Spokane, Washington, has the only operational f%% earthquake in Ne York City in 1898, gaining it the
suppression system in the US military. Installation of thjs '

4 in thearly 1970 hoiect Cold popular culture titleeTesla's earthquake machjn@ hus,
system occurred in trearly S as part roject Co sadly, the aftermath of this innovation is silent in world

Wand, an experiment to explore the possibilities of foHistoryeven though some critics complain that the machine

suppression.Two other systems were installed, one ?/\t/as stolen by a powerful State.

Elmendorf AFB, Alaska, and the other at Hahn Air Base
(AB), Germany(Coble, 1997, p.21)

In terms of military application of vether
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In addition one of the earliest forms of lightningProtocol. Neither is the possibility of climate or
machines was recorded in ancient Greece with regardettvironmental maniputions as part of a military and
stage machines as described by Julius Pollux in I¢elligence agenda, while tacitly acknowledged, part of the
Onomasticonand part of this was tHeeraunoskopeign broader debate on climate change under UN auspicesf
which was a lightning machine. (Kuritz, 1988) Further, Therefore, it is clear that though litdry tamperingwith
the present context,cketcarryingTesla Coil Lightning climate and environmeis illegal thus it seems epative
machine is available to purchase in online marketing. under the shield of scientific purposes.
these circumstances, there is a high possibility of using
these mechanisms in weather warfare by the powerful

States. VIl. ASA GAME CHANGERIN WORLD POWER

RIVALRY
Therefore, this papeemphasizeshat there is a With the afore discussed, it is apparent that there
plausibleusag of artificial earthquakess well as lightning is a plausible usage of weather warfare in alternative
in alternative futures apart from the other weather warfatgures which will become a potential tool in therld
techniques. power rivalry. Therefore, in order to establish weather
warfare as a game changer in the alterndfivere the

VI LESAUTY_ O;WE_ATHERWARFA_RE ibi following has considered orexample ottloud-seeding or
In short, United Nations (UN) treatiesrphibit rainmaking in the evaluation.

using weather modification to kill or maim people.
Modifying weather to cause injury or death is outlawed. For As the Science for the People Magazine

!nstancet gausmg lightning  to str|I_<e exposed _en_er[%blicatim in 1972 on weather warfareelaboratingon
infantry is illegalas per the International Human'ta”arbroject Popeyeit suggested that weather modification
Laws. could be used to achieve longange military, economic,
or political effects despite the general expectations in
conventional warfare sfrategic rairnmaking could be used
slow infiltration. Or adjustments of dry and wet weather
. , during growth and harvest times could disrupt the economy
concgr.n_s of Ope_rgtlon Popeyghe Convent|.on on the and social structure of a small country; it could create
Proh|b|t|on of M|I|t_a_ry _Or Any Ofcher Hostile Use Offamine or at least extreme hardshifmfthis backdrop, it is
Environmental Mdification Techniques, known as theClear that further to the disastrous effects that-raking,

ENMOD Convention, came into force in 1978 and has beﬁr\]/veather warfare constructedin stoppingit could have

rat.ifie.d by ?8 countries, including Russia, the United Statgithe a major devastation on human society, for instance,
Britain, China and Germany. crop destruction, floods, drought, etc and the potential
ecological effectsOn the other handncreasing rainfall

beyond the watershed capacity of the land could create

-not. to engage |m.1|.I|tary or an)_/ other h.OStI|e. use Ofﬂooding and landslidesWeather modification would
environmental modification techniques having widespre obably alter the structure of plant and animal

long-asting or severe effects as the means of destruct'%mmunities due to changes in their reproduction, growth

damage or injury to any other State Pariyticle Il and nortality rates in weathesensitive specie$he danger

gu:_hbnes sany tgct1|mgue f(;r changllng. through tEe is irreparable as the causesuld require several years for
eliberate manipulation of natural processesthe . ecological changes be noticed

dynamics, composition or structure of the earth, including
its biota, lithosphere, hydrosphere and atmosphere, or of
outer space,. This cowverall weather and climate
modifying technology currently inse.

However, he best rachanism for policing such
interventionss found in a UN convention that dates bac
to the end of the Vietnanwar following the ethical

ENMOD,s Article | emphasizé¢hat signatories are

Most importantly, aside fromthese plausible
environmental consequenceat a time of increasing
geopolitical tensions a wellhtentioned  weather
manipulation has a greater chance to be viewed as hostile.

Chossudovusky (2008,) comments\ifile .the For example, weather manipulation tools could be used to
substance of the 1977 Convention was reasserted in theéﬁé\f'upt a neighbours agriculture or  military

Framework Convention on Climate Change (UNFC lanning.Experts een predict that future warfare will be

3'9”?‘?' |n.the 1992_ _Earth Summit in Rio, d_ebqt_e on Weaﬂf‘gﬂght on natural resources as the world already witnessed

modification for military use has becomeaentific taboo. in the Middle East. As a result, weather modification even

Military analysts are mute on the subject. Meteorologls}ﬁ terms of overcoming climate change by one country will

are not investigating the matter environmentalists ake e adverse effectsn neighbouring Stats despite the

focused on greenhouse gas emissions utierkyoto reason not being a pure militanyinded weather warfare.
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VIIl. CONCLUSION 5. Kuritz P. (1988)The Making of Theatre History.

Thereby, he results of weather warfare can be Englewood Cliffs, NJ: Prentice Hall.
favourable to one country while being hostile to anotiner. p.28.ISBN 9780135478615
fact, the advancement of technology has become the major
cause in making the winner in the world powesmlry. 6. Office of the Historian (1967) Weather Modification
Technology has never developed without an objective, itis in North Vietnamand Laos (Project Popeye) [Online]
fair to inquire what to do with the advanced technology Available at:
The future of weather warfare is highdgpendenbn the https://history.state.gov/historicaldocuments/frus1964
advancement of technology. Therefore, it is crystal clear -68v28/d274 Accessed: 24 July 2023
that ratherthan praising technology the real matter is to
question what is the purpose of the technology. 7. Racsek T. (2022) Geoengineering: Reigning in
alternative futurg there seems a plausible possibility of the  weather warriorsChatham HousgOnline] Available
powerful statesusing weather warfare to dominate the at:
regionsin the world and the pathway to this process is https://www.chatamhouse.org/2022/02/geoengineeri
guidedunder the veil of scientific or commercial purpose ngreiningweatherwarriors Accessed: 25 July 2023
whereaghe true face of military purposes. In this backdrop,
revisiting the ENMOD is a timely requiremiein order to 8. Science For The People (1972) Weather Warfare
control the weather warfare in alternative futwles to its [Online] Available at:
high plausibility as a military strategy in futunarfareas https://archive.scienceforthepeople.orgfvol
well as in diplomacy which could be used in both ways as 4/v4nd/weathekvarfare/ Accessed: 24 July 2023
a hardpowerandas asoft power Therefore, finally, it is
evident that there is plausibility of weather warfare as a9. SvevensonP. Use of weather manipulation tools
military strategy in alternative futuregspecially as a stokes geopolitical tensiongeather Wars[Online]
potential method to become a game changer in world power Available at: https://widgets.weforum.org/future
rivalry in the future shocks/weathewars/index.html Accessed: 24 July

2023
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Abstrac€ Periodic circumstances in Stiankaeshistory world. In this context, defendinghe sovereignty and
have warranted strategic realignment of its instruments territorial integrity and safeguarding Skianka€score
national power to suit changing global and regional powvalues entrenched in the constitution become of paramount
dynamics. Recent global events and regional incide importance Rebuilding Sri Lanka to forge new
have pushed Sri Lanka to look inwarddaamong others mechanisms between regional players in order for it to
rethink its Economic, Foreign and Military Grancrespond to these chging power politics and rethinking
Strategies. The paper touches upcnational security policy and strategydohieve resilience
unconventional/asymmetric warfare, cyber warfare arthrough digitalization, sustainability and sectoral
the use of Intelligence and clandestine operations as transformation is timely with contemporatgng term
alternative to ensuring national security and/ar strategy strategic options and reforms for Sri LankermedForces.

for numerically inferior smaller states. Clausewitz asserts

that the defensive mode of warfare possesses inheMfitile Sri Lanka is keeping opeit€s Diplomatic and
strength surpassing that of the offensive. In order foreign Policy channels it is reorienting some of its
overcome this formidable defensive strength, Clausewgzonomic policies in order to bail out the present economic
contends that amarmy's most effective weapon is therisis the country is facing.

advantage of superior numerical strength. Based on this

theoretical framework, it may be argued that a significamh the military domain it has taken up the quistattial task
number of countries globally face economic constraint§ reorganising the Armed Forces to face new threats.
that prevent them from maintaining numericaliperior However, even though Sri Lanka has the capability to
military forces. In his book "Spec Ops," Wiliam Hdefend limited geographic areas, the question remains if it
McRaven postulates that smaller forces might attain can sustain a prolonged conflict of a high tempo attrition
position of relative supremacy within limited timeframesvar with limited incursions in depth? In the paper the
The paper does not establish a connection between #uwthor from purely an academic point of view has
concept of relative supremaawnd the instruments of powersuggested and broadly sketched out a strategy of
related to Diplomacy and Foreign Policy, Trade, andnconventional warfare based on Wilim H McRavens
Economy. The concept is often emphasised in the militdmgory of Unconventional warfare and the concept of
sphere as a feasible path of action. Relative Superioty where he hypothesizes that
numerically inferior forces can achieve relative superiority
for short periods through ¢h use of unconventional
warfare. With rapid development in the Al, information
systems andtechnological domains the concept of

I. INTRODUCTION unconveribnalasymmetric warfarean be applied within

The rise of complex super power competition in the Indidle concept of relative superioritythe cyber domaias a
Ocean Region (IOR) has become the economic asStrategy for national security.
political centre of gravity in the IndePacific paradigm
(Bhat, 2022)and Lanka appears to be right in the middle of IL. CHANGING DYNAMICS
this quagmire. The Indian Ocean Region (IOR) and global AND .STRATEGY FORSRI LANKA
geopolitics created a new arena where major forces will . .

. . .In the face of cognizant developments Sri Lanka has to
compete, with fareaching effects on the area and the enti: - L. .

posture its instruments of national power to orchestrate to
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develop and execute a strategic option for Sri Lanka. Aptot external security based on each countries threat
from the traditional instruments of power Diplomaticperception of perceived and real threats. Even though
Informational, Military, ad Economy the author economically underdeveloped countne face difficulty
recognizes *Public Will, which also translates as the wiih modernisation in the realm of national secuitifig there
of the strategic leadership and the will and resilience of tisdittle option.
people as another instrument of national power. In addition,
technology is also identified as a very importanb suNo military force that thirst for modernization can get by
paradigm of national power. without nurturing, new technology, while the demands of
war have always been the mid wife of new technology.
Intangible economic assets, such as the volume of a stdbelsng the gulf war , more than 500 kinds of new and
gross national product (GNP) or the size of its defenadvanced technology of the 80s andtseto the stage to
sector, may naturally only provide a partial understandistyike a pose, making the war simply seem like a
of a state's military capability. According ¥an Crevald's demonstration site for new weapon(Qiao Liang, 2007,
research (1991, chapter 20), a higher morale and trainpyg 45) .The ability to coordinate multiple weapons over
can frequently compensate for a lack of superior armamedong distances in real time has resdlte an unparalleled
Other key intangibles are a state's organisational capacitiembat capability, a development that was previously
and administrative prowess, which allow it to make thaconceivable prior to the advent of information
most of the resources it possesses and maximise thiichnology. The advent of technological integration and
potential return on investment. globalisation has rendered traditional categorizations of
warfare obsoletehereby reshaping the dynamic between
In context of conventional war and national security, theeapons and war. The emergence of novel
very reason states engagelaferce coalitions or alliances conceptualizations and particularly innovative weapon
are to improve relations with nations in order to deteoncepts has progressively obscured the conventional
potential adversaries or in expectation of collectivenderstanding of warfare. Can a single cyber attack be
protection from more powerful adversaries. Considerirpnsidered a hagt act, or can the use of financial tools to
this the following strategic dilemma remains; (a) in theestabilise a country be classified as a baft®&o Liang,
event aralliance is formed with a country, to what degre2007, pp. 45). In this context,Sri Lanka cannot only be
of action will it commit? and; (b) how reliable will themindful of its physical borders, but has to be camssiof
partnership be? (@yill the alliances risk sharing cyber, andts virtual borders as wedisboth military and nomilitary
information satellite platforms etc..(dhat is the collateral means that are utilised to protect and safeguard national
damage of that counttgsing its strategic autonomy? security It is thus clear that the concept of national security
is broad and that it has no clear and precise boundaries.
Therefore taking all this into consideration the need to créBenaratne, 2010%Given the conventional understanding
and implement coherent achievable strategies for Sri Lardfawar, the startling realisation that nramr actions may
is very important. Also being self reliant economically angotentially serve as novel elements in future warfare,
militarily is vital for thehonourablexistence of Sri Lanka. further givesredence tthe concept of unconventionala
As strategy must be based on facthetatassessments andasymmetric warfare as a strategy to numerically inferior
probabilities it should be realistic in concept antbrces.
applicatiort.In this contextthe threat landscape intbe
next decade or more will be shaped by -g#ategic, II. SECURITYCHALLENGERS
political, economic, nuclear military, space and cybeA. ThreatFactor
contours that will dictate future conflicts. Is Sri LankiThere is no major conflict threat facing Sri Lanka
holistically ready to face these situations today®o. following the 2009 conclusion of a lofrgnning civil war.
Therefore strategy must evolve as per ground reality aHowever, unresolved communal tensions are a problem,
present and foreseeable futgiecumstances. notably in northern and eastern provindgsnsidering the
present security environmeas indicated in an article in
1)Military - modernisation The process of defenceyne ministry of Defence website sprior to 18th May 2022,
modernisation involves the replacement of old 0bsoléne |ndian intelligence had warned of a possiblk BXE

weapons and weapon systs with more contemporaryis plan to carry out an attack in Sri Lanf@ias, 2022)
ones and also the change of doctrine form internal seCUThere is also a growingconcern over Islamist

!Defence Academy of the United Kingdom.(2017). Getting Strategy ~ ting_Strategy Right_Enough_Final.pdf?ver=2@B708-090748807.
Right. (Available online). Accessed020]. Pg 22 .
https://www.da.mod.uk/Portals/0/Documents/RCDS/20170904CDS_Get
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radicalization and Islamic State claimed suicide attacks oimcumstances are devoid of hope. Inforimatechnology
churches and hotels in April 20X&risis 24 Sri Lanka security specialists are actively engaged in the forefront of
Country Report, 2023Among other concerns Sri Lanka€sombat, diligently striving to safeguard against the ever
geographical location between the golden crescent artthnging array of threats.
golden triangle, two main drug production regions in the
world has influenced the inflow of drugs into the countr2)Social Media The concepts of ftraditional propaganda€
resulting in a growing drug problem in Sri Lani@ias, and fpsychological warfare€ hdeen vastly replaced by
2022) In addition to the aforementioned, the socighose of finformation warfare€, finformation operations€
movement that took place in Sri Lanka in 2022 shareohd fpsychological  operations€  (Huhtinen &
characteristics with the fArab Spring€ in the Middle EaRantapelkonen, 2003). Kotelenets & Barabash (2019)
The protests in Sri Lanka took place as the nation wesherently compare and contrast the difference between the
going through its worst economic crisisnee gaining doctrines of propagaadand information war, where they
independenceépart fromTerrorism,ReligiousExtremism note that propaganda mainly emphasises the positive
Transnational Organised Crime andjeopolitical perception of fus€, while information warfare is the act of
competition in the regiothe use of social media and newemphasising the negative image of fothers€. On the other
social movementshas come to the forefront of securityhand social media uses a combination of propaganda,
concerns. psychological warfare and information warfare for mass
mobilisation and exploitation of the public for political
1) Cyber SecurityThe integration of technology in bothyposes to an extent that it has now become a threat to
our personalprofessionaandnational securitgpheres has pational security.Social mediais also usedto shape a
become increasingly intertwined, surpassing previoygjitical environment, to orclstrate large scale protest,
conceptions of possibility within aonly few decades. moyve organisations, penetrate into all segments of society
Cyberattacks, in support of conventional militaryinciyding school childrenand lastly to scale social
operations have a great deal of potential to be forggaification to mobilise from public sector trade unions
multipliers on today€s complex battle fields. Imagine (Bublic and private sector) to private sector employaes
simultaneous attack in cyber space and in the physiiy ‘many other countries of the world in Sri Lanka there
realm, designed to ipple a country€s ability t0 apnears to be a growing complicit secret social surround
communicate, both internally and externally, and makinginat serves to bring together likeminded individuals
virtually unable to defend against a military assault kihrough the internet and other social media platforms. This
conventional forces. In 2008, that very scenario was carfis 3 medium that is hard toonitor and preventive action is
out in the Russeorgian conflict with Russian parq to come by. Sri Lankan security sector is presently not

conventional operations supported and its SucC€yeared to handle large scalesituation due to lack of
enhanced by a carefully coordinated cyber strike, Viaexpertise technology and infrastructure.

surrogate force, that was able to render the Georgian

Republic incapable of defending itself in either the cyber 8§ Impact of Social MediaThe impact of social media
physical domain(Eidman, 2014) platforms on the political systems of diverse nations can

) ) ) ) exhibit significant variations. The impact exhibits variation
The integration of cloud computing, mobile teChnomg}élcross democratic and authoritarian governments,

and highperformance personal devices has fOSteredeﬁcompassing both interand intrastate dynamics. It

culture f:haracterls.ed by convenlle.nce, enhanCﬁFlmarin hinges upon three keylitical actors: domestic
collabora.uc.).n., and increased productwnfﬁoles and resistance, external factors, and the governing regime. The
Responsibilities of Cyber Security Professionals, zoz@ﬁects of social media can vary depending on the
While the ease provided by this phenomenon might fgjisation strategies employed by three players, namely
acknowledged, it also facilitates the potential for haCkersiHBividuals, organisations, and governments. Additionally,
acquire unauthorised access to our sensitive personal dgf@jnnact is contingent upon the level of state capability
regardless of its location or the network it traverses. Th% the type of political system in place. Consequently

|nd|\_/|du_als with  malicious mt_ent posse_ss significanty, - gistinct effects of social media can be identified. The
motivation as well, as there exists a profitable market fBﬁenomenon under consideration can potentially

the trade and misuse of such data. Despite the presenc&n(afermme robust democratic regimasplify the power

highly skilled Cyber Security Professionals, it is inevitablgynamics within strong authoritarian regimes, radicalise
that hackers and cybercriminals willtioately discover feeble democratic regimes, and induce instability within

means to gain unauthorised access to one's(&aties and weak authoritarian regime&Guy Schieffer, 2021)
Responsibilities of Cyber Security Professionals, 2023)

Nevertheless, it is important to note that not all
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Coupled with tesethreatdike many other countries in the contributes to an increase in cybercrimdalware attacks
region and the worldSri Lanka too is vulnerabland (e.g., ransom ware atts) are also expected to target more
susceptible to a diverse range of cyber related occurreneggerprises(Lim, 2023) In a strategic environment that is
regardless of their goal or origiAccording to statistics 63 shifting from conventional threats to cyber and information
percent (63%) of cyber attacks conwsinternalthreats domains,the threat priority for Sri Lanka in the present
(Threat Intelligence, 2023)he information transmitted should be gber securityand emphasisethe need of
within cyberspace is susceptible to being utilised famcluding cyber securitgs part olunconventional defense
malicious objectives by both governmental entities arstrategy forSri Lanka

nonstate individuals or groups. It is foreseeabhatt

terrorists will soon be responsible for significant cybel hrough the years Sri Lanka developed its military
incidents, as they have progressed beyond mere webgaRability mainly to counter terrorism and separatism with
defacement and are now capable of inflicting tangible hathf LTTE as its primary adversary. In any conventional
onto their adversaries, particularly targeting kegpilitary eventuality Sri Lanka as an Island nation does not
infrastructure. To this end,on 18th of May 2018, the geographically have a strategiceven a tactical depth. Sri
organization called sTamil Eelam Cyber Force,, hackeh@nkan Armed Forces are not equipped and does not have
the Sinhala version of the official website of the Ministr{€ capacity of denying territorial gains to be able to take
of Tourism Development and Christian Religious Affair<?n an offensive posture by openimgltiplefronts along its
Furthermore, they hacked the website of the Democragerder and fighting a limited geographical baétfel even
Socidist Republic of Sri Lanka Honorary Consulate iigaining tactical victories. Nevertheless, the short term
Kerala.(Bulathgama, 2023Further,Local media reported defensive battle will have to be fought to retain the
in August that year of a loss of an estimated twipitiative and deny penetration in depth. But, how about the
terabytes or 2,000 gigabytes of classified information long term strategy? Therefore, the author suggests a long
from the LankaGovernment Cloud (LGC), which riskedte€rm strategy tmlly opposite to conventional military
endangering the business relationships of local drifynking, which is a strategy of unconventional and
companies with their foreign principals@Symmetric warfare.

(ECONOMYNEXT, 2023) The implications of thse

development will have a profound impact on the whoB: The Strategy
security dynamics ofSri Lanka.In order to effectively Clausewitz states that "The defensive form of warfare is

address the challenges of cyber security and mitigate intrinsically stronger than the offense” and to defeat ‘the
risks of cyber war and cyber crimes, it is imperative Strongerform of warfare’ "an army's best weapon is
establish a shared vision andllaborativeefforts on an Superior numbers*Given this theoretical construct most
international scaleSri Lanka ranks 81st out of 175countries inthe world cannot economically have the luxury
countries in thlationalCyberSecurityindex In January, of numerically superior forces. However, in his book Spec
it scored a O for protection digital and essential services.OPS, William H McRaven hypothesize ah numerically
The country was, however, given nine out of nine points flesser forces can achieve relative superiority for short
education and professional developmédBlobberstein, durations by the employment of Special Forces operations.
2023) The threat landscape continues to expand with t/n the paperfte concept of relative superiority here is not
increasing connectivity of devices and systems through @#sociated to Diplomacy and Foreign Policy, Trade and
Internet of Things (IoT) and the proliferation of digitaFcONomy asects of the National Instruments of Power.
technologies. Cyber attacks such as ransom ware, phishif§ concept is much highlighted in the Military and Cyber
and insider threats remain pasive and pose significantdomain as a viable course of action.

risk to enterprises, governments and individuals alike.

Although these threats are nothing new, as data continue to IV. UNCONVENTIOANL WARFARE
be produced and stored in greater volumes, and Unconventional warfare which is always thought about as

connectivity expands globally, the attack surface hgvbroqder area of speciaarfare could be anotheceurse
become mee exploitable with gaps and vulnerabilities the action that integrates ends, ways and means to meet
are appealing to criminal and natistate hackersn 2023, Policy objectives? in the long termHere the author looks

cyber threats are expected to rise as unrest around the wiifgconceptof Special Operations as iterated by Willim H
McRaven in his thesis *The Theory of Special @&pens,

2William H McRaven.(1993). The Theory of Special Operations. Navéihg_Strategy_Right_Enough_Final.pdf?ver=2@B708-090748807.

Post Graduate School. Monterey, Gaiifia. Pg 2. [Accessed020].
3 Defence Academy of the United Kingdom.(2017). Getting Strategy
Right. (Available online).

https://www.da.mod.uk/Portals/0/Documents/RCDS/20170904CDS_Get
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where he uses the concept of Relative Superioritybeyond the military understanding eficonventional and
*Relative Superiority can be defined as a condition thinclude the condition between supported non state actors
exists when an attacking force, generally smaller, gainperception or psychological warfare where rival nations try
decisive advantage over a larger or well defended erfemto impose their ngonal interest by imposing oown
which is an approprta form of warfare for smaller forcesstrengths and weaknesses, subverting transnational
to fight more advanced forces where the econcept information systems, drug warfare, financial warfare,
relative superiority theory, could beapplied to cultural warfare, mediaand fabrication warfargQiao
unconventional warfare with ingenuity and cunning to galiang, 2007, p. 12)}or the strategy to wosas current UK
advantage and retain initiative over larger forcedoctrine notes, the instruments f...should act together,
Unconveitional Warfare is defined asoperations unified behind a common national goal,

conducted by, with, or through irregular forces in support

of a resistance movement, an insurgency, or conventioBghe military domain of unconventional warfarerhe
military operations,> The author also suggests in thisnilitary domain of unconventional warfanéll encompass
paper using the concept of relatsuperiority tothe cyber all facets of guerrilla war from hit and run tactics to
domainand as part of the strategy toh#&ving resilience subversion and sabotage deep in the enemy rear areas from
through digitalization, sustainability and sectorahinor harassing tactics to chosen strategic assets or
transformatioras a part ofeforms for Sri Lank&sArmed disrupting lines of communication in order to force the
Forces Given thatSri Lanka faces a number of securitgnemy to commit time, troops andsascesas a defensive
challenges, including terrorism, mariten piracy, and measure for numerically inferior force§he smallest
natural disastersigitalization can help the Sri LankanSpecial Forces team to be deployed should be four man
military to address these challenges by improving itsams as escape, evasion, concealment and survival is much
intelligence gathering, communication, and coordinatieasier in smaller numbers as opposed to company or
capabilities as defensive and offensive cyber securitlyattalion sizenfiltrations. This is another means of waging

measures. protracted attrition warfare in the offense and defence both.
Also in the eventuality of incursion into depth areas
1)The Human Factortnconventional warfare as a meangobilising local parmnilitary and population as

to achieving strategic objectives lies more on the humessistance and fighting in built ugreas is also food for
factor such as motivation and will to fight, loyalty, andhought and doctrinal development. While this will stand
spirit de corps, strong beliefi ithe cause, leadership andjood for the land warfare component the Air and Sea
initiative and values more than in weaportypwever, in  components will have to adopt a more conventional course
the future wars these values will not compensate for thgé action. However, employing these components in
lack of knowledge in the cyber domain while thanner or support of uncoventional warfare will be the ingenuity of
the modus operandi of unconventional warfare will depemdilitary planners and the daredevil commitment of air and
on the larger context of the war, while the entire spectrumval troops.
of war, whether it is large scale general or nuclear war or a
cold war situation it will provide opportunities forl)Cyber warfare Active cyber operations that involve
unconventional warfaran the physical domaiand in the hacking into computers frequently use an intrusion model.
cyber domain Although the approach isot technically or tactically
oriented, it could be utilised as an operational concept to
In this paperthe author refers unconventional warfare ashelp intrusions in cyber operationstaan their strategic
strategy not only in the military domain as it alone is highbargets. In this paradigm, every stageaeconnaissance,
unlikely to achieve the desired outcome or end state unlessly exploitation, creation of persistence, lateral
it is applied with other available instruments suctigial manoeuvres, and collecti@xfiltrationrexploitation
and cyber domairf, information warfare, psychological offers the chance to infiltrate a target's system and spy on,
operations, intelligence and clandestine operatiomeért influence, destroy, collect, or even launch an attack
operations, exploitation of available fault lines and(Hooren, 2022)
maintenance of a high degree of secrecy. Hére,author
referrers to unconventional warfare not in thense of In a web article Peter Suciu claims that the 5 nations
using tactics opposite to conventional norms but gcconducting the most cyber attacks are most It is no secret

4william H McRaven.(1993). The Theory of Special Operations. NavéDigital security involves protecting your online preserdatd identity,

Post Graduate School. Monterey li@ania. Pg 2. assets). At the same time, cyber security covers more ground, protecting
5 william Dave Driver,Bruce. E. DeFeyter. (2008). The Theory centire networks, computer systems, and other digital components, and the
Unconventional Warfare: Win, Loose and DraMaval Post Graduate data stoed within from unauthorized access.

School. Monterey, California. Pg 2. Ibid.
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that China, Russia, North Korea, Iran and United Statesediums of social media to spread fast obstructing law
Unfortunately, the threat vector continues to get worse, agaforcement in real time will give impetus to an
hacking is now a domaimhere a neso-secretwar is being uncontrollable tempo of incidents of a fviral insurgency€
waged(Suciu, 2022)According to the Associated Press, that will challenge law enforcement acgber capabilities.
2011an executive order was signed by President Obama&ensationalism is also another strategy to heighten
delineate the rules of engagement for military commandeesruitment and cooperation of other transnational militant
in the context ofcyber strikes. The executive ordesocial media groups.
delineates the many domains of responsibility, particularly
in instances where the acquisition of presidential authoritylight of above, developing cyber capability and capacity
is necessary for the execution of a cyber attéi€lgzer, will not only facilitate offensive opetians but will also act
2011) Thisfurther substantiateshe dynamic nature of theas a strong deterrence. Incapacitating communications
military environment, wherein the domain of combat hakrough physical and cyber means will also be crucial in
expanded to include cyber operations, and the significang®alancingthe leadershipat all alvels In the meantime
of cyber attacks as a growing aspect of military endeavousgpress R&D and breakthroughs in Al, quantum
The consensus among academied defence officials is computing and 5Gsivery important as all cyber attacks in
that cyber warfare will play a significant role in the futur¢éhe future will likely be carried out by Al systems which
of the defence and intelligence community. It is widelwill surpass any human and will be able to cause rapid
recognised that the preservation of robust offensive amdiltiple disruptions on a wider front than before. Parity of
defensive capabilities is of utmost importankyzer, status or surpassing capability in thisnthin will be a
2011) decisivefactor for smaller states as large numbers can be

compensated by Al reducing the number of cylzgionets€
Further, h the year 2011, a sequence of synchronised operatorsThese are areas where clandestine support
cyberattacks was carried out by nstate actors from could be envisaged from other interested parfidss
Syria who were aligned with the Assad regime. Theswdicates thacapacity building in this area among others
assaults were aimed at opposition forces, both domestic ahduld be a national priority.
foreign, with the intention of bolstering the regime's stance
in the Syrian civil conflict. These events served as a V: CHALLENGERSFOR SRI LANKA
demonstration of the regime's supp@&dman, 2014)
There is potential for establishing a cybarilitia by With the increase of cyber threats and for defensive or
utilising the preexisting knowledge and skills ofunconventional offensive purposes the availability of
individuals who are loyal to certain governmentqualified and skilled personnel in the field of information
organisations, or engaged in proxy cyber operatibns. and communications technology cyber security domain is
nearly two decades infamous hacker groups anonymdaramount to deter, protect ale$pond to cyber threats and
has operated worldwide. In the recent Russiaasion of attacks. According to the Centre for Strategic and
Ukraine in February 2022 a Twitter account fAnonymotlnternational Studies bg2022, the global cyber security
with 7.9 million followers declared a cyber war on Russworkforce shortage has been projected to reach upwards of
and its president VladimiPuin (Huddleston, 2022)This 1.8 million unfilled positiongJames Andrew Lewis, 2019)
clearly indicates that the use of fhacktivist€ has been (Given the global skills gari Lanka requires to expend
as a force multiplieto leverage existing cyber militias ormuch resources towards capacity building in all cyber
proxy organisations to serve the needs unconventioeducation and infrastructure related areas to combat cyber
cyber warfare. related threatdn Sri Lanka to date there is morelie done

to address the shortage of cyber security expEnts.needs
An organised and systematic prolonged offensive cytto begin by reforming ICT education polices and
campaign through sspear phishing,, deploying «botnet, tcopportunities in Sri Lankalhis is the foremost challenge.
deny services and subverting the enemy supply chain by
deploying civilian and trained military hackers in largA. ICT Educationin Sri Lanka
numbers to attack sInternet, telecommunications networlAfter almost two decades of investments in ICT
computer systems, as well as@dded processors ancinfrastructure and teacher training in Sri Lanka, ICT as a
controllers and data, to deter and deny these services standalone subject to be tested through examinations is
military or other purposds the suggested concept of cybewell-entrenched in the educational systéntotal of 3,500
warfare.Also overloading the network by indiscriminatelyschools offer ICT as a subject@CEO/L or 35% of public
targeting many devices, services or users as possilsighools. Up to 5% of public schoalffer ICT at GCE A/L
Further, swarming of conspiracies through all availablgamage, 2020)
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In considering table 1,2, and 3 above it is clear by table 3
1)Student PopulationThe total student population in thethat capacity for ICT education is made available to
Island is4,048,937 Out of the giverstudent population of students and the majority get their ICT knowledge through
4,048,937a number of 652,331 students are within thethe government education systems. However, table 2
ordinary level ( O/L Cycle (Grd :01) anda number of indicates that that there are mamumbers of students in the
426,964 students are in the advanced level/[ Cycle arts and the commerce streams compared to the science and
(Grd 1213). (Statistics Branch of Ministry of Educationtechnology streams. The number of students being
of Sri Lanka,2021) educated in the technology stream is 10.9 percent out of the

total 426,964 advanced level student population in Sri
2) Government School statistics: The government Lanka resulting in a very marginal percentage of children
functions a total number 010,146 schoolsn all 09 being trained for higher education in the Science,
Provinces of Sri LankaThe schools have been furtheTechnology , Engineering and Medical disciplines
categorised as National schools 396 in number and 9(STEM).

Provincial level schoolsThe Government schoslhave
beenfurther categorisednto 4 typesasgiven in the table  This is further reflected in the number of university
admissions. According to university agits commission

Table 1: Schools by category total undergraduate admissions to the computer science
Type Category No of stream in 2020 are 5,253 as a UGC intake and for external
Schools and distance education a number of 7,799 with 6,272 as
1AB Schools having Scienc 1,011 postgraduate students totalling to only 19,324 enrolling to
Stream classes in Advancg computer sience education out of a total of 394,092 that
Level enter university(University Grants Commission , 2020)
1C Schools having Advance 1,941 is alarming to note that the graduate output for ICT in
Level classes Other tha academic year 2020 is 1,175 from the UGC intake and 921
Science Stream from post graduate institutes totalling only 2096 in an
Type 2 | School Having classes on 3,226 academic yeafUniversity Grants Commission , 2020)
up to Grade 11
Type 3 | School Having classes up 3,968 B. Challenges t®igitizing Armed Forces in Sri Lanka
Grade 5 or Grade 8 The digitization of Arned Forces is a complexand
challenging undertaking. It requires a significant
Table 2: Students by A/L stream investment of resources, time, and effort. There are a
Category No of students % number of factors that can affect tHeasibility of
Bio Science 46,064 108 digitization, including the country's political, economic,
PhysicalScience 47,775 11.2 and cultural context.
Arts 182487 42.7 » , _ )
Commerce 92605 217 1).Political gnd bureaucratic hurdIes._T_he Sri L_ankan
government is often slow to make decisions and implement
Technology 46,354 10.9 -
new policies.
Other 2).Economic constraint$ri Lanka is a developing country
Other 11,589 2.7 with limited financial resourceand this will be the major
Total 426,964

constraint The cost ofequipment, software,and satellite
and otheplatformswill
3).Cultural and societal factorsThere is some resistance

Table 3: ICT education opportunities.

Source of Total | Urban | Rural | Estate | (o changesuch as lack of knowledge, lack of resources,
knowledge (%) leadership roles, employee resistance to change, negative
Private training | 17.4 17.0 17.7 11.7 mindset, and lack of mottion are some cultural barriers
course to change.
4).Security concerns and potential misusehere are
School/ 60.7 59.2 60.9 74.4 | concerns that digitalization could be used to spy on citizens
University or to misuse military power.
Govt. training 6.9 5.8 7.2 5.8 5).Technical ChallengeSome of th@echnical challenges
centers of digitizing army forces in Sri Lanka include) limited
telecommunications infrastructure, which could make it
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difficult to transmit and receive datéb) increase the risk factor. The economic disparity with other developing
of cyberattack&nd (c) Capacity buildingpr trainingand countries dictates thaf®me€ is what Sri Lanka needs to
educatiorof military pesonnel. achieve military, cyber, nuclear (for peaceful purposes) and

6).Budgetary ConstraintsThe budgetary constraints ofspace capability. This is a long term idealist€s reality.

digitizing Armed Forces in Sri Lanka includéa) te cost
of new technologies and equipmeit) the cost of training
and educabn, (c) he cost of maintaining and upgrading
digital systems.

V. RECOMMENDATIONS

The following are broadly recommended:
1).Re-organise Armed Forces to suit unconventional

IV.CONCLUSION

warfare concepts.

2).Develop doctrinal concepts from own wéghting
Unconventional/asymmetrical wars as a strategy wexperienceand from lessons learnt from LTTE strategy
have effects at the strategic, operational and tactiand tactics.

levels forcing leaders to be simultaneously committed 3).Establish

Combat Service Support doctrine.

internal and external security threats immaterial of whe4).Digitizing Armed Forces.Digitizing Armed Forcess a
and how it is generated as alitisns from recruitment, complex and challenging undertakinghich is essential
training, resourcing and funding will be covert anfor Sri Lanka's security.

clandestine. The new type of adversary will fight in three i.
domains which are the physical, psychological and theii.
cyber or electronic domain in contrast tmnown
conventional war.The strategy will be toemploy a iii.
battalions of hackers texploit the availablesocial,
financial, economic and security vulnerabilitie&hile iv.
guerrilla warfare with limited technology can outflank v.
high-tech conventional forces on one hand and on the
other hand a few individuals with latest technology and avi.
rudimental terrorists cell can commit large scale regular
forces for counter terrorism. The intention of covert andii.

Establish digital platforms

Secure strong political leadership effect digital
transformation

Develop a clear vision for digitizationof the
Armed Forces

Address technical challenges.

Managing budgetaryconstraintsthrough phased
out development

Build public  support through
campaignsnd consensus
Strengthening judicial oversight and imdieing

awareness

clandestine action is to influence conditions and create new legislature for cyber protectioh individual

high casualty rates thatill make your opposing force
commit a large scale protracted military commitmentviii.
The armed forces strategic reforms will mainly be in the
doctrinal domain and capacity building and equipping of
troops specifically dedicated for
unconventional/asymmetrigarfareto fight a land battle
while capacity building in the cyber domaimas a force
multiplier. Both, within the conceptual frame of relative
superiority.

At the outset of the paper the author identified fpublic
will€ as an instrument of power. Hepablic consensus
and support is needed for three aspects; for recruitment,
for necessary economic and military industrial
mobilisation and in the event there is to be a resistance
type of war that has to be waged panditary forces and
public mobilisaton becomes vital and decisive. To
effectively address the conventional superiooityorces

one must develop strategies to frustrate the adversary in
the least possible cost to time and resources.

In conclusion éveloping Sri Lanka €s militagnd cyter
capacity and capability will solely depend on the economic
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